Identifying and Intercepting School Violence
through Cyber-Investigation

Do not miss this powerful and vitally important training opportunity sponsored by the
Macon/Piatt Regional Office of Education #39 in partnership with Be Sure Law Enforcement
Cyber Training

October 4-5, 2022 | 8:00AM-4:00PM | Richland Community College (NSEC), Decatur, IL

Law Enforcement and School Officials must know how to proactively respond to threats of school violence online.
Especiallywhenthereis online "Leakage" threatening students and school personnel. Being trained to identify the

perpetratorimmediately provides Law Enforcement and School Officials the ability to act quickly and effectively to
reduce the threat of school shootings and other forms of violence.

Time Alloted: 2-Day Training, October 4-5, 2022, 8:00AM — 4:00PM CST
Target Group: Patrol Officers, Detectives, Resource Officers, States Attorneys, School Principals, Social
Workers, Administrators and School Deans.
Instructor: Detective Richard Wistocki (RET) Naperville Police Department High Tech Crime Unit Method of
Inst: In person at Richland Community College, National Sequestration Education Center,
3357 N President Howard Brown Blvd, Decatur, IL 62521
Registration: bit.ly/Cyberlinvestigation or Contact Jill Reedy 217-872-3725 or jreedy@roe39.org

Training Objectives:

Why it is important NOT to disregard information given to LEO or school officials.
What the term "Leakage" means and how we can interpret theinformation.

Learn free and open source online investigative tools.

Learn to identify and collect cyber evidence to identify suspects

Learn the three-step process in investigating internet crimes.

Learn the importance of Preservation, Exigent Circumstances and Search Warrants
Learn how to obtain IP's, screen names, screen captures, and emailhheaders

State laws: Terrorist Threat, Falsely Making aTerrorist Threat, Swatting and Causing a Catastrophe.
Suspect search warrant, arrest, interrogation and mental health evaluation.

¢+ Examine a successful cyber-crime case study investigation from start to finish.

IMPORTANT please read carefully: The attending Officer/School Official will need the following items:
1. Laptop Computer (Please open the laptop a day before, start it and go on online so it can update)
2. Be able to access your WORK email remotely from your laptopcomputer.

3. Be able to download Snagit on a free trial https://www.techsmith.com/download/snagit/

4,

Be able to download the Search.org Investigative toolbar
http://www.search.org/resources/search-investigative-and-forensic-toolbar/
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