132 Wyckoff Road - Gilboa, New York 12076-9703
607-588-7541 - FAX 607-588-6820

Ruth Reeve, Superintendent
Thomas Santacrose, Principal
Daniel Ringuette, Guidance Counselof

To Whom It May Concern:

Recently it came to my attention that we are required to have a student data privacy agreement with
any third party contractors including casual employees.

Attached is our student privacy agreement. Please sign and either email back to rreeve@gccs.us or else
fax to 607-588-6820.

Sincerely,

Ayt Koo

Ruth Reeve
Superintendent
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7360: Student Records: Policies and Procedures

Definitions
For the purpose of this policy, the school district has used the following definitions of terms:

Student - Any person who attends or has attended a program of instruction sponsored by the school
district.

Eligible Student - A student or former student who has reached age 18 or is attending a post-
secondary school.

Parent - Either natural parent of a student unless his or her rights under the FERPA (Family
Educational Rights and Privacy Act) has been removed by a court order, state statute or legally
binding document relating to such matters as divorce, separation or custody that specifically
revokes these rights, a guardian, or an individual acting as a parent or guardian in the absence of

the student's parent or guardian.

Education Records - Any records (in handwriting, print, tape, film, microfilm, microfiche or other
medium) maintained by the school district, an employee of the district or an agent of the district

which is related to a student except:

* Any personal records kept by a school staff member which meet the following tests:
(a) It was made as a personal memory aid;
(b) It is in the personal possession of the individual who made it;

(c) Information contained in it has never been revealed or made available to any other person
except the maker's temporary substitute.

* Employment records which are used only in relation to a student's employment by the school
district. (Employment for this purpose does not include activities for which a student receives a

grade or credit in a course).

* Alumni records which relate to the student after he or she no longer attends classes provided by
the school district and the records do not relate to the person as a student.

Personal Identifiable Information - Any data or information that makes the subject of the records
known. This includes the student's name, the student's parents’ or other family member's name, the
student's address, the student's social security number, a student number, a list of personal
characteristics or any other information which would make the student's identity known.

Annual Notification

Within the first three weeks of each school year, the school district will publish in the legal section of
a newspaper having general circulation in the district, a notice to parents and eligible students of their
rights under the FERPA and this policy. The district also will send home with each student a bulletin
listing these rights. The bulletin will be included with a packet of material provided parents or an
eligible student when the student enrolls during the school year.

The notice will include the following:

(1) The right of a student's parents and an eligible student to inspect and review the student's
education records.
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(2) The intent of the school district to limit the disclosure of information contained in a student's
education records except: (a) by the prior written consent of the student's parent or an eligible
student, (b) as directory information, or (c) under certain limited circumstances, as permitted by the
FERPA.

(3) The right of a student's parents or an eligible student to seek to correct parts of the student's
education records which he or she believes to be inaccurate, misleading or in violation of the
student's rights. These rights include the right to a hearing to present evidence that the records
should be changed if the district decides not to alter such records according to the parent or an
eligible student's request.

(4) The right of any person to file a complaint with the Department of Education if the school
district violates the FERPA.

(5) The procedure that a student's parents or an eligible student should follow to obtain copies of
this policy and the locations where copies may be obtained.

The district will arrange to provide translation of this notice to non-English speaking parents in their
native language.

Statement of Rights

Parents and eligible students have the following rights under the Family Educational Rights and
Privacy Act and this policy:

(1) The right to inspect and review the student's education records;

(2) The right to exercise a limited control over other people's access to the student's education
records;

(3) The right to seek to correct the student's education records in a hearing if necessary;
(4) The right to report violations of the FERPA to the Department of Education; and
(5) The right to be informed about FERPA rights.

All rights and protections given parents under the FERPA and this policy transfer to the student when
the student reaches age 18 or enroll in a post-secondary school. The student then becomes an eligible
student.

Under the No Child Left Behind Act of 2001, schools receiving Title I money must release names,
addresses and telephone listings to military recruiters upon request. Parents have the right to request
that information not be released to military recruiters without prior written consent.

Location of Education Records

Type Location Custodian
Cumulative School Records Guidance Office Guidance Counselor
Cumulative School Records Office of Superintendent Records Management Office
(Former Students)
Health Records Nurse's Office School Nurse
School Transportation Records Guidance Office Guidance Counselor
Speech Therapy Records CSE Office CSE Chair
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Speech Therapy Records CSE Office CSE Chair
Psychological Records
Special Test Records Guidance Office Guidance Counselor
Occasional Records Principal's Office School Principal
(Principal will collect and make
available)

Procedure to Inspect Education Records

Parents of students and eligible students may inspect and review the student's education records upon
request. In some circumstances, it may be mutually more convenient for the record custodian to
provide copies of records. See the schedule of fees for copies.

Since a student's records may be maintained in several locations, the school guidance counselor will
offer to collect copies of records or the records themselves from locations other than a student's
school, so that these records may be inspected at one site. However, if parents and eligible students
wish to inspect records where they are maintained, the guidance counselor will accommodate their
wishes.

Parents or eligible students should submit to the student's school principal a written request which
identifies as precisely as possible the record or records he or she wishes to inspect.

The principal (or other custodian) will contact the parent of the student or the eligible student to
discuss how access will be best arranged (copies, at the exact location, or records brought to a single
site).

The principal (or other custodian) will make the needed arrangements as promptly as possible and
notify a parent or an eligible student of the time and place where the records may be inspected. This
procedure must be completed in 45 days or less from the receipt of the request for access.

If, for any valid reason such as working hours, distance between records location sites or health, a
parent or an eligible student cannot personally inspect and review a student's education records, the
school district will arrange for a parent or an eligible student to obtain copies of the records. See
below for information regarding fees for copies of records.

When the records contain information about students other than the child or the eligible student
involved, a parent or an eligible student may not inspect and review the records of other students.

Fees for Copies of Records

The school district will not deny parents or eligible students any rights to copies of records because of
the following published fees. Where the fee represents an unusual hardship, it may be waived in part
or entirely by the record custodian. However, the district reserves the right to make a charge for
copies such as transcripts it forwards to potential employers or to colleges and universities for
employment or admissions purposes.

The FERPA requires a school district to provide copies of records:

(1) When the refusal to provide copies effectively denies access to the records by a parent or an
eligible student;

(2) At the request of a parent or an eligible student when the school district has provided the
records to third parties by the prior consent of the parent or an eligible student; or
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(3) At the request of a parent or an eligible student when the school district has forwarded the
records to another school where the student seeks or intends to enroll.

The fee for copies provided under the FERPA may not include the costs for search and retrieval, The
fee will be 10 cents per page.

The fee for all other copies such as copies of records forwarded to third parties with prior consent or
those provided to parents as a convenience will be 25 cents per page plus postage if mailing is
involved.

Directory Information

The school district proposes to designate the following personally identifiable information contained
in a student's education records as director information, and it will disclose that information without
prior written consent:

(1) The student's name;

(2) The student's address;

(3) The student's telephone listing;

(4) The student's date and place of birth;

(5) The student's class designation and major field of study (e.g., first grade, tenth grade, and the
like);

(6) The student's participation in officially recognized activities and sports;
(7) The student's degrees, achievement awards or honors;

(8) The student's weight and height if a member of an athletic team;

(9) Dates of attendance;

(10) The student's photograph,;

{11) The most recent educational institution attended before the student enrolled in the school
district; and

(12) Electronic mailing address.

Within the first three weeks of each school year, the school district will publish in the legal section of
a newspaper having general circulation in the district the above list, or a revised list, of the items of
directory information it proposes to designate as directory information. For students enrolling after
the notice is published, the list will be given to the student's parent or the eligible student at the time

and place of enrollment.

After the parents or the eligible students have been notified, they will have two weeks to advise the
school district in writing (a letter to the school superintendent's office) of any or all of the items they
refuse to permit the district to designate as directory information about that student.

At the end of the two week period, each student's records will be appropriately marked by the records
custodians to indicate the items the district will designate as directory information about that student.
This designation will remain in effect until it is modified by written direction of a student's parents or
an eligible student.
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The district may disclose directory information about former students without following the
procedures specified in this paragraph.

Use of Student Education Records

To carry out their responsibilities, school officials will have access to student education records for
legitimate educational purposes. The school district will use the following criteria to determine
school officials. An official is:

(1) A person duly elected to the school Board;

(2) A person certified by the State and appointed by the school Board to an administrative or
supervisory position;

(3) A person certified by the State and under appointment by the school Board as an instructor;

(4) A person employed by the school Board as a temporary substitute for administrative,
supervisory or instructional personnel for the period of his or her performance as a substitute; or

(5) A person employed by or under appointment to the school Board to perform a special task such
as a secretary, a clerk, the school Board attorney or auditor for the period of that person's

performance as an employee or contractor.

School officials who meet the criteria listed above will have access to student's records if they have a
legitimate educational interest in doing so. A legitimate educational interest is the person's need to

know in order to:

(1) Perform an administrative task required in the school official's position description approved by
the school Board;

(2) Perform a supervisor or instructional task directly related to the student's education; or

(3) Perform a service or benefit for the student or the student's family such as health care,
counseling, student job placement or student financial aid.

The school district only will release information from or permit access to student's education records
with a parent or an eligible student's prior written consent except that the school superintendent or a
person designated in writing by the superintendent may permit disclosure:

(1) When a student seeks or intends to enroll in another school district or in a post-secondary
school. The district will not further notify parents or eligible students prior to such a transfer of
records. Parents and students have a right to obtain copies of records transferred under this
provision.

(2) When certain Federal and State officials need information in order to audit or enforce legal
conditions related to federally supported education programs in the district.

(3) To parties who provide or may provide financial aid to a student to:
(a) Establish the student's eligibility for the aid;
(b) Determine the amount of financial aid;
(c) Establish the conditions for the receipt of the financial aid:
(d) Enforce the agreement between the provider and the receiver of financial aid.

{4) If a State law adopted before November 19, 1974 required certain specific items of information
to be disclosed in personally identifiable form from student records to State or local officials.
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(5) When the school district has entered into a written agreement or contract for an organization to
conduct studies on the school district's behalf to develop tests, administer student aid or improve
instruction. Such study may not permit personal identifiable information of parents or students by
individuals other than representative of the organization. Such information must be destroyed
when no longer needed.

(6) To accrediting organizations to carry out their accrediting functions.

(7) To parents of eligible students if the parents claim the student as a dependent as defined by the
Internal Revenue Code.

(8) To comply with a judicial order or lawfully issued subpoena. The district will make a
reasonable effort to notify the student's parents or the eligible student before making a disclosure
under this provision.

(9) In connection with a health or safety emergency under conditions described below.

(10) If the disclosure is an item of directory information and the student's parents or an eligible
student has not refused to allow the district to designate that item as directory information for that
student.

(11) Disclosure to a parent of a student who is not an eligible student or the student.

The school district will permit any of its officials to make the needed disclosure from student
education records in a health or safety emergency if:

(1) The official deems it is warranted by the seriousness of the threat to the health or safety of the
student or other persons;

(2) The information is necessary and needed to protect the health and safety of the student or other
individuals;

(3) The persons to whom the information is to be disclosed are qualified and in a position to deal
with the emergency; and

(4) Time is an important and limiting factor in dealing with the emergency. (The health or safety
exception shall be strictly construed.)

School district officials may release information from student's education records if the student's
parents or the eligible student gives his prior written consent for the disclosure. The written consent
must include at least:

(1) A specification of the records to be released;

(2) The reasons for the disclosure;

(3) The person or the organization or the class of persons or organizations to whom the disclosure
is to be made;

(4) A parent or an eligible student's signature; and
(5) The date of the consent and, if appropriate, a date when the consent is to be terminated.

The student's parents or the eligible student may obtain a copy of any records disclosed under this
provision.
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The school district will not release information contained in student's education records, except
directory information, to any third parties except its own officials, unless those parties agree that the
information will not be re-disclosed without the parents or eligible student's prior written consent.

Records of Requests for Access and Disclosure Made From Education Records

The school district will maintain an accurate record of all requests for it to disclose information from
or to permit access to a student's education records and of information it discloses and access it
permits with some exceptions listed below. These records will be kept with, but will not be a part of,
each student's Cumulative School Records. It will be available only to the record custodian, the
eligible student, and the parents of the student or to Federal, State or local officials for the purpose of
auditing or enforcing federally supported educational programs.

The records will include at least:

(1) The name of the person or agency that made the request;
(2) The interest the person or agency had in the information;
(3) The date the person or agency made the request; and

(4) Whether the request was granted and, if it was, the date access was permitted or the disclosure
was made.

The district will maintain these records as long as it maintains the student's education records. Such
records may be inspected by the parent or eligible student or the school official or that person's
assistant responsible for the custody of the records.

These records will not include requests for access or access granted to parents of the student or to an
eligible student, requests for access or access granted to officials of the school district who have a
legitimate educational interest in the student, requests for, or disclosure of, information contained in
the student's education records if the request is accompanied by the prior written consent of a parent
of the student or an eligible student or the disclosure is authorized by such prior consent, or for
requests for, or disclosures of, directory information designated for that student.

Procedures to Seek to Correct Education Records

Parents of students and eligible students have a right to seek to change any part of the student's
records they believe it inaccurate, misleading or in violation of the student's rights. (NOTE: Under
the FERPA, the district may decline to consider a request to change the grade a teacher assigns for a
course).

For the purpose of outlining the procedures to seek to correct education records, the term incorrect
will be used to describe records that are inaccurate, misleading or in violation of the student's rights.
The term correct will be used to describe records that are accurate, not misleading and not in violation
of the student's rights. Also, in this section, the term requester will be used to describe a parent of a
student or an eligible student who is asking the school district to correct the records.

To establish an orderly process to review and correct records for a requester, the district may make a
decision to comply with the request for change at several levels in the procedure.

First Level Decision - When a parent of a student or an eligible student finds an item in the student's
education records which he or she believes is inaccurate, misleading or in violation of student rights,
the parent immediately should ask the record custodian to correct it. If the records are incorrect
because of an obvious error and it is a simple matter to make the record change at this level, the
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record custodian will make the correction. However, if the records are changed at this level, the
method and result must satisfy the requester.

If the custodian cannot change the records to the requester's satisfaction or the records do not appear
to be obviously incorrect, the custodian will:

(1) Provide the requester a copy of the questioned records at no cost;
(2) Ask the requester to initiate a written request for the change; and
(3) Follow the procedure for a second level decision.

Second Level Decision - The written request to correct a student's education records through the
procedure at this level should specify the correction the requestér wishes to the district to make. It
should at least identify the item the requester believes is incorrect and state whether the requestor
believes the item:

(1) Is inaccurate and why;
(2) Is misleading and why; or
(3) Violates the student's rights and why.
The request will be signed and dated by the requester.

Within two weeks after the record custodian receives a written request, the custodian will:

(1) Study the request;

(2) Discuss it with other school officials (the person who made the records or those who may have
a professional concern about the district's response to the request);

(3) Make a decision to comply or decline to comply with the request; and

(4) Complete the appropriate steps to notify the requester or move the request to the next level for a
decision.

If, as a result of this review and discussion, the record custodian decides the records should be
corrected, the custodian will effect the change and notify the requester in writing that the change has
been made. Each such notice will include an invitation for the requester to inspect and review the
student's education records to make certain the records are in order and the correction is satisfactory.

If the custodian decides the records are correct, the custodian will make a written summary of any
discussions with other officials and of the custodian's findings in the matter. The custodian will
transmit this summary and a copy of the written request to the school superintendent.

Third Level Decision - The school superintendent will review the material provided by the record
custodian and, if necessary, discuss the matter with other officials such as the school attorney or the
school Board (in executive session). The superintendent will then make a decision concerning the
request and complete the steps at this decision level. Ordinarily, this level of the procedure should be
completed within two weeks. If it will take longer, the superintendent will notify the requester in
writing of the reasons for the delay and a date when the decision will be made.

If the superintendent decides the records are incorrect and should be changed, the superintendent will
advise the record custodian to make the change. The record custodian will advise the requester of the
change as the custodian would if the change had been made at the second level.
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If the superintendent decides the records are correct, the superintendent will prepare a letter to the
requester which will include:

(1) The school district's decision that the records are correct and the basis for the decision.

(2) A notice to the requester that the requestor has the right to ask for a hearing to present evidence
that the records are incorrect and that the district will grant such a hearing.

(3) Instructions for the requester to contact the superintendent, or an official designated by the
superintendent, to discuss acceptable hearing officers, convenient times and a satisfactory site for
the hearing. (The district will not be bound by the requester's positions on these items but will,
so far as possible, arrange the hearing as the requester wishes).

(4) That the requester may be represented or assisted in the hearing by other parties, including an
attorney at the requester's expense.

Fourth Level Decision - After the requester has submitted (orally or in writing) that person's wishes
concerning the hearing officer and the time and place for the hearing, the superintendent will, within a
week, notify the requester when and where the district will hold the hearing and whom the

superintendent has designated as the hearing officer.

At the hearing, the hearing officer will provide the requester a full and reasonable opportunity to
present material evidence and testimony to demonstrate that the questioned part of the student's
education records are incorrect as shown in the requester's written request for a change in the records
(second level).

Within two weeks after the close of the hearing, the hearing officer will submit to the school
superintendent a written summary of the evidence submitted at the hearing. Along with the summary,
the hearing officer will submit recommendations, based solely on the evidence presented at the
hearing, that the records should be changed or remain unchanged.

The school superintendent will prepare the district's decision within three week of the hearing. That
decision will be based on the summary of the evidence presented at the hearing and the hearing
officer's recommendation. The district's decision will be based solely on the evidence presented at the
hearing. The superintendent may overrule the hearing officer if the superintendent believes the
hearing officer's recommendation is not consistent with the evidence presented. As a result of the
district's decision, the superintendent will take one of the following actions:

(1) If the decision is that the district will change the records, the superintendent will instruct the
record custodian to correct the records. The record custodian will correct the records and notify
the requester as the second level decision.

(2) If the decision is that the district will not change the records, the superintendent will prepare a
written notice to the requester which will include:

(a) The school district's decision that the records are correct and will not be changed.

(b) A copy of the summary of the evidence presented at the hearing and a written statement of
the reasons for the district's decision.

(c) A statement advising the requester that the requestor may place an explanatory statement
which states the reasons the requestor disagrees with the school district's decision or the reasons
the requestor believes the records are incorrect in the student's education records.

Final Administrative Step in the Procedure - When the school district receives an explanatory
statement from a requester after a hearing, it will maintain that statement as part of the student's
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education records as long as it maintains the questioned part of the records. The statement will be
attached to the questioned part of the records and, whenever the questioned part of the records is
disclosed, the explanatory statement also will be disclosed.

Adoption

The Board of Education of the school district adopted this student policy at its February, 2003
meeting and thereby directs and authorizes the appropriate school officials to establish and put in
effect the procedures to implement the bylaw as of the date of the adoption.

Any other bylaw pertaining to this subject is hereby superseded.
Adopted: February, 2003

GILBOA-CONESVILLE CENTRAL SCHOOL DRISTRICT
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Gilboa - (Conesville Central School

132 Wyckoff Road - Gilboa, New York 12076-9703
607-588-7541 - FAX 607-588-6820

Ruth Reeve, Superintendent
Thomas Santacrose, Principal
Daniel Ringuette, Guidance Counselor

Student Data Privacy Agreement

Section 2-c and 2-d of the New York State Education Law require that third party contractors, including
casual employees, comply with the Parents’ Bill of Rights and ensure privacy of any personally
identifiable data shared under this contract. Contractor agrees to comply in every respect with all
applicable provisions of section 2-¢ and 2-d of the NYS Education Law and any subsequently
promulgated rules, regulations or laws regarding the same. Contractor has read the Parent’s Bill of
Rights and has read the District’s Student Records Policy and agrees to fully comply with both including
any amendments. For reference, the Parents’ Bill of Rights is included below. The District will notify
Contractor of any significant changes to either policy.

Parents’ Bill of Rights for Data Privacy and Security

1. Astudent’s personally identifiable information (PIl) cannot be sold or released by Gilboa-
Conesville Central School for any commercial or marketing purposes.

2. Parents have the right to inspect and review the complete contents of their child's education
record including any student data stored or maintained by Gilboa-Conesville Central School. This
right of inspection is consistent with the requirements of the Family Educationai Rights and
Privacy Act (FERPA). In addition to the right of inspection of the educational record, Education
Law §2-d provides a specific right for parents to inspect or receive copies of any data in the
student’s educational record. NYSED will develop policies and procedures pertaining to this right
sometime in the future.

3. State and federal laws protect the confidentiality of Pll, and safeguards associated with industry
standards and best practices, including, but not limited to, encryption, firewalls, and password
protection, must be in place when data is stored or transferred.

4. A complete list of all student data elements collected by the State is available for public review
at http://www.p12.nysed.gov/irs/sirs/documentation/NYSEDstudentData.xlsx or parents may
obtain a copy of this list by writing to the Office of Information & Reporting Services, New York
State Education Department, Room 863 EBA, 89 Washington Avenue, Albany, NY 12234,

5. Parents have the right to file complaints with Gilboa-Conesville Central School about possible
privacy breaches of student data by the Gilboa-Conesville Central Schools’ third-party
contractors or their employees, officers, or assignees, or with NYSED. Complaints regarding
student data breaches should be directed to Ruth Reeve, Superintendent, Gilboa-Conesville
Central School, 132 Wyckoff Road, Gilboa, NY 12076, phone: (607) 588-7541, email:




rreeve@gccs.us Complaints to NYSED should be directed in writing to the Chief Privacy Officer,
New York State Education Department, 89 Washington Avenue, Albany NY 12234, email to
CPO@mail.nysed.gov. The complaint process is under development and will be established
through regulations to be proposed by NYSED's Chief Privacy Officer, Ms. Tina Sciecchetti.

For purposes of further ensuring confidentiality and security of student data - as well as the security of
personally-identifiable teacher or principal data - the Parents' Bill of Rights (above) and the following
supplemental information must be agreed to in order to access to this information:

1. Any data obtained under this agreement will be for the sole purpose of providing analysis on
student test results; Aggregate and student-level item analysis may:

a. Provide information ONLY on those test questions that count toward students'’
operational test scores;

b. Provide the number and/or percentage of students who answered the question
correctly (or whether an individual student answered the question correctly);

c. Provide the number and/or percentage of students earning each attainable raw score
for each of the constructed-response questions;

d. Provide the standard or domain with which the item is associated;
May NOT provide or otherwise indicate the correct answer to the question;

f. May NOT indicate the response selected by students who answered the question
correctly;

g. May NOT provide the count or percentage of students who chose each incorrect
response or indicate which answer choices were incorrect.

in addition to the above list, the following additional item analyses may be provided ONLY
for those multiple-choice and constructed-response test questions that are available on the

EngageNY web site (http://www.engageny.org):

a. ONLY for those multiple-choice questions released on this web site, reporting may
show, as a count or percentage of students or both, how many students chose each of
the answer choices, including each incorrect answer.

b. In addition, reporting may provide aggregate-level reporting that shows, by a count or
percentage of students or both, how many students earned each attainable raw score
for each of the constructed-response questions released on this EngageNY web site.

c. All such reporting to schools and districts must identify the multiple-choice and
constructed-response test questions by the number of the page on which the question
is provided in the posted set of Released Questions with Annotations and by the code
number for the question shown on those pages.

d. The operaticnal test question number associated with the released questions must not
be divulged.

2. The data will be shared only with those individuals needing access to provide analysis. This
information may not be shared or transferred to another organization or party or anyone within
your organizatior who does not need this information for the purposes outlined in this



agreement. The data must be destroyed when no longer needed for the purposes outlined in
this agreement, by any and all entities, including vendor partners;

3. This agreement will be valid for the length of any existing contract or casual employee
agreement already in piace, which this agreement amends;

4. Upon expiration of this agreement, all data held by third party contractors or casual employees
shall be destroyed or turned over to Gilboa-Conesville Central School, unless further agreement
is made;

5. A parent, student, eligible student, teacher or principal may challenge the accuracy of the
student data or teacher or principal data that is collected, by contacting Ruth Reeve; and

6. All student data or teacher or principal data will be stored in such a manner as to protect data
security, and security protections taken to ensure such data will be protected.

If you accept these terms, please sign below and return via email (rreeve @gccs.us).

Company (or if Casual Employee please indicate)

Printed Name

Signature Date



