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The purpose of the White Salmon Valley School District Responsible Use Policy (RUP) is to provide guidelines, rules, and 
the code of conduct for the use of electronic devices, technology resources and the WSVSD network. The WSVSD 
School Board of Directors recognizes that information posted on the Internet is public and permanent and can have a 
long-term impact on an individual’s life and career. These procedures are written to support policies 3245 & 2022 and to 
promote positive and effective digital citizenship. 
 
Users of the district’s electronic resources need to read, understand, and abide by the policies spelled out in this 
Responsible User Agreement.  It outlines the guidelines and behaviors users are expected to follow when using the 
WSVSD network. 

● The network is intended for educational purposes. 

● All activity over the network or using district technologies, including privately owned technology that is connected 
to the WSVSD network, may be monitored and retained. 

● Access to online content via the network will be restricted in accordance with our policies and federal regulations, 
such as the Children’s Internet Protection Act (CIPA). 

● Staff is expected to follow the same rules for good behavior and respectful conduct online as offline. 

● Misuse of school resources can result in disciplinary action. Law enforcement will be consulted when necessary. 

● Users of the network or other technologies are expected to alert The Technology Department immediately of any 
concerns for safety or security. 

Technologies Covered 
WSVSD may provide Internet access, desktop computers, mobile computers or devices, video conferencing capabilities, 
online collaboration capabilities, message boards, email, and more. The district reserves the right to prioritize the use of, 
and access to, the network. All use of the network must support education and research and be consistent with the 
mission of the district. As new technologies emerge, WSVSD will attempt to provide access to them. The policies outlined 
in this document are intended to cover all available technologies, not just those specifically listed. 

Usage Policies 
All users are expected to use good judgment and to follow the specifics of this document as well as the spirit of it: be safe, 
appropriate, careful and kind; don’t try to get around technological protection measures; use good common sense; and 
ask if you don’t know. 
 
No Expectations of Privacy 

 Employees are to utilize school information technology only for purposes related to the schools mission and the 
performance of their jobs. Incidental personal use of school information technology is permitted as long as such 
use does not interfere with the employee’s job duties and performance, system operations or other system users. 
“Incidental personal use’ is defined as use by an individual employee for occasional personal communications. 
Any personal use by employees must comply with this Policy and rules. 

 The District retains control, custody, and supervision of all school information technology owned, leased or paid 
for by it. The District reserves the right to monitor all computers, Internet, Email and telephony activity by 
employees and other system users. Employees have no expectation of privacy in their use of school information 
technology, including Email messages and stored files, regardless of whether such use is for school purposes or 
incidental personal use. 

 The district reserves the right to disclose any electronic messages to law enforcement officials or third parties as 
appropriate. All documents are subject to the public records disclosure laws of the State of Washington. 

Web Access & Filtering/Monitoring  
WSVSD provides its users with access to the Internet, including web sites, resources, content, and online tools. The 
district reserves the right to monitor, inspect, copy, review and store without prior notice information about the content and 
usage of:  

● User applications and bandwidth utilization;  
● User document files, folders and electronic communications;  
● Web/Internet access; and  
● Any and all information transmitted or received in connection with network and e-mail use 

Access will be restricted in compliance with the Children’s Internet Protection Act (CIPA) regulations and school policies. 
Filtering software is used to block or filter access to visual depictions that are obscene and all child pornography in 
accordance with the CIPA, and other objectionable material may also be filtered. The determination of what constitutes 
“other objectionable” material is a local decision. Users should keep in mind: 

● Filtering software is not 100 percent effective. While filters make it more difficult for objectionable material to be 
received or accessed, filters are not a solution in themselves. Every user must take responsibility for his/her use 
of the network and Internet and avoid objectionable sites;  

● Any attempts to defeat or bypass the district’s Internet filter or conceal Internet activity are prohibited (e.g., 
proxies, https, special ports, modifications to district browser settings and any other techniques designed to evade 
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filtering or enable the publication of inappropriate content);  

● E-mail inconsistent with the educational and research mission of the district will be considered SPAM and blocked 
from entering district e-mail boxes;  

● The district will provide appropriate adult supervision of Internet use. The first line of defense in controlling access 
by minors to inappropriate material on the Internet is deliberate and consistent monitoring of student access on 
district devices;  

● Staff members who supervise students, control electronic equipment or have occasion to observe student use of 
said equipment online, must make a reasonable effort to monitor the use of this equipment to assure that students 
use conforms to the mission and goals of the district; and  

● Staff must make a reasonable effort to become familiar with the Internet and to monitor, instruct and assist 
effectively. 

Users are expected to respect that the web filter is a safety precaution, and should not try to circumvent it when browsing 
the Web. If a site is blocked and a user believes it shouldn’t be, the user should follow protocol to alert an IT staff member 
or submit the site for review. 
 
To comply with requirements under CIPA, all students will be educated about appropriate online behavior, including 
interacting with other individuals on social networking websites and cyberbullying awareness and response. Age 
appropriate materials will be made available for use across grade levels. Training on online safety issues and materials for 
implementation will be made available to administration, staff and families. 

Email Guidelines 
The WSVSD may provide users with email accounts for the purpose of school-related communication. We are in a time of 
increasing openness, and face increasingly more issues related to online safety and information security. Legal 
requirements such as the Family Education Rights and Privacy Act (FERPA), Children's Internet Protection Act (CIPA) 
and the Health Insurance Portability and Accountability Act (HIPAA), require us to manage email, as well as all other 
written correspondence, in a specific way, which sometimes includes providing copies of email to third parties, thereby 
exposing correspondence that may have been sent assuming there was some degree of privacy. 

 Email is a public record. Keep all language professional and cordial. Email that is too casual or harsh is prone to 
misinterpretation. Email should pass the “elevator test”. If you are in a crowded elevator with colleagues, parents 
and reporters, what would you say? If you wouldn’t say it aloud in an elevator, don’t write it in an email. All email 
sent and received is saved and archived and subject to search and public disclosure even if you have deleted it 
from your mailbox. You also don’t know who else might receive a forwarded copy of your email. 

 Be specific and clear. Be respectful to the recipient(s) of your email by keeping them brief and to the point. If you 
need to be lengthy, consider using another format. If sending an email to several people that requires action, be 
specific about who you expect to take action. 

 Pick up the telephone or talk face-to-face. Email is not appropriate or most effective for all communication. 
Consider other methods of communication and if the content or issue being addressed is not resolved or 
understood within 2-3 email exchanges, pick up the phone or schedule a face-to-face meeting. 

 Limit use of reply-all for simple email exchanges that really do not require an answer to “ALL”. 

 Limit recipients to only those needing to know. Don’t become a spammer who sends unnecessary emails, “just in 
case” someone might want to know. 

 Limit Personal Email. Personal use of the school district’s computing and email system must be limited to 
occasional and infrequent use and only during break or after work hours. 

 Backups are made of all district e-mail correspondence for purposes of public disclosure and disaster recovery. 
Barring power outage or intermittent technical issues, staff files are backed up on district servers regularly. Refer 
to the district retention policy for specific records retention requirements. 

 Staff should only use District email accounts, District websites, or District network to communicate electronically 
with students. 

 It is unacceptable to use Email for: 
o Personal gain, commercial solicitation and compensation of any kind, including fundraisers not supported 

by the district 
o Actions that are unethical, illegal or result in liability or cost incurred by the WSVSD 
o Support  or oppose ballot measures, candidates and any other political activity 
o Cyberbullying, hate mail, defamation, harassment of any kind, discriminatory jokes and remarks, 

distribution of obscene, pornographic or sexually explicit material 
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Social Media Guidelines 
The lines between public and private, personal and professional are blurred in the digital world. By virtue of identifying 
yourself as a White Salmon Valley School District employee, you are now connected to colleagues, students, parents and 
the school community.  

 It is inappropriate to use email, text messaging, instant messaging or social networking sites to discuss with a 
student a matter that does not pertain to school-related activities. Appropriate discussions would include the 
student’s homework, class activity, school sports or club, or other school-sponsored activities. Electronic 
communications with students are to be sent simultaneously to multiple recipients, not to just one student, except 
where the communication is clearly school related and inappropriate for persons other than the individual student 
to receive. In the later situation, you must include another school employee, preferable the parent, in the 
electronic communication. 

 Engaging in social networking friendships on Facebook, Twitter, Instagram, or other social networking sites is 
strongly discouraged with current students, and with parents or guardians of students. WSVSD recognizes that 
staff members may have students that are family members or close personal friends. However, WSVSD cautions 
staff member against engaging in such social networking friendships with these individuals and the potential 
perceived perception. 

 Employees are expected to uphold the District’s value of respect and avoid making defamatory or derogatory 
statements about the District, its employees, its students, or their families. While employees may share their 
viewpoints on current issues, it is important that they distinguish their personal views from those of the White 
Salmon Valley School District. 

 Material that WSVSD employees post on social networks that is publicly available to those in the school 
community should reflect the professional image applicable to the employee’s position, and it should not impair 
the employee's capacity to maintain the respect of students and parents/guardians or impair the employee’s 
ability to serve as a role model for children.   

 Do not share student information, photos or videos on your personal social networking sites. 

 Do not use school building names, school or district logos, or endorsements or representation of the endorsement 
from the district on your personal networking sites. 

Security 
Passwords are the first level of security for a user account. System logins and accounts are to be used only by the 
authorized owner of the account for authorized district purposes. Students and staff are responsible for all activity on their 
account and must not share their account password. The following procedures are designed to safeguard network user 
accounts:  
All users must be positively identified, by using a user ID and password, prior to being able to use any network or 
information resource. 
Change passwords according to district policy;  

● Users are prohibited from using a user ID that is assigned to another user 
● Users must log off or lock their computer when leaving it unattended for any period of time 
● Users are prohibited from using an anonymous or guest user id, although generic accounts may be allowed with 

the permission of IT staff 
● Do not insert passwords into e-mail or other communications;  
● If you write down your user account password, keep it in a secure location;  
● Do not store passwords in a file without encryption;  
● Do not use the “remember password” feature of Internet browsers; and  
● Lock the screen or log off if leaving the computer. 

Users are expected to take reasonable safeguards against the transmission of security threats over the school network. 
This includes not opening or distributing infected files or programs and not opening files or programs of unknown or 
untrusted origin. If you believe a computer or mobile device you are using might be infected with a virus, please alert IT 
staff. Do not attempt to remove the virus yourself or download any programs to help remove the virus. 

Downloads 

 Users should not download, attempt to download, or run executable programs over the school network or onto 
school resources without express permission from IT staff. You may be able to download other file types, such as 
images or videos. For the security of our network, download such files only from reputable sites, and only for 
educational purposes. Only software that has been approved by the District and The Technology Department, 
with the appropriate licenses owned by the District, can be installed on district technology. All software, apps and 
online programs must be submitted to The Technology Department for review.  Only programs that have an 
acceptable “Privacy Policy” in place will be approved. 

Netiquette  
Netiquette is a term that describes proper online behavior. 

● Users should always use the Internet, network resources, and online sites in a courteous and respectful manner. 
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● Users should also recognize that among the valuable content online, there is unverified, incorrect, or 

inappropriate content. Users should use trusted sources when conducting research. 

● Users should also remember not to post anything online that they wouldn’t want parents, colleges or employers 
to see. Once something is online, it’s out there and can sometimes be shared and spread in ways you never 
intended. 

Personal Safety 
If you see a message, comment, image, or anything else online that makes you concerned for your personal safety, bring 
it to the attention of administration immediately. 

● Users should never share personal information about themselves or another individual, including phone number, 
address, social security number, birthday, or financial information, over the Internet. 

● Users should recognize that communicating over the Internet brings anonymity and associated risks, and should 
carefully safeguard the personal information of themselves and others. 

● Users may not post student pictures or names on any public class, school or district website unless the 
appropriate permission has been obtained according to district policy; and  

● If users encounter dangerous or inappropriate information or messages, they should notify the appropriate 
school authority immediately. 

Limitation of Liability 
The district will not be responsible for any damages suffered by any user, including but not limited to, loss of data resulting 
from delays, non-deliveries, misdeliveries or service interruptions caused by his/her own negligence or any other errors or 
omissions. The district will not be responsible for unauthorized financial obligations resulting from the use of, or access to, 
the district’s computer network or the Internet. 
Compensation for Losses, Costs and/or Damages 

 Employees shall be responsible for any losses, costs, or damages incurred by the District related to violations of 
this Policy or rules governing employee use of school information technology. Employees that are issued laptops 
are responsible for the laptop at all times in school and outside of school. There should be no expectation that 
stolen or damaged laptops will be replaced.  

 
Ownership of Work 
Under federal copyright law, all work completed by employees as part of their employment is property of the district, 
including copyright ownership of the work. The District will own any and all rights to such work including any and all 
derivative works, unless there is a written agreement to the contrary between the employee, acting through any 
bargaining representative, and the District, approved by the Superintendent and Board of Directors. 
 
Downloading, copying, duplicating and distributing software, music, sound files, movies, images or other copyrighted 
materials without the specific written permission of the copyright owner is generally prohibited. However, the duplication 
and distribution of materials for educational purposes is permitted when such duplication and distribution falls within the 
Fair Use Doctrine of the United States Copyright Law (Title 17, USC) and content is cited appropriately. 
  
Student Data is Confidential 
District staff must maintain the confidentiality of student data in accordance with the Family Educational Rights and 
Privacy Act (FERPA).  With this in mind, staff will not allow substitutes, other staff (e.g. paras), students, teacher 
assistants (TA), parents, spouse or their son/daughter to: 

● Input grades into their gradebooks (e.g. Skyward) 
● Use electronic devices while still logged in as staff member (e.g. staff laptop) 
● Use their accounts (e.g. Skyward, email, computer id) 

 
What the District may publish online 
To function effectively as a communication tool, the White Salmon Valley Schools website will publish basic information 
about staff and faculty members who work at its schools.  Much of this information is of the type that is currently included 
in print-based publications such as newsletters, handbooks, and handouts.  This information may include: 

● First and last names staff members 
● School phone and voicemail numbers 
● Work address and email address   
● Information about classes taught by staff members 
● Coaching and leadership roles in school sports, clubs and activities  
● Photographs showing staff members in their professional duties 

Staff members who prefer that any of these items not be published on district web pages should contact the 
superintendent. 
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Staff Responsible Use Policy 
Signature Page 

 

Violations of this Responsible Use Policy 
Violation of any of the conditions of use explained in the White Salmon Valley School District’s 
Electronic Resources policy 2022 or in these procedures could be cause for disciplinary action, 
including suspension or expulsion from school and suspension or revocation of network and 
computer access privileges. 
 
I agree to abide by the District's Policy and Procedures for Electronic Information Systems, which I 
have reviewed and understand, and I acknowledge that failure to comply with the policy and 
procedures may result in revocation of network use privileges as well as further disciplinary action as 
may be deemed appropriate.  I acknowledge and agree that White Salmon Valley Schools have the 
right to remove any materials installed, used, stored or distributed on or through the network or 
District’s system including e-mail or other electronic messages and attached documents and I hereby 
acknowledge that I do not have the expectation of privacy in such material.  All documents are 
subject to the Public Records Act (PRA) for the State of Washington. (42.56, RCW) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Clearly print your first and last name: 

________________________________                  ________________________________ 
First Name                      Last Name 

________________________________                            ________________________________ 
Location - Whitson, Columbia, etc                     User Signature/Date 

 
Please check one below. 

 
 

 


