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Purpose
The intent of a 1 to 1 device initiative is to provide a common device for all teachers and students to utilize for
the enhancement of teaching and learning for the staff and students of USD 322. By providing laptops for our
students, they will have more opportunities to develop 21st Century learning skills through enriched and more
flexible learning environments.

USD 322 is pleased to be able to provide access to devices and the internet for its students and staff for
educational and professional use only. District issued devices are intended to be used by the student or staff
member only; others are not allowed to use the device for any purpose. The use of devices and networks is a
privilege, not a right. Users are expected to act in a responsible, ethical, and legal manner in accordance with
the educational missions and purposes of USD 322, various online communities, as well as local, state, and
federal laws.

Users are responsible for their own behaviors and communications over these networks. USD 322 will not be
responsible for financial obligations or legal ramifications arising through unauthorized use of the device or
network. It is presumed that users will comply with the district’s policies and will honor the agreements they, or
their parent/guardian, have signed.

These policies and procedures include expectations, responsibilities, and acceptable use of and care for
district-provided devices as a tool to enhance teaching and learning. Failure to follow this acceptable use
policy, including causing intentional damage to or repeated misuse of school devices or network, may result in
disciplinary action, loss of use, and/or monetary penalties.

Device Distribution and Collection
Distribution
Devices, cases, and chargers will be distributed to students at the beginning of each school year, or at the time
of their time of enrollment in the district, provided that parents or guardians have signed all necessary
paperwork and have paid the technology usage fee of $50. Parents or guardians and students must sign and
return the USD 322 Acceptable Use Acknowledgement Form before the device will be issued to any student.
Both the fee and the form must be returned to the office before a device can be removed from school property.

Collection
Devices, cases, and chargers will be turned in to the technology directors on the designated date at the end of
each school year, or upon leaving the district for any reason, for updates, maintenance, cleaning, and/or
repairs. Devices, cases, and chargers must be returned in satisfactory condition. Parents or guardians will be
notified of any repair or replacement fees incurred due to damage being beyond normal wear and tear.

Continuity of Device
Every effort will be made to ensure that students are issued the same device year-to-year, as long as it does
not need to be replaced, or new laptops are purchased. If the same device can not be issued, the student
will receive a replacement.

Failure to Return/Unsatisfactory State
If a student fails to return the device, case, and charger in satisfactory condition at the end of the school year,
or upon leaving the district for any reason, the parent or guardian and student will be responsible for up to the
replacement cost of the device, case and/or charger. Failure to return the device will result in a report being
filed with law enforcement.



Device Usage Expectations
Intended Use
Devices, cases, and chargers are intended to be used daily at school, at the direction of staff, for school
purposes only. Students are also allowed to use their devices at extra-curricular activities and during
transportation, unless the responsible adult states otherwise. All policies and procedures must be followed.
Teachers may have individual expectations for device usage within their own classrooms above and beyond
this acceptable use policy.

Student AI Guidelines

Artificial intelligence (AI) is a rapidly evolving technology that has the potential to revolutionize education. In
this document, we will outline our philosophy of AI in education and provide detailed guidelines on the
appropriate use of AI in our class.

We believe that AI can be a powerful tool for learning. It can be used to provide inspiration, suggestions,
feedback, instruction, and explanation. AI can also be used to help students with tasks such as
brainstorming, organizing, and editing their work.

However, we also believe that it is important to use AI responsibly. We want students to use AI to support
their learning, not to replace it. We also want students to be aware of the potential risks of using AI, such as
plagiarism and data privacy.

The following are some guidelines for students to follow when using AI in our class:

● Use AI to support your learning, not to replace it. AI is a tool that can help you learn, but it is not a
substitute for your own effort. You should still do the work required to learn the material.

● Be honest about your use of AI. If you use AI to help you with an assignment, be sure to cite your
sources. Do not plagiarize the work of the AI.

● Also be aware of the potential risks of using AI. AI is a powerful tool, and it can be used for both good
and bad. Be aware of the potential risks of using AI, such as plagiarism and data privacy.

● We will monitor student use of AI to ensure that students are using AI tools ethically and responsibly.
We will do this by:

● Requiring students to do any writing inside of Google Docs. This will allow us to track their work using
the Version History tool.

● Requiring students to disclose their use of AI on any assignment that received any form of AI
assistance. Students can do this by including an "AI Credits" section at the bottom of their work.

In addition to the guidelines above, students are also subject to the following existing policies about
technology usage in the classroom:

1. Students are not allowed to use technology to cheat. This includes plagiarism, getting the answers to
questions, or harassing other students.

2. Students must put technology away when requested by the teacher.

If a student violates any of the guidelines above, we will address the problem in accordance with our
existing policies. We will also work with the student to help them understand the importance of using AI
responsibly.



We want all students to be able to use AI for accessibility and accommodations. If a student does not want
or need to use AI, that is okay. However, we want AI to be an option for any student who would benefit from
it.

We value the privacy of our students. Students are not to submit any personally identifying information to an
AI system.

We believe that AI has the potential to be a powerful tool for learning. However, it is important to use AI
responsibly. We hope that these guidelines will help students use AI in a way that is both beneficial and
ethical.

Charging
Devices should be brought to school already charged in order to be ready for the school day. Bring the charger
to school to recharge as necessary throughout the day. Students are still responsible for completing work if
they forget their device or charger at home.

Movement with the Device
Use the provided case for the device when moving around, especially in the hallways and between classes.
Laptops should not be transported while open. Students are advised to always use the provided case to
prevent accidental damage.

Student Responsibility
Students are responsible for their own device and its accessories. Unattended devices will be turned into the
office, to be reclaimed. Treat all devices with care, even if it belongs to another student. Additionally, do not use
another student’s device, unless directed to do so by an adult. Irresponsible behavior will be noted by staff.

Games, Media, Apps, and Sound
Use of games, chatting apps, social media, or media streaming sites (such as Netflix) during the school day is
not allowed on school devices, unless given permission by a teacher. Students should not download apps or
games to the device at any time. Additionally, any media on the device needs to be school appropriate. Media
containing profanity or promoting drug and/or alcohol use, sex, or violence should not be on the device. Sound
should be MUTED at all times, unless otherwise directed by an adult, or specifically for instructional purposes.
School appropriate music is allowed only at the discretion of the teacher. Earbuds or headphones can be used
in the classroom with the teacher’s approval. USD 322 is not liable for any loss of work or media deleted due to
the necessity of re-formatting or re-imaging following misuse.

Manipulation of Device
Users are not to modify, remove, or tamper with any district installed software, applications, profiles, or
restrictions, including the filter. Modifying, tampering with, or jailbreaking the system software or the internet
filter will result in disciplinary action being taken. This includes working around the filter to access media
streaming or inappropriate material. Users may personalize their device as long as they are using school
appropriate themes, images, and/or sounds.

User Logins (Microsoft and GAFE)
The student’s Microsoft login will be used to secure their device, when applicable, which is also the login to
their Google Apps for Education (GAFE) account. Students should make use of their Google Drive to store
files in case of device failure, as the district is not liable for the loss of materials on the device. Technology
administrators have access to all students’ Microsoft login information and school Google account. As such,
students are not allowed to change this information unless instructed to do so. Students should never share
their login with others, in order to protect their personal information.

Device Monitoring
Users have no expectation of privacy on their district-issued devices or Microsoft/GAFE profile and
applications. Users will provide their assigned laptop for inspection at any time requested by a school official.



The use of the internet and applications will be monitored on and off-campus on all devices, as required by
CIPA (see next section). Securly will provide internet filtering, but parents and guardians are responsible for
their student’s activity outside of the school day and off campus, or on non-district networks. Users are allowed
to set up additional wireless networks on their devices when off of district property, however the district can not
guarantee that this content will be filtered.

COPPA, CIPA, and FERPA
USD 322 complies with all applicable federal statutes and regulations regarding student information, privacy,
and technology use. Additionally, any use of technology by students and staff, including their Google Apps
for Education (GAFE) accounts, is subject to school board policy as well as any local, state, and federal
laws.

1. Children’s Online Privacy and Protection Act (COPPA) - According to the FTC website, COPPA requires
that companies limit how much personal information they collect from children under the age of 13.
Additionally, any personal information should not be collected for commercial purposes, but rather only
for educational purposes. For more information, go to
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-priva
cy-protection-rule

2. Children’s Internet Protection Act (CIPA) - According to the FCC website, CIPA requires that schools
have an internet safety policy, including protection measures such as filtering, blocking, and monitoring,
as well as an educational plan to inform students about internet safety issues. For more information, go
to https://www.fcc.gov/consumers/guides/childrens-internet-protection-act

3. Family Educational Rights and Privacy Act (FERPA) - According to the USDE website, FERPA requires
that schools protect the privacy of students’ educational records. FERPA also gives parents the right to
review and request corrections to their student’s educational records. FERPA allows the school to
release directory information of students without parental consent. For more information, go to
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html

Device and Network Restrictions

The following is a list of restrictions regarding the usage of district devices and networks. It is not all-inclusive,
and the administrators or technology directors reserve the right to edit or amend as needed. The abuse of
these restrictions will result in serious consequences to be determined by the administration, including but not
limited to loss of use, monetary recompense, or other disciplinary action with the district or with law
enforcement. Once again, USD 322 will not be responsible for financial obligations or legal ramifications arising
through unauthorized use of devices or networks.

It is prohibited to use district network services or devices for:

1. engaging in or facilitating illegal activity, including plagiarism and misuse of copyrighted materials
2. non school-related commercial or for-profit purposes, including making personal purchases 3. non
school-related communications
4. non school-related entertainment purposes, such as games or media streaming
5. product advertisement or political lobbying
6. disturbing others’ access to said network services or devices
7. damaging, disabling, or tampering with said network services or devices
8. bullying, harassing, or discriminating against others in any way
9. accessing or transmitting obscene, objectionable, offensive, inappropriate, or pornographic material 10.
accessing or using others’ accounts, personal information, confidential records, or devices without their
permission

Sanctions
A first offense violation of the device and network restrictions will at minimum lose technology privileges for not
less than one week (5 school days). A second offense will at minimum result in technology privileges being



revoked for one month (20 school days). A third offense will at minimum result in technology privileges being
revoked for a full school year. Administration will determine any associated fees, the length, and the severity of
the disciplinary action on a case-by-case basis, based on the extent of the damage/malice and the assessment
of the technology directors. Academic assignments requiring technology usage during the course of the
disciplinary action will be considered on a case-by-case basis.

Any offense that includes a violation of local, state, or federal law may result in disciplinary action up to and
including suspension or expulsion from school, as well as involvement of the appropriate law enforcement
officials as necessary. Any law-breaking offense will result in immediate loss of use for a time to be determined
by administration.

Technology Support and Reporting
If a user encounters a technology problem or the device gets damaged, a technology request should be
submitted on the main page of the school website, and one of the technology directors will attend to the issue
as soon as possible. If available, a loaner device may be issued during diagnostics or repairs. District tech
directors will be available for support during their designated times throughout the school day.

Anyone who encounters messages or materials that are suggestive, obscene, threatening, or from an unknown
source, DO NOT open or respond as they could be malicious. Instead, report them immediately to an adult.
Additionally, users should never give out personal information online for their own safety. In compliance with
CIPA and COPPA, if a user needs to report such behaviors that violate policy, they should immediately contact
either the administration or the technology directors. If they wish to remain anonymous, they can leave a note
or tell another staff member.

Repairs/Replacement Fees and Legal Action
In addition to the $50 technology usage fee, students can incur additional monetary penalties for damage
beyond normal wear and tear, for which parents or guardians would be held responsible. School administration
has the authority to set the price of repair or replacement based on the prior number of violations, the extent of
the damage, and the intentions of the actions. The student or their parent/guardian must complete a written
report stating the details of the incident, which should be submitted to the administration to make the final
determination.

No fee will be assessed for first time accidental damage, unless the device needs to be extensively repaired or
replaced. Repetitious accidental damage will result in immediate loss of privileges and/or monetary penalties.
Damages incurred due to intentional actions, gross negligence, malicious behaviors, or criminal acts require
students and/or their parents or guardians to fully pay for repairs or replacement (up to $800). Damaged or
lost device accessories, such as chargers, cables, or cases will be charged the actual replacement cost of
original equipment manufacturer parts.

As a reminder, any action that breaks local, state, or federal law can result in legal action being taken. If a theft
occurs, a police report should be filed with local law enforcement and shared with the district. Any technology
related unpaid fees, including replacement or repair costs, are the responsibility of the parent or guardian of
the student, and may be subject to legal action to recoup the cost for the district.

Device Care
General Care
Students are responsible for the general care of the device that has been issued to them by the district. The
device is school property and will be labeled with the student’s name and the device number. The device
should be kept clean, and away from food and drinks. It is highly recommended that students carry their device
in the provided case when not in use. A great way to avoid dropping the device is to always carry it in its case



and make sure it is secured before moving about. Never store the device in a vehicle, as heat and cold can
cause damage. Take care when inserting and removing cords or cables. Devices must remain free of any
writing, drawing, stickers, or labels that were not put there or issued by the school.

Screen Care
In order to avoid damaging the screen, use the provided case as much as possible. Purposeful or continued
rough treatment of the device will result in loss of use. Do not place anything heavy or sharp in the case that
will press against the screen, as weight and pressure can cause cracks. Do not hit the device or bump it
against anything, and keep food and drinks away from the device at all times. Clean the screen with a soft, dry
cloth or anti-static cloth. Use of sanitizing wipes, chemicals, or other cleaning liquids will damage the device.

Device Maintenance
RTI and technology administrators are responsible for sending out updates and managing applications for all
devices, however the user is responsible for allowing updates to install on the device itself. All users should
periodically check for updates, which will help the device run smoothly. The device should also be fully shut
down at least once a week for optimal performance.


