
How to do safe Zoom meetings 
 
It is sad that this conversation has to be had in the midst of a virus outbreak, but bad things 
don’t make bad people good, even in the times we live in. There are stories circulating about 
Zoom being hijacked by some of these bad people.  I am aware of this happening and wanted 
to reach out and add my 2 cents for what it is worth.   No matter what tool we use to 
communicate with students and other staff members there are people trying to get into those 
meetings, but just because there are people who break into houses, doesn’t mean we quit living 
in them.  We just need to lock the doors.  Here are a few tips on how to lock the doors on a 
Zoom meeting. 
 

1. Use a Unique ID for Large Zoom Calls 
When creating a meeting in Zoom, have the system create a unique Meeting ID for every 
meeting. This seems like an extra amount of work but if a hacker did access your 
Personal Meeting ID they would have access to every meeting you set up. 
 

 
 

 
 
 
 



2. Require a Meeting Password 
When creating meetings I recommend setting up a password for each new meeting. 
This may be a bit inconvenient for younger students but the safety provided is well worth 
the trouble. The previous screenshot shows where to set the password. 
 

 
3. Start the meeting with host and participants video off 

The next few items are about meeting management. The following screenshot shows 
where to shut off the video for the meeting.  It is a good idea to control whose video is on 
or off. Once the meeting is started you can turn on video for the other participants. 
 

 
 
 
 
 
 
 
 
 



4. Mute Participants upon entry 
Managing the meeting also includes managing who can talk and when 
this selection when creating the meeting mutes the audio ef everyone 
but the Host until the host is ready for the meeting to start or the other 
participants to speak. 

5. Create a Waiting Room 
When participants log into the call, they see a Waiting Room screen 
that you can customize, and they aren't let into the call until you, the 
host, lets them in. You can let people in all at once or one at a time, 
which means if you see names you don't recognize in the Waiting 
Room, you don't have to let them in at all. 

6. Make Sure Only the Hosts Can Share Their Screen 
This may not be an issue but it is one to consider, you may not want all participants to be 
able to share their screen. Not sure what you will see on the other end. 
 

 
 

 

 

 

 



7. Create an Invite-Only Meeting 
You should create invite-only meetings and not make them public and 
just send out the link to everyone.  One way to do this is to save the 
meeting to your calendar then open the meeting in your calendar 
application and add the participant’s email. This method allows you to 
know the participant list and to manage the attendees.  

 

8. Lock a Meeting Once It Starts 
When the meeting is started and all attendees have joined the meeting it is a good idea 
to lock the meeting to stop passersby from entering the meeting.  This is done by the 
host in the lower left-hand corner of the meeting screen by clicking on the More button. 

 

 



9. Kick Someone Out or Put Them on Hold 
You can remove people from the meeting or put them back in the waiting room at any 
time by clicking on Manage Participants and the hovering over the participant to remove 
clicking more and clicking Remove. 
 

 

10. Disable Someone's Camera 
From the same screen, you can shut off an attendee’s camera by clicking the camera 
icon beside their name. The microphone icon is used to mute and unmute the attendee 
during the meeting. 
 
 
 
 
 
 
 
 
 
 



11. Disable Private Chat 
This option is one that can help keep the meeting going in the direction you want it to go 
in.  Not necessarily one for safety but one that might be useful for meeting management. 

 
Hopefully, this is helpful, keep in mind there are many other settings in the Zoom meeting set 
up, this was just a few that can make your attendees Zoom experience safer and more 
productive. 


