Jr. Hg’jh Tech

In case of an extended school closure, | have prepared assignments for my
junior high technology students to work on from home. If you have any
questions at all, please contact me at aausti llatincusd?7.com

Day 1. All About Me Google Slide Activity & 15 minutes of www.code.org
Day 2: Internet Scavenger Hunt & 15 minutes of www.code.org

Day 3: Media Balance & Well-Being & 15 minutes of www.code.org

Day 4. Computer Words Word Search & 15 minutes of www.code.org
Day 5: Spelling Word Image Assignment & 15 minutes of www.code.org
Day 6: Phishing Activity & 15 minutes of www.code.org

Day 7: Privacy & Security & 15 minutes of www.code.org

Day 8: Google Slides Basics & 15 minutes of www.code.org

Day 9: Digital Footprint & Identity & 15 minutes of www.code.org

Day 10: Internet Search Activity & 15 minutes of www.code.org

Day 11: Relationships & Communication & 15 minutes of www.code.org
Day 12; Cyberbullying, Digital Drama & Hate Speech & 15 minutes of www.code.org
Day 13: News & Media Literacy & 15 minutes of www.code.org

Day 14: Computer Terms Word Scramble & 15 minutes of www.code.org

Day 15 until return to school: Plan a Trip! project & 15 minutes of www.code.org daily

Extra Activities:

www tinkercad.com for 3D designing and printing

www.typing.com for typing practice

www.abcya com for educational games




Day |

All About Me

Google Slide Activity

Create a Google Slide titled “All About Me”
Make a title page on the first slide that introduces yourself to me
Make 10 slides that include your favorites

o Ideas: food, color, animal, vacation spot, sport, team, subject
Each slide should include words and images

Be creative and have fun!!!

Share it to aaustin@gallatincusd7.com




Day 2

Znternet Scaveu@r ﬂant

Using the Internet, answer the following questions. Write the answers to the question.
You can work in groups of two.

1. Who painted the Mona Lisa?

2. What is the name of Elvis Presley’s home?

3. Who was the 16" President of the United States?

4. Who plays the voice of Woody in the film Toy Story 2?

9. What is the main ingredient in hasenpfeffer?

6. Where is Frank Lloyd Wright's home, Falling Water, located?
7. When was the White House cornerstone laid?

8. When was the Wright Brothers first flight?

9. Who was the sculptor of the Statue of Liberty?

10. Who said, “Give me liberty or give me death?”

11. When was Gallatin County CUSD 7 founded?

12. Which schools consolidated to form Gallatin County CUSD 77
13. What is the distance between Junction, IL and New Haven, IL?

14. What is the distance between Shawneetown, IL and Ridgway, IL?

156. List 5 lllinois state symbols.




GRADES 6-8: DIGITAL CITIZENSHIP FAMILY ACTIVITY D‘O,\]——-—B——“
Media Balance & Well-Being

Digital citizenship: thinking critically and using technology il S L

responsibly to learn, create, and participate We find balance
in our digital lives.

Instructions

It's important that we use media in a way that lets us get enough sleep. Use the In Balance with
Bedtime checklist to make sure your family's media use lets everyone get the sleep they need. Get one
or more family members together to help. Read the setup before doing the activity together!

[$37) Setup

Read aloud: When it's time to go to bed, sometimes we want to play one more game, send one more
text, or write one more email, but we need to use media in the right balance with the activities that
keep us healthy—like sleeping. Research shows that not getting enough sleep affects not only our
physical health but also our emotions and how well we work. Using the checklist can help us see if
we're taking steps to make sure our devices don't steal our sleep!

Activity

Read aloud: Let's go through the checklist together and put a check mark next to the statements that
are true for our family. Then we can decide whether we want to adjust how we use devices around
bedtime.

In Balance with Bedtime checklist:

Q  Wetrytogetafull night's sleep (around eight hours) even when we have lots of text,
email, or social media notifications.

Q  Weusean app or device settings to avoid blue light if we're using a device right
before bedtime.

Q  We stop using devices about an hour before bedtime.

Q  We keep devices out of the bedroom and/or shut them off at bedtime.

Q  We use device settings or parental controls to shut off devices at bedtime.

Were you able to put a check mark by any of the statements? Talk about the results together:
Do you think your media habits are in balance around sleep? Decide whether you want to make
changes as a family since you're all on the same team—and you all need sleep!

Learn more ways to find balance in your digital lives at com monsense.org/media-balance-tips-for-families!

@/ common sense educatio n- commonsense.org/education @QL"?TG

Shareable with attribution for ial use. Remixing is permitted.
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GRADE 6: FINDING BALANCE IN A DIGITAL WORLD NAME

. . /
Online, Offline <

DATE

Directions

Part 1: Think about the different activities you do online and on your devices: listening to music,
playing games, looking up information, doing homework, talking with friends, etc. Write down as
many as you can think of.

What activities do you do onfine? When and for how long?

Part 2: Think about the different activities you do offline: with others or by yourself, for fun or other
reasons. Write down as many as you can think of.

What activities do you do offfine? When and for how long?

MEDIA BALANCE & WELL-BEING

1 commonsense.org/education g
\Ale Flnd balance Sharcable with attribution for noncommerciat use. Remixing is permitted. @I‘ﬂ‘t—'@‘ 1
in our digital lives.
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GRADE &: FINDING BALANCE IN A DIGITAL WORLD NAME

Balancing Act =

DATE

Directions
Part 1: Use the positive and negative feeling words to complete the first blank in each sentence. Fill in
the second blank using the activities you circled on the "Online, Offline" handout.

Positive Negative
| am most happy  when feelings feelings

| feel stressed when happy stressed
| am most when engaged distracted
| feel when connected lonely
Part 2: Reflect

1. Do you feel that you have a good balance between the activities that give you positive and negative
feelings? Why, or why not?

2. What is one step you can take to improve your feeling of balance between the two?

3. What might be hard about taking that step? What can you do to overcome those challenges?

MED|A BALANCE & WELL-BEING

H commonsense.ocrg/education
we FI 1 d bQI ance Shareable with attribution for nancommercial use. Remixing is permitted.
in our digital lives.
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Grades 612 Family Tips

6-12 Family Tips: Media Balance & Well-Being | Common Sense Education

Day3

(& common sense education®

Help Kids Balance Their Media Lives

MEDIA BALANCE & WELL-BEING

We find balonce
in our digital lives.

From phones and tablets to
streaming movies and
YouTube, tech and media
are everywhere. Kids love
easy access to TV shows,
games, and information.
Parents and caregivers love
that kids can stay in contact
while they explore their
independence. But it's easy
to overde it when the phone
never stops pinging and the
next episode plays
automatically. Families can
keep media and tech use in
check by following a few
simple practices.

Check out these § tips 2

W

Create screen-free times and zones.

Help tweens and teens take breaks from tech by limiting screen time in bedrooms,
during study time, or at the dinner table. Consider carving out regular family time
when screens are either put away or enjoyed together.

Explore buiit-in digital well-being tools.

Together with your kids, check out the features on their devices and in their apps that
can help them use tech more intentionally. Consider turning off autoplay functions,
limiting notifications from certain apps, using settings that turn off devices at a certain
time each night, and more.

Model the behavicr you want to see.

Tweens and teens learn more from watching adult behavior than listening to lectures.
Consider how you use your devices and other media, and make changes if your use
doesn't follow your expectations for your kids.

Help kids identify healthy behaviors.

Ask kids to notice their feelings, both physical and emotional, during screen and non-
screen activities. Does their heart rate increase when their phone vibrates? Does their
self-esteem dip after viewing a friend's Instagram feed? Do they feel good when they
get positive feedback on a post? Encourage kids to keep the constructive activities
and let go of the rest.

Understand how tech companies make money.

Along with your tween and teen, research how digital devices, social media platforms,
and apps and games get paid. Do they sell ads? Do they sell kids' data? Discuss why
companies might want kids to spend more time on their platforms and what tricks
they use to keep their attention.

https:/fwww.commonsense.org/education/family-tips/6-12-media-balance-and-well-heing
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Computer Words

CPU
MOUSE
FACEBOOK
SCANDISK
DVD
SPEAKER
SOF TWARE
FOLDERS
PRINTER
TABLE
GAMES
MONITOR
KEYS
REBOOT
INTERNET
SEARCH
ICONS
NOTES
SCREEN
USB
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Play this puzzle online at : http://thewordsearch.com/puzzle/595/

© thewordsearch.com




Day 5

Spelling Word Image Assignment

Choose 10 spelling words from your list for this week.
Create a Google Slide presentation with 10 slides.
Title the presentation “Spelling Words”.

Type 1 of the 10 words on each of the slides.

Find 3 images that describe each spelling word. Insert
those 3 images on the slide. Repeat this for all 10 slides.

Share your presentation with aaustin@gallatincusd?7.com




Dey

PHISHING

Directions: Walch the four video links below then write a one paragraph explanation of
“What is phishing?” in your own words. Send it to Mrs. Austin in a google doc or write
it on the bottom of this page.

https.//youtu.be/STRREIHVIQC

https://youtu.be/AsUNFVhdfao
https://youtu.be/yaON2B9-xTw

hitps://www.gflesch.com/blog/signs-of-a-phishing-scam




GRADES 6-8: DIGITAL CITIZENSHIP FAMILY ACTIVITY

Privacy & Security

Digital citizenship: thinking critically and using technology
responsibly to learn, create, and participate

Instructions

D&\){ 7/

e

PRIVACY & SECURITY

We care obout
everyone's privacy.

Being careful about sharing personal information is important. Look below at the list of online activities
that often lead to personal information being collected, and discuss the activities on the list you've
done. Get one or more family members together to help. Read the setup before doing the activity

together!

2% Setup

Read aloud: We can't help but give up some of our information if we're active online, but there are lots
of activities that seem fun in the moment or that promise something for free but that collect more
information than we'd planned. We can discuss and decide which ones we should avoid in the future.

Activity

Read aloud: Let's read through each activity on the list and talk about the ones we've done and what
personal information we might be giving up (for example, our name, phone number, or contact list).

Then we'll discuss which ones we should avoid in the future.

Taking an online personality quiz

Example: "Take this short quiz to find out which
Hogwarts house you'd be sorted into!"

Taking online surveys that offer free gifts

Example: "Answer a few questions to get a $25
gift card!"

Using social media accounts to sign up for new
services or websites

Downloading an app that only works if you let it
access your contacts and location

Example: "Enter your email address, or sign up
using your Facebook or Google account.”

Example: the app Tagged - Chill, Chat & Go Live!

Clicking an email link from a company {or one

Example: "Click here to get special offers!" or
"Your account has been hacked. Click here to

enter your password.'

Which ones should you avoid in the future? Staying as aware as possible of how, when, where,
and why you share personal information is a good first step toward protecting your online privacy!

Learn more about how to protect your privacy online at commonsense.org/privacy-tips-for-families.

(& common sense education’

commonsense.org/education
Shareable with attribution for noncomemercial use, Remixing is permitted,
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GRADE 6: DON'T FEED THE PHISH /L"" NAME

Trick Questions! Practice Quiz =

DATE

Directions
Read each scenario and answer the question.

1. Zack sees an online contest. He could win $10,000 instantly! On the sign-up form, he enters his
name and email address. He is also asked to enter his nickname, the names of any pets, and his
mom's maiden name. Should he do it?

(O DOIT. The questions are silly, but it's worth it to win $10,000!

O DON'T! Identity thieves use such "clues" to figure out people's passwords.

2. Lew gets a notice from Apple. Because of new security rules, he must submit his Social Security
number (SSN) immediately or he'll lose all his photos. He knows where Mom keeps the SSN card.
Should hedoit?

O DO IT. It's an official notice from a company, and if he waits, he could lose everything.

O DON'T! Real companies don't do this. Thieves use such information to create
false identities.

3. Dana sees $200 wireless headphones on sale for just $5! She doesn't recognize the website. It
only takes credit cards, not PayPal, and it asks for more detail than most sites do. She could use
the credit card her parents gave her for emergencies. Should she do it?

O DO IT. So long as she pays her parents back right away, it should be all right.

O DON'T! Identity thieves can charge people's accounts for fake sales. Ask Mom
or Dad first.

PRIVACY & SECURITY

s )

- commonsense.org/education e
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GRADE &: DON'T FEED THE PHISH D&\ 2 —7____..
How to Catch a Phish <

Directions

NAME

DATE

Read the phishing clues and use them to complete the activity below.

Sense of urgency: When the sender says you only have a limited time to respond.
Spelling and grammar errors: A real company does not send out messages with such errors,
Alert! Alert!: The message sounds urgent, making you worry that something is wrong with

your account.

e "Friend” in trouble: You see a photo of someone you know, but the message isn't really

from them.

o Shortened URL: A web address that has been condensed and that could mislead a user into going

into arisky website.

Too good to be true: Identity thieves often offer easy chances to win free money or prizes.
Generic or missing greeting: Real companies send messages that address customers by name.

Directions

Underline the phishing clues in the left-hand column and name them in the right-hand column.

WhatsApp Messenger

Friends! Gramps dropped me off at the airport
to fly home & someone STOLE my backpack!
Whoever did it has my ticket, the debit card
Mom gave me. | am SO embarrassed to ask but
please PayPal me emergency $$ before | miss
the last flight. My parents will pay you back at
school Monday. Thanks, guys!

Name the Phishing Clues

PRIVACY & SECURITY
We care about
everyone's privacy.

commonsense.orgleducation

Shareable with attribution for noncommercial use, Remixing is permiticd. e
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GRADE 6: DON'T FEED THE PHISH M NAME
- L
How to Catch a Phish <

DATE

Website Pop-Up Name the Phishing Clues

CONGRATULATIONS!

E You maybe win VIP pass to '
*America's #1 Singger!* TV finale ;
and up to $500,000,000 U.S. Cash!
' See if you a instant winner, click Is.ItM.e now! E

Log-in Screen

3:01

Monday. February

MESSAGES

Hi Snpchat Fan,

We recently updated our login site.
Please re-enter your password here.
Then click Ver.ified.Link to submit.
this Site verrified by SnapChat

PRIVACY & SECURITY

commonsense.org/education
we C’are abou+ Sharcable with attribution for noncommercial use. Remixing is permitted. e
everyone's privacy.
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GRADE 6: DON'T FEED THE PHISH /Qi_’_’_ NAME
. L
How to Catch a Phish <

DATE

Text Message Name the Phishing Clues

Do good, feel good!
Pizzas4Peace will

give $25 gift cards to
all your contacts list
if you donate $1to
help world peace.
Click PZZA_4_PC
to share..

Account Notification
¢ Comments
Attention @ilLikeFrogs,

Due to a security check on your
InstGRam feed, we require you urjently
to confirm your details. Failure to do so
within 24 hours will lead to loss of all
your photos. Sorry for the inconveenince.
[Click yes.its.me to Confirm])

Official InstaGram
@0OnlineCustomerService

PRIVACY & SECURITY
commaonsense.org/education
we cqr e 0b°u+ Shareable with attribution for noncommercial use. Remixing is permitted. e

everyone's privacy.
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Dy 7

(& common sense education

" Grades 6-12 Family Tips

Help Boost Kids' Safety, Privacy, and Security

Check out these 4 tips 2

] Use privacy settings.

PRIVACY & SECURITY Sit down with tweens and teens to show the privacy settings you use on your apps and
We care obout devices. Talk about why you keep certain information private or limited to a small
everyone's privacy. group. Ask them what information they feel comfortable sharing and why.

2 Read the fine print.
Find the privacy policy of your kid's favorite app and read it together. Is it clear or
complicated? Can you tell what information the company collects and what they do
with it? Are they selling it? Storing it? Keeping it safe?

When kids go online,
whether they're playing
multiplayer games, using
social media apps, or posting

their latest creative 3 Discussonline scams, clickbait, and “special offers.”

expressions, it's important Share experiences of being targeted for a scam. Have either of you ever receiveda
that they understand how to fishy email or text? What tipped you off? Discuss the telltale signs of a hoax, including
keep their private poor grammar, misspellings, Photoshopped images, and close-but-not-exact company

information safe. With tips logos. And don't forget quizzes and tantalizing pop-ups, which can disguise shady
on how to avoid scams and privacy practices.

protect their personal data,

tweens and teens can travel 4 Understand how tech companies make money.

all over the digital world -- Along with your tween and teen, research how digital devices, social media platforms,
andstill be in charge of their and apps and games get paid. Do they sell ads? Do they sell kids' data? What steps can
digital footprints. you take to limit the amount of data you share while still using the platforms?

https:/fwww.commonsense.org/education/family-tips/6-12-privacy-and-security

O0e® & Common Sense Media 2018. Lessons are shareable with attribution for noncommercial use only. No remixing

permitted. View detailed license information at creativecommons.org.
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Doy €

Google Slides Basics

Open Google Slides

Title your document “Google Slides Basics”

Slide 1: Use Word Art to insert your name

Slide 2. Type today’s date in 24 font size, bold letters

Slide 3: Type “Gallatin County School” and use the underline tool
Slide 4: Do a web search for the school’'s address and insert it

Slide 5: Do a web search for the Jr. High Office’s phone number and
insert it

Slide 6: Insert a pic of your favorite meme

Slide 7: Insert a link to your favorite youtube video

Share your slides with aaustin@gallatincusd?.com




GRADES 6-8: DIGITAL CITIZENSHIP FAMILY ACTIVITY [)/m,tj
Digital Footprint & Identity

Hello, I am...

DIGITAL FOOTPRINT & IDENTITY

We define

Digital citizenship: thinking critically and using technology who we are

responsibly to learn, create, and participate

Instructions

It's important to be aware of the impression we make online, both as kids and adults. Evaluate your own
digital footprint and decide: What impression do you think you make? Get one or more family members
together to help. Read the setup before doing the activity together!

&% Setup

Read aloud: When we think about the things we share online—pictures, posts, text messages, and
comments—we get a snapshot of our digital footprints. Looking at our online selves from the outside,
what would our impression be? Answering the questions below can give us an idea of how others might
see us online.

Activity

Read aloud: After we read and answer the questions as honestly as possible, let's talk about the kind of
impression we make online. Then we can talk about the impression we might be making.

e Dol share pictures of other people without permission? (Grown-ups: This includes sharing
pictures of kids.)

e Dol make jokes in texts, posts, or comments that are often misunderstood?

¢ Dol make negative comments about people anywhere online?

e Dol posttotry tocreate a perfect appearance?

e Do lever post anonymously or use anonymous apps to talk about others?

e Dolever post pictures of parties or events that | know some of my friends weren't invited to?

e Dolever post or text something that | wouldn't say to someone's face?

Think and talk about your answers, What impression do you think you make online? Is there anything
you want to do differently in the future?

Learn more ahout how to define your digital footprint at commonsense.org/digital-footprint-tips-for-familie:

@/ com mon sense Ed U Catl on- commaonsense.orglfeducation

Shareable with attzibution for nencommercial use. Remixing is permiticd.
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Day 4

GRADE é6: WHO ARE YOU ONLINE? NAME
- L

The Finsta Debate <

DATE

Directions
Use the table to capture notes about the reasons for and results of fake social media profiles (e.g., finstas).

Take a stand. Is it worth it to have and use fake social media accounts (e.g., finstas)? Why, or why not?
Support your answer with reasons and specific examples.

DIGITAL FOOTPRINT & IDENTITY .
commonsense.org/education

pisdic, fam Ot
n We de{:ine who wa ove. Shareable with attribution for noncommerciat use. Remixing is permitted. (@L.Ojb‘“@ 1
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6-12 Family Tips: Digital Footprint & Identity | Common Sense Education

(&f common sense education®

Days 9

Help Kids Post, Comment, and Upload Responsibly

DIGITAL FOOTRRINT & IDENTITY

\We define
who we are.

As tweens and teens start
sharing content and
engaging with others online,
it's important for them to
understand the tracks
they're leaving behind and
what those tracks might
reveal. Parents can help
guide kids toward creating
the kind of footprint they
can be proud of.

Check out these 4 tips &

Be a role model.

Before you post a photo of your tween or teen on social media, ask them if it's OK to
share. Not only will you give them control over their own digital footprint, you'll be
showing them what you expect them to do with others' photos.

Use privacy settings.

Sit down with tweens and teens to show the privacy settings you use on your apps and
devices. Talk about why you keep certain information private or limited to asmall
group. Ask them what information they feel comfortable sharing and why.

Look to the stars.

Scroll through the Twitter or Instagram feed of a famous celebrity, artist, or politician.
Discuss the image they project based on their posts. Ask your kid what kind of image
they would like to create -- and what kinds of things (funny stories, silly memes,
heartfelt videos) add or detract from that.

Search yourself.

Take turns looking up your name and your kid's name on a search engine and asocial
platform. Discuss the results. Are you both comfortable with what information and
images are available to strangers? Is there anyone whom you wouldn't want to see
those results?

hitps:/www.commonsense.orgfeducation/family-tips/6-12-digital-footprint-and-identity

2060
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Name:

Doy 10

Internet Search Activity

Name the four original Beatles.
1

2.
3.
4

Who was the “King of Rock and
Roll”?
5.

Who was the “King of Pop”?
6.

What was the number one movie
n...

What is the 49th state?
12.

Who was the 12th president?
13.

Who discovered electricity?
14,

What will the temperature be
tomorrow in Shawneetown, IL?
15.

Name a state that borders Florida.
16.

2019? What was the number one pop
7. song in...

2009? 20197

8. 17.

19997 2009?

9. 18.

1989? 19997

10- 19

Who is the Queen of England? 19897

. 20.




GRADES 6-8: DIGITAL CITIZENSHIP FAMILY ACTIVITY M
Relationships & Communication

RELATIONSHIPS & COMMUNICATION

Digital citizenship: thinking critically and using technology We know the power
responsibly to learn, create, and participate of words & actions.

E Instructions

It's important to think about the impact of our online behavior on others. Think about what and where you
share online and how it can affect your relationships. Get one or more family members together to help.
Read the setup before doing the activity together!

&Y Setup

Read aloud: What we share online can affect our relationships in both positive and negative ways.
Sometimes we post, text, or comment before really thinking about the consequences. We can practice
thinking through how our online choices could affect others.

Activity

Read aloud: Let's read the sentence below. Then we can choose any one item from the "If | share”
column and one from the "On/In" column to plug in to the sentence and discuss possible consequences.
We can use the example to get ideas.

If | share (choose from list) on/in (choose from list), someone might (discuss possible scenarios).
For example: If | share an embarrassing picture of my friend on a group snap, someone might feel
embarrassed and angry.

If I share ... ‘ On/In ...

A sexy picture of myself A text to my significant other

A fake news story In-game chat

A cool video or piece of art | made Tik Tok - including musical.ly

A negative comment about how someone looks | Anemail to older family members

How can actions online affect others, both positively and negatively? Can | make a practice of thinking
things through before posting? Decide together if there are any adjustments you want to make around
posting online.

Learn more about how to communicate online at commonsense.org/online-relationships-tips-for-familie

@/ common sense ed uca tto n commansense.orgleducation  fESTRE

Shareahle with attribution for noncommercial use. Remixing is permitted. it
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GRADE 6: CHATTING SAFELY ONLINE ..—-""; NAME

Your Online Community <

DATE

Directions
Think about whom you interact with online and using devices and apps, and write them into the table.

Person Background How You Interact
Write their name or a description. Explain how you know the person. Describe the devices, apps,
or websites.
Example: roy best friend e known her since thicd grade, we text with each other al the
when we started on the same time and FaceTime sometimes,

track team.

Example: smoshtan3s | we both cormment on Smosh Hostly we message +hrou3h
| videos, YouTube comments. Sometimes
we chat on Hessenﬁer.

Do You Know Them Well?

- RELATIONSHIPS & COMMUNICATION
‘ ﬁ- % & \0\]8 know the poweyr - commonsense.org/education
LAl ¥ -F wo rnds & acfions Shareable with attribution lor noncommerciat use. Remixing is permitted,
Y o :
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GRADE 6: CHATTING SAFELY ONLINE Dﬁ ,/ NAME
’ /Z______
! -
Sara's Chats <
DATE
Directions
Read "Sara's Chats" and underline the way Sara came into contact wi h person. Then, highlight

the information that Sara shares with each person. Then, identify the actions that might cause "red flag
feelings and complete the table.

Scenario 1:
Sara's soccer coach connected her with Asseal, a player he coaches from a nearby town. Sara and Asseal
both play goalie and have other common interests, like playing in band. They have been chatting off and
on for about a month through a social media messenger app. They talk about games and problems they
are having at school with friends. They have shared when and where they will be playing soccer. They
have also told each other their team names, logos, and favorite soccer fields in the area. Last week,
Asseal sent her some memes of soccer players that included some bad language and inappropriate
images. Asseal mentioned that she should probably make sure her parents didn't see it.

Scenario 2:
Sara loves taking pictures and posting them to Instagram. A few months ago, she noticed
alex_eastwest13 liked several of her photos and commented "you are so talented!" Sara was flattered.
Then she received a private message from alex_eastwest13 asking if she was a professional
photographer or if she wanted to be one someday. Sara responded that it was her dream to be one when
she grew up. Now, they talk a lot through private messaging. Sara also posts comments on
alex_eastwest13's photos, which are mostly of random objects and nature scenes. Last week,
alex_eastwest 13 asked if she would post more selfies because "i think u r beautiful.” Alex_eastwest13
also messaged her a cell number so she could send more personal pictures. "Just don't tell anyone | gave
you this," alex_eastwest 13 commented.

Feel. What emotion Identify. What is the Reflect. What are the Enact. What action
might this cause? cause of the feeling? possible responses? should she take?
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Help Kids Make Friends and Interact Safely Online

RELATIONSHIPS & COMMUNICATION

Weknow the powsr
of words & actions.

So much of kids' social lives
happens online, Whether
they're texting with their
study group, flirting on
soclal media, or voice-
chatting on game platforms,
middle and high schoolers
can learn to communicate in
safe and healthy ways.
These skills will help kids --
and the people they're
communicating with -- have
positive experiences online.

Check out these 4 tips 2

Give them the right words.

Kids learn about appropriate verbal and physical communication from watching you.
But online conversations can be invisible. Occasionally, narrate as you're writing texts
or sacial media comments when your kids are in earshot.

Learn about their worlds.

Tweens and teens have unique communication styles -- especially online. As much as
possible, keep an eye on what they're saying and doing online to understand the norm
in their worlds. Don't police everything they say, but keep an ear out for aggressive
trash-talking, hate speech, rude images, or anything hurtful. If you see stuff that
crosses the line, speak up. Kids need to understand that their words have
consequences.

Empathize with the pressure to overshare,

Tweens and teens might feel pushed into sharing a sexy photo for different reasons: a
dare, fear of damaging a relationship, or just because "everyone else is deing it." But
this one is nonnegotiable. Tell them that you understand how bad it can feel to
disappoint a friend. Then help them imagine how much worse it would fee! if a private
picture were shared with their whole school.

Develop their instincts.

Help kids learn to trust their guts so they can suss out creepy, risky, or otherwise
unsafe online situations, Playact a few scenarios: What if someone asks to take a
conversation private? What if someone asks for your phone number? What if
someone invites you to a private chat room? Be aware that some kids {even "good"
kids) will explore iffy stuff online out of curiosity. But the minute they feel
uncomfortable, they need to shut things down.

https:/fwww.commonsense.org/education/family-tips/6- 12-relationships-and-communication
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Cyberbullying, Digital Drama :
& Hate SpeeCh CYBERBULLYING, DIGITAL DRAMA

& HATE SPEECH

We are kind

Digital citizenship: thinking critically and using technology & Courageous.
responsibly to learn, create, and participate

H Instructions

We stand up to cyberbullying and stop digital drama whenever we can. But sometimes it can feel hard to
be an upstander, so it's good to have a plan. Get one or more family members together to help. Read the
setup before doing the activity together!

&% Setup

Read aloud: When we see digital drama/cyberbullying or know it's happening, we have a choice: We can
be bystanders or upstanders. Being an upstander might mean responding directly to the bully, or it might
mean doing something else to support the person being bullied. If we're worried about what others might
do when we stand up to a cyberbully, it can help to talk through some possible situations to feel prepared.

Activity

Read aloud: Let's read through these situations and then discuss how we could be an upstander in each
one. We can talk through what might make us hesitate as well as some solutions so we feel ready to face
cyberbullying if it happens. The example might give us some ideas.

Example: You often see mean comments from the same person on your friend’s Instagram posts.

How can you be an upstander? ! could post a comment telling that person to stop being mean.
What might make you hesitate? The person might not stop and might start being mean to me, too.
What's a possible solution? ! could post something nice about my friend, and we both could block
that person so we don't see those comments anymore.

Situation No. 1: A friend sends an embarrassing picture of another friend around over text. How can
you be an upstander? What might make you hesitate? What's a possible solution?

Situation No. 2: Akid in your class is bullied in person at school, and people make fun of her online, too.
How can you be an upstander? What might make you hesitate? What's a possibie solution?

Learn more about how to be kind and courageous online at commonsensemedia.org!
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Taking the Lead <

Part 1: Reading the Scenario

Directions
Read the scenario below.

Felicia and Jen are friends from school. They
both audition for the lead role in the school
play. The next day, the drama teacher, Mr.
Adler, posts the final cast list, showing that
Felicia was selected for the role. Felicia postsa
photo of the list on social media with the
caption "Guess who made LEAD ROLE!! ME!"
Other students at her school see the post and
make comments.

The comments continue to come in. People
start responding with #teamjen and
#teamfelicia hashtags. Later, in response to
Jayden's comments, Felicia posts an
embarrassing picture of Jayden and calls him
out for failing Mr. Adler's class.

®

&

NAME

DATE

Brad
Congrats! Cool

Julie
Awesome! Break a leg!

Jayden
Oh ANOTHER lead role for Felicia.

Imagine that. What a teacher's pet.

Jayden
It should have gone to Jen, she gave
the best audition. Just being honest!!

Ally
Yeah give someone else a chance!
#teamjen

CYBERBULLYING, DIGITAL DRAMA & HATE SPEECH

We are kind & Courageous.
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Taking the Lead <

DATE

Part 2: Taking Perspectives
Directions

In your group, each person will take on the viewpoint of a different person from the scenario: Felicia,
Jen, Jayden, Mr. Adler, or Ally. Write down the person you are taking the perspective of. Then, based on
that perspective, complete the columns in the table. When you're done, each person will share out.

| am taking the viewpoint of . Based on that viewpoint ...

Something that might've
stopped me from doing
something differently was ...

! acted the way | One thing | could've done

did because ... | differently was ...

Reflection Questions

1. Reflecting on what your classmates shared, what had you not considered when you thought about
the perspective you chose?

CYBERBULLYING, DIGITAL DRAMA & HATE SPEECH
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2. Based onwhat was shared in your group, how could this situation have been de-escalated?
What could the different people involved have done?

CYBERBULLYING, DIGITAL DRAMA & HATE SPEECH
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Grades K-12 Family Tips -

Help Kids Fight Cyberbullying and Other Mean Online Behavior

Check out these 6 tips 2

] Define your terms.

e o Make sure kids understand what cyberbullying is: repeated and unwanted mean or
We are kind hurtful words or behavior that occur online (through texts, social media posts, online
& wuraseous. chat, etcl).

2 Check in about online life.
Just like you'd ask your kid about their sleep, exercise, and eating, stay on top of their
oniine life. Who are they chatting with? How do people treat each other in the games
and on the sites they're using?

Most kids will encounter
mean behavior at some
point in their digital lives.
For some kids, this

experience is a blip that's 3 Role-play.

easily forgotten, while for If kids feel like they might have trouble removing themselves from digital drama,
others it can have deep, experiment with some different ways they can make a graceful exit. Talk through
long-lasting effects. For words they can use, ways they can steer conversations in positive directions, etc,
parents, the key is staying

inv?lved in kids' lives -- hoth % Encourage upstanding.

online and off -- so they can Let kids know that supporting a friend or acquaintance who is being bullied can make
stepinand offer help if a big difference. If they feel safe confronting the bully, they should. If not, a private
necessary. With guidance message to the victim can be enough to help someone through a tough time. Speaking
from parents and educators, up against hate speech is important, too.

kids can learn how to dodge

the drama and stand up for < Take breaks.

others, If you notice your kid getting pulled into digital drama, help them take a break, It's

great if they can determine for themselves when they need to step back, but they
might need some help setting limits. Putting devices to bed at a specific time, plus
breaks for mealtimes and face-to-face connection, can help kids recharge,

& Review worst-case steps.
Walk through what to do if your kid is being bullied online, First, step away. Ignoring a
bully can be very effective. If the bullying continues, take screenshots or print out
evidence, Then block the person. If it gets worse, report the behavior to a trusted
adult. Talk about who those people are and make sure your kid has their contact
information.

https://www.commonsense.org/education/family- tips/k- 12-cyberbullying-digital-drama-and- hate-speech

0066 © Common Sense Media 2018. Lessons are shareable with attribution for noncommercial use only. No remixing
permitted. View detailed license information at creativecommons.org.

https:ifwww.commonsense.org/education/family-tips/k-12-cyberbullying-digital-drama-and-hate-speech







