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1 Cybersecurity Handbook Introduction 
The objective of this handbook is to provide a high-level overview of the defense-in-depth 
cybersecurity program at Siuslaw School District 97J hereafter referred to as (Siuslaw). This 
program is designed to secure the privileged information used by the district while at rest and 
in motion. The handbook outlines the cybersecurity principles, guidelines and procedures 
used in Siuslaw’s information cybersecurity program protecting its data. 

2 Applicability  

This handbook applies to all Users at all locations. It must be read and understood by all Users 
of Siuslaw systems and computing resources (“Systems”) and all district applications used 
whether online or local (“Services”). Use of Siuslaw Systems and Services constitutes 
acceptance of, and agreement to abide by, the provisions set forth in this handbook.  

3 Information Cybersecurity Program Requirements 

Siuslaw’s cybersecurity program includes role definitions, principles of least privilege and 
cybersecurity awareness training, as well as requirements on information handling 
procedures.   

3.1 Privileged Account Management Processes 

Siuslaw treats privileged accounts seriously. An annual review of active employee accounts is 
performed to ensure that new hires, transfers, and terminated employee procedures are 
being followed as designed and without exception.  All accounts found to be unused are 
disabled and removed. 

3.2 Information Category Guidelines 

Three (3) categories of Siuslaw information identify the relative importance of the 
information.  These are ‘General’, ‘Sensitive’ and ‘Critical’ and they apply to all printed 
material as well as electronic data found on all electronic mediums including servers, laptops, 
smart phones, back-up solutions, and removable media.  For a detailed set of data handling 
requirements please see the Information Handling section. 
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3.3 Information Disclosure 

Information classified as sensitive or critical must be protected against unnecessary and 
unauthorized disclosure by employees, subcontractors, or third parties unless such disclosure 
is either legally required by law or duly authorized by the owner of Siuslaw. Critical and 
Sensitive data must not be sent over insecure unencrypted communications channels such as 
email as this could result in information disclosure to unknown third parties. 

3.4 Least Privilege and Need-to-Know 

Wherever possible, Siuslaw uses least privilege and a need-to-know business justification 
when granting access to Sensitive and Critical information.  The concept of least privilege 
states that users will only be given the least privilege necessary to complete their job 
functions.  This extends to administrators who should only have the minimum privilege 
necessary to execute their functions (not all administrative functions require root or 
Administrator level access).  Need-to-know is a requirement where employees possessing the 
necessary privileges to access Sensitive or Critical data are only authorized to access that data 
if they “need-to-know” based upon their job responsibility, otherwise access to such data is 
prohibited.   

3.5 Audit Logging 

Audit log information is captured from operating system audit log files (username and 
hostname, login, and logout, previous and new access rights, changes in access rights as well 
as time-stamp information) and reviewed on an as needed basis. 

4 Security Awareness and Training 

Siuslaw’s cybersecurity awareness training program requires that all employees receive 
annual and periodic cybersecurity awareness training.  This training is delivered through the 
“CyberHoot” website (https://stepup.cyberhoot.com) in which employees read and 
electronically sign the Cybersecurity Handbook and receive cybersecurity awareness training 
videos.   

For example, Siuslaw employees are trained on how to identify and delete phishing emails that 
may enter their inboxes without clicking on them and potentially causing a ransomware 
infection across the district.   

https://stepup.cyberhoot.com/
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The CyberHoot website easily enables Siuslaw to track compliance to their training and 
governance program.  Emerging threats are added by the technology director as needed as 
well as product tutorials relating to specific technologies in use at Siuslaw. 

Cybersecurity awareness topics include but are not limited to: 

• social engineering 
• avoiding phishing emails 
• business email compromise 
• password security and good hygiene 
• ransomware 

This cybersecurity awareness program teaches employees how to protect data in three 
specific ways: 

• Data Availability: Is data always available when needed by Siuslaw? 
• Data Confidentiality: Is data only available to employees who should have access? 
• Data Integrity: Is data accurate and free from errors or manipulation? 

Annual onsite and periodic online cybersecurity awareness training sessions are held to 
supplement Siuslaw’s automatic CyberHoot cybersecurity training program.  

5 Physical Security 

5.1 Overview 

Physical security is an important aspect of the overall information cybersecurity.  Protecting 
the resources themselves from physical damage, theft, or compromise is an important 
element of protecting confidentiality, integrity and availability of the data under Siuslaw 
control. The following controls were designed to provide appropriate protection of Siuslaw 
equipment, facilities, and staff. 

5.2 Physical Access to Siuslaw Campus 

Siuslaw has the responsibility to identify who enters the school at any date and time. 
Therefore, each Siuslaw employee is given an individual key to access Siuslaw’s building 
combined with a unique access code to arm/disarm the alarm. Any visitors are required to 
check in at the front office. This ensures Siuslaw is always able to identify who entered the 
school at any date and time. 
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5.3 Server Room Physical Cybersecurity 

Siuslaw’s physical server room, equipment, and demark equipment are all locked behind a 
closed cabinet.  Only employees with an approved need are authorized for access to this 
sensitive equipment. 

6 Cybersecurity Governance Guidelines 

The following cybersecurity policies are used to govern Siuslaw’s data within their 
cybersecurity program. These cybersecurity guidelines are required reading by Siuslaw 
employees, contractors, and consultants (collectively referred to as “Users”) on an annual 
basis.  Users must review and acknowledgement their compliance with these guidelines as an 
integral part of our cybersecurity awareness program. 

6.1 Cybersecurity Handbook (CSH) 

This handbook is required for reading and acceptance by Siuslaw employees.  This handbook 
sets out the high-level cybersecurity objectives in place at Siuslaw. 

6.1.1 Acceptable Use Guideline (AUG) 

The AUG sets out general computing principles, best practices, and requirements for employee, 
consultant, and sub-contractor access to Siuslaw computing systems and data. All Users must 
accept and abide by all requirements contained within this guideline. 

6.1.2 Information Handling Guideline 

This guideline outlines the types of data found within Siuslaw, outlines the required treatment of 
that data through its entire lifecycle including creation, storage, transmission inside and outside 
of Siuslaw, as well as its secure destruction. This guideline explains the document labelling and 
handling requirements for the three categories of information in use at Siuslaw: General, 
Sensitive and Critical. 

6.1.3 Password Guideline 

This guideline sets out the specific password requirements of all users of Siuslaw systems. It does 
not describe processes or procedures specific to implementations. 
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6.1.4 Mobile Device Management Guideline 

This guideline sets out the specific requirements of Siuslaw Users to access district data on their 
mobile devices such as tablets and smartphones. 

6.2 CSH Conclusion: 

A strong defense-in-depth cybersecurity program trains employees on emerging threats to 
district data and operations, governs employees with cybersecurity and human resource 
policies, and backs this all up with cybersecurity technical protections.  This CSH outlines all 
the governance and training requirements in force at Siuslaw designed to protect their 
systems, data, and operations and reduce their risk of a significant data breach or 
compromise. 

7 Account Management Guidelines 

Employee New Hire, Termination, and Account Auditing Procedures 

Entitlements that people are granted (or denied) to critical and sensitive data can make or 
break a security program.  The procedures within this document are applicable to all full and 
part-time employees, consultants, and contractors employed by Siuslaw. These procedures 
and guidelines apply to all district locations including remote workers, and includes all 
computing access to computers, servers or networks provided or supported by Siuslaw. It 
must be read and understood by all employee managers, supervisors, and coordinators 
involved in entitlements at Siuslaw.  

7.1 Definition of Roles 

Siuslaw Siuslaw School District 

HR Human Resources: Provides effective, efficient, and productive services to 
Siuslaw employees in a fair, timely, and equitable fashion. 

TD Technology Director: Oversees Siuslaw’s cybersecurity program, its 
development, staffing, and the governance guidelines and procedures guiding 
school district operations. 
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7.2 Definition of Forms 

The on-boarding and off-boarding forms are entrusted to the Technology Director (TD) for 
safeguarding and maintenance purposes.  They should be used to ensure that all user 
accounts and physical assets are identified during on-boarding and off-boarding processes.   

7.3 Management Responsibilities 

Each process must be coordinated efficiently and quickly in order to expedite a new or 
transferring employee’s need to be operational or to secure the Siuslaw assets and accounts.   
Siuslaw may be audited against the results of this process and consequently should expect to 
provide documentation proving compliance at any time.  Therefore, it is critical that both the 
process be followed as described below and that a period be set aside for each on-boarding 
and off-boarding event to complete properly. 

7.3.1 Employee New Hire 

When setting up a new employee, HR completes the New Hire template managed by the TD. Care 
must be taken not to give an employee more access rights, equipment, or accounts than 
necessary for their job responsibilities. 

7.3.2 Employee Transfer 

When an employee transfers from one department to another, the TD needs to review the 
employee’s access rights and assets using the employee termination and transfer template. This 
is needed to ensure that employee access rights are not excessive given their new position’s job 
responsibilities.   

7.3.3 Employee Termination 

Upon termination of a Siuslaw employee and/or consultant, HR and TD must take precautions to 
so that all logical and physical access is shut off and Siuslaw possessions are recovered 
immediately after the termination occurs.  Whether the termination is considered “Hostile” or 
“Normal”, we need to make sure that our internal and customer systems are protected and 
secure from any possible damage (done by negligence or otherwise) on the part of the 
terminated employee or consultant. 
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7.4 Process Explanation 

7.4.1 Employee New Hire 

Once a new candidate has been fully vetted by the background checks process and approved for 
hire: 

• TD and HR negotiate the starting date for the new hire to start.  
• HR fills out the new hire template indicating equipment and access needed to fill the 

position in question.    
• HR sends the form to TD for processing. 

7.4.2 Employee Transfer 

• TD and HR negotiate the transfer date. 
• HR reviews the form requesting new accounts or equipment as necessary.   
• HR sends the form to TD for processing. 

7.4.3 Employee Termination 

• HR contacts TD regarding the termination 
• HR is responsible for completing the Termination Template on the day of the employee’s 

departure.  Time critical accounts that must be disabled the day of departure include (but 
are not limited to): 

o Google Workspace accounts 
o Active Directory Domain accounts 
o Student Information System accounts 

7.5 Account Auditing 

All good security programs include auditing of user accounts, either programmatically or 
manually, as a best practice.  What follows is a description of the annual and quarterly 
account reviews performed within Siuslaw. 

7.5.1 Annual Account Review 

Siuslaw conducts a full internal account audit once per year.  This annual review 
augments regular reviews that occur with each new hire, transfer, and termination. The 
annual comprehensive review is designed as another layer in the overall defense-in-
depth security program. 

The annual internal Siuslaw account audit, at a minimum, checks each system listed 
below to ensure all employees with accounts are active and appropriate for their job 
responsibilities: 

•   Two-factor authenticated accounts. 
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•   Networking equipment accounts. 
•   Help desk accounts. 
•   Third party onsite application accounts. 
•   Third party website accounts 
•   Active Directory domain accounts 

8 Password Guidelines 

For the purposes of these guidelines, a User of the system means the person, system process, 
or device requesting access to Siuslaw systems to perform a function. 

Use of the system or computer facilities includes the use of data and programs stored on 
Siuslaw computing systems as well as removable storage media (USB, external disk drives), 
and online storage services (Dropbox, Box etc.). 

The purpose of these guidelines is to ensure that all Users use Siuslaw systems in an effective, 
efficient, ethical, and lawful manner. Indirect or attempted violations of these guidelines, and 
actual or attempted violations by a third party on behalf of a Siuslaw client, employee, or 
contractor, shall be considered violations by such employee or contractor. 

Violations of these guidelines could result in suspension and/or termination of the Services in 
addition to other penalties that may be imposed by Siuslaw up to and including termination 
of employment. 

As Users of Siuslaw Systems, you hereby agree to the following: 

Unique User identification (“IDs”) and passwords are required for all Users accessing 
Siuslaw systems.  IDs and passwords are given to specific individuals and are the 
sole property of those individuals.  Individuals must safeguard their IDs and 
passwords and are ultimately responsible for any activity undertaken with them. 

Where technically possible, all User passwords must conform to the following selection 
rules: 

(a) Each password must be a minimum of fourteen (14) characters long 
including third party Password Managers. 

(b) Passwords of 14+ characters do not need to be changed unless they are 
compromised by some event. 

(c) Passwords must not be reused.  Where possible Siuslaw Systems are 
configured to prevent the last 12 passwords used by an individual from 
being reused. 



Cybersecurity Handbook 
Rev: 12/2021 

Siuslaw School District 97J | Cybersecurity Handbook |Page 12 of 31 

(d) Systems are configured with a minimum password age of 0 days. This 
forces employee to immediately reset their password upon first login and 
use after being provided their account login credentials, and is 
considered a best practice. 

(e) Passwords must not match the account ID. 

(f) Passwords must not contain the User’s name in any sense. 

 
 Where technically possible, new Users will be notified of their assigned User ID 

and password and will be prompted to change the password the first time the 
User logs into such systems. 

 Users must securely store their passwords in the company’s Password 
Management solution (MyGlue).  This ensures there is encrypted storage of 
usernames and passwords.  Internet Service provider email accounts are not 
considered secure storage – not even for personal accounts.  Do not write 
username and passwords down physically on paper. 

 Siuslaw will deem a user account ‘stale’ if it has not been accessed within three 
(3) months and will be disabled.  Disabled accounts that are older than 1 year 
will be deleted. 

 Where technically possible User access will be locked for 15 minutes after five 
failed login attempts. After 15 minutes, the access will be restored. 

 Upon termination of employment with the Siuslaw, it is the responsibility of the 
employee’s manager to notify Human Resources of all the employee’s accounts, 
so they can be removed or disabled in a timely fashion by following the off-
boarding process and checklist. 

 Users should report any weaknesses in computer security, any incidents of 
possible misuse or violations of these guidelines to TD. 

 Users shall not attempt to access any data/programs contained on Siuslaw 
systems for which they do not have authorization or explicit consent. 
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Users shall not divulge passwords to any other person whether over the phone, in 
person, or at the request of another employee without senior management 
approval. 

Any password that has been shared for emergency purposes to meet a client need must 
be reset immediately upon completion of the task. 

Siuslaw will never request a User’s password as it can be changed it at the domain level 
for support purposes.  Report all requests for passwords from external parties, 
no matter how minor, to the Technology Director. 

Administrators must not send usernames and passwords within the same email to the 
end User, but rather must send to them out-of-band with a phone call or text 
message to the end User. 

9 Mobile Device Management Guidelines 

Mobile devices, such as smartphones and tablet computers, are important tools for Siuslaw. 
While Siuslaw supports their use, mobile devices represent a significant risk to our data 
security. If the appropriate security applications and procedures are not applied, they can be 
a conduit for unauthorized access to Siuslaw’s data or our client’s data. This can lead to data 
theft or compromise. Siuslaw has a requirement to protect its data assets to safeguard its 
customers, intellectual property, and reputation. This document outlines requirements for 
the use of mobile devices and applications at Siuslaw. 

These guidelines apply to all Siuslaw employees, contractors, and where technically feasible 
consultants (“Users”). It must be read and understood by all Users of Siuslaw applications 
whether online or local (“Services”). Use of Siuslaw Services constitutes acceptance of, and 
agreement to abide by, the provisions set forth in these guidelines. Non-compliance is 
punishable up to and including termination of employment. Additionally: 

a) All mobile devices, whether owned by Siuslaw or owned by Users, inclusive of 
smartphones and tablet computers, that have access to corporate networks, data and 
systems are governed by these mobile device security guidelines. 

b) Exemptions: All exemptions for business reasons (too costly, too complex, adversely 
impacting business) the exemption must be authorized by administration. 

c) Applications used by Users on their own personal devices which store or access district 
data, such as cloud storage applications (i.e.: Dropbox, Box), are also subject to specific 
controls found in Section 4.3 Cloud SaaS Applications below. 
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9.1.1 Technical Requirements 

The following technical requirements are enforced with discretionary and mandatory controls at 
Siuslaw.  Where technically possible, devices: 

a) must use the following or later operating systems which include encryption of all data 
enabled by default: Android 6.0 (Marshmallow) or iOS 8.0 

b) must store all user-saved passwords in Siuslaw’s encrypted password manager, which 
is available as a downloadable Application for Android and iOS Smartphones. 

c) containing sensitive or critical data (e.g. devices accessing Office 365 Email) require a 
minimum of an 8-digit pin or password and/or biometric authentication. Acceptable 
biometric authentication mechanisms include thumbprints, Face ID®, and/or geometric 
pattern authentication with 6 or more points, to unlock the device. Any pin or password 
used to unlock the mobile device must be unique to that device alone. 

d) will be subject to compliance rules on security features such as encryption, password, 
key lock, etc. Where possible, these policies will be enforced by the IT department using 
Mobile Device Management software. 

9.1.2 User Requirements 

All Users at Siuslaw are subject to the following requirements: 

a) Users must report all lost or stolen devices to Siuslaw IT immediately. 

b) If a user suspects that unauthorized access to district data has taken place via a mobile 
device, they must report the incident in alignment with Siuslaw’s incident handling 
process. 

c) Devices must not be “jailbroken” or “rooted”1 or have any software/firmware installed 
that is designed to gain access to functionality not intended to be exposed to the user. 

d) Users must not load pirated software or illegal content onto their devices. 

e) Applications must only be installed from official platform-owner approved sources. 
Installation of code from untrusted sources is forbidden. If you are unsure if an 
application is from an approved source, contact your TD. 

 

1 To jailbreak/root a mobile device is to remove the limitations imposed by the manufacturer. This gives access to the 
operating system, thereby unlocking all its features and enabling the installation of unauthorized software. 
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f) Devices provided by Siuslaw must be kept up to date with manufacturer or network 
provided patches. Manufacturers include Google Android and Apple.  Network 
providers include AT&T, Verizon, and Sprint for example. 

g) Devices must not be connected to a PC that does not have up to date and enabled anti-
virus protection and which does not comply with district policy. 

h) Users must be cautious about the merging of personal and work email accounts on their 
devices. They must take care to ensure that district confidential and proprietary or 
client data is only sent through the district email system. If a user suspects that district 
confidential and proprietary or student data has been sent from or to a personal email 
account, they must notify their administrator immediately. 

i) The above requirements will be checked regularly, and should a device be noncompliant 
it may result in the loss of access to email, a device lock, or in particularly severe cases, 
a partial wipe of district data. 

j) The user is responsible for the backup of their own personal data and the district will 
accept no responsibility for the loss of those files. 

9.1.3 Partial Wipe of a Mobile Device 

Actions that may result in a partial wipe of a mobile device: 

1. A device is jailbroken or rooted. 

2. A device contains an app known to contain a security vulnerability (if not removed 
within a given timeframe after informing the user). 

3. A device is lost or stolen. 

4. A user has exceeded the maximum number of failed password attempts (typically 15). 

9.1.4 Cloud (SaaS) Applications 

Siuslaw allows for the use of pre-approved Software-as-a-Service (SaaS) applications that contain 
sensitive and critical data as outlined in this section on mobile devices. Approved Cloud storage 
solutions: Siuslaw supports the use of the following cloud storage solutions: 

• MyGlue: Siuslaw’s Password Management solution 

• Google Drive 

• One Drive 
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9.1.5 SaaS Pre-Approval Requirements 

Any Cloud Application a user wishes to use that stores, processes, or shares Siuslaw data or our 
clients’ data must be approved by TD. 

Other Cloud or SaaS solutions may be added based upon district needs.  If a user needs a solution 
not listed above, it is possible to have it added provided approvals are secured  as outlined above. 

9.1.6 SaaS Requirements 

Cloud applications storing our critical and sensitive data are growing very quickly.  To protect 
Siuslaw data appropriately the following controls must be met.  Since Siuslaw cannot enforce 
such controls, they are discretionary to the user. 

1. Password requirements as outlined within Siuslaw’s Password Guidelines must be 
adhered to within these SaaS applications. 

2. All approved SaaS applications must be registered with TD prior to their use. 

3. All approved SaaS applications processing, storing, transmitting, or manipulating any 
critical or sensitive Siuslaw data must be documented within our on-boarding and off-
boarding processes. 

10 Remote Access Guidelines 

Remote Access Guidelines apply to all Siuslaw employees and consultants and all locations. 
They must be read and understood by all users of Siuslaw systems (“Systems”), including, but 
not limited to, all employees and consultants (“Users”). 

These guidelines set out the general duties that all Users of Siuslaw systems have to others 
when access is required to Siuslaw’s systems to manage and support applications, the 
attendant Operating Systems (“OS”), and/or the underlying hardware systems. By following 
these guidelines, the risks associated with infrastructure remote access will be greatly 
reduced. 

Users of Siuslaw systems must understand these guidelines before being able to connect to 
Siuslaw systems via remote access (“VPN”). Siuslaw systems and computing facilities include 
any computer, server or network provided or supported by Siuslaw 

• These guidelines set forth the specific actions that are required by Siuslaw 
and applies to all Users of Siuslaw VPN resources. For the purposes of these 
guidelines, a User of the system means the person or device requesting 
access to Siuslaw resource. 
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• The purpose of these guidelines is to ensure that all users use Siuslaw 
systems in an effective, efficient, ethical, and lawful manner. 

• Violations of these guidelines may result in penalties up to and including 
termination of employment. 

10.1 General Requirements 

The following requirements apply to all Users:  

(a) Remote access into Siuslaw’s environment must use multi-factor 
authentication for all Siuslaw staff members and consultants.  

(b) Users must follow the requirements outlined in the Secure Desktop 
Guidelines. 

(c) Users should follow the guidelines in Siuslaw’s Password Guidelines.  Due 
care of password storage is required. 

(d) Remote access to Siuslaw systems must not be used for any other 
purpose other than to perform routine support and maintenance tasks. 

(e) Where discretionary access controls govern access to an employee’s data 
that are within the control of that employee, employees become 
responsible for the appropriateness of the access controls and limits 
placed on access to that data.  Follow least privilege and need to know 
principles to be safe. 

(f) Users must not make copies of system configuration files for personal 
use or divulge external connectivity details, passwords or other access 
control information which could be used by a third party to gain 
unauthorized access to Siuslaw systems. 

(g) Users must not without express authorization from TD, download, install, 
or run any unauthorized third-party applications on Siuslaw systems. 

 
(h) Installation and use of security programs or utilities that reveal or 

attempt to exploit known weaknesses in the security of any system are 
expressly prohibited. Users should report any weaknesses in computer 
security and any incidents of possible misuse or violations of these 
Guidelines to TD. 
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(i) Users must take reasonable precautions to secure their physical working 
environment, to guard against unauthorized access including, but not 
limited to, the use of password screen locks, session timeouts, logging 
out of workstations at the end of the working day and strong passwords. 

(j) IP Forwarding on remote hosts must be disabled prior to initiating a VPN 
session to prevent piggybacking hacker connections from the Internet 
across your VPN session into Siuslaw Systems. 

10.2 Windows Requirements 

The following requirements apply to all Users accessing and supporting Microsoft 
Windows operating system platforms on Siuslaw systems:  

(a) Users should establish a Virtual Private Network (“VPN”) connection into 
Siuslaw’s Windows systems. 

 
(b) Users must access Windows systems via encryption clients which support 

at least 256bit AES encryption strength or stronger. 

 
(c) Users should limit their use of plaintext protocols such as FTP or Telnet 

to access their Windows servers in favor of encrypted protocols such as 
RDP, SSH, and SFTP. 

 
(d) Users will be given a specific username and password, which must not be 

divulged nor shared with anyone else. 

 
(e) Where available, Users will authenticate using multi-factor 

authentication (something you know and something you have). 

11 Secure Desktop Guidelines 

Siuslaw has a Standard Operating Environment (SOE) configuration.  It is important that all 
devices connecting to Siuslaw networks have a secure configuration that matches the level of 
security, version levels, and virus protection given by this SOE image. 
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11.1 Windows-based Workstation Requirements  

Siuslaw provided computers meet the standards defined below when provisioned.  
Employees are required to maintain the requirements going forward.  Any non-district asset 
(personal computer) used for Siuslaw business must also meet the minimum-security 
requirements described below.  Additionally, no district proprietary and confidential data 
should be stored on any non-Siuslaw computers.  Human Resources must authorize 
exceptions.  Please contact your administrator or HR for assistance in meeting these 
requirements, or to request an exception. 

11.1.1 Virus and Malware Protection 

All network attached PC devices must use Anti-Virus software (AV).  Siuslaw is currently licensed 
to use Sophos MTR anti-virus software.  These applications are only successful when their virus 
definitions are kept up-to-date and real time data protection is turned on.  Siuslaw policy is to 
schedule daily updates for anti-virus signatures. 

Installation and upkeep of an antivirus product: 

 • Siuslaw requires an antivirus application on all Siuslaw employee computers.  Antivirus 
software is installed by default as part of Siuslaw’s SOE build. 

• Update virus definition files daily on home or portable computers using built-in automatic 
update features. 

• Configure antivirus software to scan your hard drive. 

• Scan all removable media devices (e.g. USB devices) and downloads prior to use on a district 
or personally owned device. 

• Notify your TD of any suspicious activity. 

• Do not use “Standby Mode/Hibernation” modes when travelling between home and office 
as memory resident viruses are not purged when waking up from these modes.  This puts 
Siuslaw at greater risk of infection. 

11.1.2 Microsoft Automatic Updates 

All PC devices must be configured to automatically download and install updates for security 
patches using StepUP’s RMM tool.  If the device does not have the Siuslaw SOE image, then it 
must be configured to automatically download the patches from Microsoft's update site: 
Microsoft Updates.  

http://windowsupdate.microsoft.com/
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11.1.3 Automatic Locking of Inactive Computers 

Siuslaw desktop security requires that all desktops and notebook computers be configured to 
automatically lock when not in use for 30 minutes (or less).  This is done in Windows operating 
systems by utilizing inactivity timers set in Active Directory (if present) or manually within each 
end point. 

11.2 Physical Security 

Siuslaw encourages strong physical security of its information resources.  The following 
guidelines should be adhered to. 

11.2.1 Requirements 

• Do not leave documents at the printer or in conference rooms. 

• Do not leave sensitive or critical information out in the open, lock documents away when 
not in use. 

• Do not store confidential and proprietary data on removable media such as USB keys or 
external drives unless strong encryption is used (AES 256 bit or greater), as these devices 
are too easily lost or stolen. 

• Do not have indiscreet conversations in public places.  For example, conversations about 
specific students or staff should be minimized in public places including district 
lunchrooms, hallways or elevators. 

• Do not throw sensitive documents into the trash.  Instead, place them within locked 
shredding bins or shred them outright. 

11.3 Monitoring 

The Siuslaw computing environment is monitored.  Personal information is captured and 
stored in audit logs (including but not limited to; username and hostname, on login and 
logout, previous and new access rights, change of access rights and timestamps, etc.) and 
reviewed on an as needed basis.  Siuslaw may scan the district’s networks to ensure that 
critical patches are applied, and malevolent software does not exist on employee resources. 

12 Security Awareness and Training Guidelines 

The purpose of this section is to outline the security awareness and training program 
implemented by Siuslaw.   
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The purpose of security awareness is three-fold: 

1) To focus attention on cyber security 
2) To allow individuals to recognize IT security concerns and respond accordingly 
3) To change attitudes and behaviors in favor of better security practices 

 
Siuslaw utilizes the following security awareness mechanisms to educate and pass security 
requirements, policies, and breaking news to its support staff. 

12.1 CyberHoot Learning Management System Website 

One of the primary communications and training mechanisms in use at Siuslaw is the 
CyberHoot website.  This site provides cybersecurity awareness training to Siuslaw’s 
employees. 

12.1.1 CyberHoot Guidelines Governance 

All Siuslaw’s cybersecurity guidelines are published here for employee review and 
acknowledgement.  This website is designed to automate the delivery, acceptance, and 
tracking of compliance by employees at Siuslaw. 

12.1.2 CyberHoot Cybersecurity Awareness Training 

CyberHoot trains employees at Siuslaw all about the things they didn’t know they didn’t know.  
The site does this with brief 5-minute videos on topics including: 

• Phishing Attacks and how to spot and avoid them 

• Passwords, Pass Phrases, and Password Hygiene 

• Password Managers and why they matter 

• Two-Factor Authentication 

• Wi-Fi Security on Public Wi-Fi networks 

• USB Security 

• Insider Threats and Physical Security 

• Social Engineering 
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The CyberHoot website is used on a scheduled basis (monthly) to provide training, and on an 
emergency basis when a specific topic needs to be addressed within the district. 

12.2 Email 

Step UP IT Services maintains a security newsletter mailing list for publishing security 
information, advisories, alerts, and security requirements to all Siuslaw employees as well as 
clients who opt-in to the Security Newsletter mailing list. 

12.3 Signage 

Siuslaw posts security awareness posters within its offices detailing best security practices on 
several topics throughout the year.  New topics are often received from online resources such 
as SANS Securing the Human2 and some security vendors such as Sophos3.  

12.4 Annual Training 

Annual security awareness training strives to produce relevant and needed security skills and 
competencies within Siuslaw employees and contractors.  Step UP IT Services regularly 
provides training to employees within Siuslaw on best security practices using emails, lunch 
and learns, assignment of video training to employees through Policy Services.com and in 
person.   

Each employee is responsible for understanding, accepting, and implementing the security 
control requirements outlined in the various Siuslaw security policies.  From document 
labelling to security alert response activities (if you see something, say something). Each 
employee has been fully trained on the policies and requirements they contain, and all 
employees are held accountable to these policies. 

12.5 PCI and HIPAA Training Requirement 

PCI and HIPAA training are part of the annual mandatory security awareness training provided 
to all Siuslaw employees.  The purpose of this training is to outline PCI and HIPAA data 

 

2 https://www.securingthehuman.org/ 

3 https://nakedsecurity.sophos.com/ 

https://www.securingthehuman.org/
https://nakedsecurity.sophos.com/
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protection requirements, to illustrate the difference between Data (which may contain PCI or 
HIPAA data) and meta-data. 

12.6 Auditing 

Siuslaw’s security team conducts an annual physical audit looking for all non-compliant 
workstations.  Such physical audits check for compliance with the secure desktop guidelines 
including but not limited to conformance with Microsoft patches and versions and that 
automatic updates have been enabled, as well as the presence and operation of anti-virus 
software including current signatures.  All non-compliant staff are counselled on the 
importance of good computer security practices. 

13 Acceptable Use Guidelines 

In the 21st century, businesses, non-profits, and organizations of all shapes and sizes operate 
with a heavy reliance on their computing resources. Acceptable use guidelines provide 
security guidelines on the safe operation of those computing resources with the intent of 
preventing a compromise of those resources and the critical and sensitive data they may 
contain. 

These guidelines require that Users: 

a) Use Siuslaw Systems in an effective, efficient, ethical, and lawful manner. 

b) Understand that violations of these guidelines may result in disciplinary action by 
Human Resources up to and including termination of employment. 

c) Agree to review, acknowledge, and abide by these guidelines and all other Siuslaw 
Policies published to Users and required as terms of employment. 

13.1 Siuslaw Systems use Requirements 

Users shall not use Siuslaw Systems: 

a) For illegal purposes or to further illegal activities. This includes, without 
limitation, any upload, download, posting, distribution or facilitating the 
distribution of any material in any chat room, web conference, social media 
website, or similar interactive medium accessed through Siuslaw Systems that 
knowingly:  
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i. Constitutes unauthorized use or reproduction of material protected by 
copyright, trademark, trade secret or other intellectual property right. 

ii. Is or may be perceived as, obscene, threatening, abusive, harassing, 
defamatory, libelous, deceptive, fraudulent, or invasive of another’s 
privacy. 

b) For any unauthorized access to or use of data, systems, and networks including, 
but not limited to: 

i. Any probe or attempted probe, scan, or test for vulnerabilities without 
the express authorization of the owner of the system or network. 

ii. Any security breach of a host, network component, or authentication 
measure without the express authorization of the owner of the system 
or network. 

iii. Any monitoring of data on any network or system without the express 
authorization of the owner of the system or network. 

c) To interfere with the service of any user, host, or network, including deliberate 
attempts to overload a server, network device, or network component. 

d) To propagate malformed data or network traffic resulting in damage to, or 
disruption of, a service or network connected device. 

e) To forge data with the intent to misrepresent the origination user or source. 

f) To send unsolicited, mass email messages to one or more recipients or systems, 
including, without limitation, commercial advertising, informational 
announcements, and/or to post the same or similar messages to one or more 
social media websites (excessive cross-posting or multiple-posting), also 
referred to as ‘Spamming’. 

g) To forge electronic mail headers (including any portion of the IP packet header 
and/or electronic mail address) or to use any other method to forge, disguise, or 
conceal the user's identity or IP address, also referred to as ‘Spoofing’. 

13.2 Siuslaw Acceptable User Conduct Requirements 

a) Where discretionary controls exist governing access to a User’s data or 
application files that are within the control of that User, the User will be 
responsible for the correctness of the access controls placed upon them. 

b) Users should report any weaknesses in computer security or any incidents of 
possible misuse or violation to TD. 

c) Users shall not attempt to access any data or programs contained on Siuslaw 
Systems for which they do not have authorization or explicit consent. 
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d) Users shall take reasonable precautions to secure their physical working 
environment to guard against unauthorized access including, but not limited to, 
the use of password screen locks, session timeouts, logging out of computers at 
the end of the working day. 

e) Users shall not make copies of copyrighted or other proprietary material or 
software except as permitted by law or by the owner. 

f) Users shall not make copies of system configuration files for their own 
unauthorized personal use or provide to other people for unauthorized uses. 

g) Electronic communication facilities are for authorized use only. Fraudulent 
harassing or obscene messages and/or materials shall not be sent from, to or 
stored on Siuslaw Systems. 

h) Users shall not download, install, or run security programs or utilities that reveal 
weaknesses in the security of any system such as password cracking software or 
hacking utilities. 

i) Users are permitted to use district equipment for personal use but must limit it 
for the minimum essential scheduling of their personal lives.  For example, you 
may use your district computer or cell phone to schedule a doctor’s 
appointment.  You may not use your district cell phone or computer to play 
computer games. 

14 Information Handline Guidelines 

Information assets and their proper protection are critical to the long-term success of any 
organization. Often, they fall under legislative controls that obligate an entity to protect them 
including such legislation as the Health Insurance Portability and Accountability Act (HIPAA) or 
Payment Card Industry (PCI). Siuslaw limits critical and sensitive data access to only those 
individuals with a legitimate business purpose to such data. This section defines the 
appropriate labelling of all data types in use at Siuslaw and outlines the required data 
handling requirements for that data in all its forms (physical and electronic). 

14.1 Email Warning Notices 

Email correspondence from outside the company will receive the following banner message 
alerting staff to the origin of the email to prevent phishing attacks from succeeding. 
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14.2 Information Category Descriptions, Protections, and Disposal 

Type Information Category Examples Protection and Disposal 
General • Product info and manuals 

• Public information 
• Non-business critical or 

proprietary email 

Protections: 
• Documents can be discarded in regular trash. 
• Documents can be left on display. 
• File access permissions can be ?world readable and writable. 
 
Disposal:   
Other than recycling paper, no special handling is required for 

disposal of general information. 
Sensitive 
and 
Confidential 

• Salary information 
• Employee specific documents 

Protections: 
• Documents must be protected from inappropriate disclosure 

when printed, copied, displayed or transferred. 
• Documents should not be emailed to other parties without 

encryption or left on display when printed but rather locked 
up for protection when not in use. 

 
Disposal: 
• Paper documents must be shredded.   
• Electronic documents must be deleted from all media before 

disposal or reuse. 
• District Siuslaw email retention policies are in effect for 

Siuslaw employees and contractors. 
Critical and 
Confidential 

• Documents critical to the success 
of Siuslaw or documents 
containing non-public personal 
information defined as a first 
initial and last name paired with a 
bank account number, social 
security number, address, credit 
history, tax filings or any other 
financial instrument.  This 
category of information also 
includes Protected Health 
Information (PHI) and Payment 
Card Industry (PCI) data. 

Protections: 
• Documents must be protected from inappropriate disclosure 

through printing, copying, displaying or transferring. File and 
system-level permissions must be as restrictive as possible, 
limiting access to individuals, based upon business needs. 

• Email containing Siuslaw information (examples at left) 
created by Siuslaw, must be considered highly confidential 
and must not be forwarded or shared outside of Siuslaw, 
including with third party vendors. 

 
Disposal: 
• Paper documents must be shredded.   
• Electronic documents must be deleted from all media before 

disposal or reuse. 
• District Siuslaw email retention policies are in effect for all 

Siuslaw employees, contractors, and consultants. 

 

15 Appendix A:  Cybersecurity Definitions 

Adequate cybersecurity: Cybersecurity commensurate with the risk to Siuslaw is how 
adequate cybersecurity is determined.  A risk registry tracks risks to Siuslaw and then 
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estimates the potential likelihood and magnitude of the harm resulting from the loss, misuse, 
unauthorized access to, or modification, of information.  This includes ensuring that systems 
and applications used by the district operate effectively and provide appropriate 
confidentiality, integrity, and availability using cost-effective management, personnel, 
operational, and technical controls. 

Critical Information:  Critical information is defined as the information necessary for the 
continued operation of any Siuslaw organization, its automated information resources, and 
services.  This information may not be sensitive.  However, the loss, denial, or modification of 
such information may cause grave damage to the operation of the organization.  For example, 
content destined for WWW sites are considered critical information since its loss, denial and 
most importantly modification would cause grave danger to our customers and to Siuslaw’s 
offering directly. 

Data Availability:  Availability is assurance in the timely and reliable access to data services 
for authorized users. Most often this means that the resources are available at a rate which is 
fast enough for the wider system to perform its task as intended. It is possible that 
confidentiality and integrity are protected, but an attacker causes resources to become less 
available than required or not available at all. See Denial of Service (DoS). 

Data Confidentiality:  The assurance that only properly authorized persons can view private 
or confidential information.  Data confidentiality is achieved when specific information is not 
available or transmitted beyond those authorized as need-to-know.   

Data Integrity:  Data integrity is having assurance that the information has not been altered in 
transmission, from origin to reception. Source integrity is the assurance that the sender of 
that information is who it is supposed to be. Data integrity can be compromised when 
information has been corrupted or altered, willfully or accidentally, before it is read by its 
intended recipient. Source integrity is compromised when an agent spoofs its identity and 
supplies incorrect information to a recipient. 

Discretionary Access: The automated restricting of access to files, programs, protocols, 
resources, and information based on each user's need-to-know and least privilege 
requirement.  Discretionary Access uses either built-in system cybersecurity capabilities or 
third party cybersecurity enhancement products. 

Dissemination of Information:  Refers to distributing Siuslaw or customer specific information 
to the public, whether through printed documents, or electronic or other media.  
Dissemination of information does not include intra-company use of information or 
responding to requests for access to information from Siuslaw employees. 

Firewall:  Cybersecurity policy and technology that defines the services and access to be 
permitted, and an implementation of that policy in terms of a network configuration, one or 
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more host systems and routers, and other cybersecurity measures such as multi-factor 
authentication in place of static passwords.  The main purpose of a firewall system is to 
restrict access to or from a protected network (i.e., a site).  It implements a network access 
policy by forcing connections to pass through the firewall, where they can be examined and 
evaluated. 

Granularity:  The relative fineness or coarseness by which a mechanism such as access 
controls can be adjusted to implement discretionary access requirements. 

Information:   Any communication or reception of knowledge, such as facts, data, or opinions, 
including numerical, graphic, or narrative forms, whether oral or maintained in any medium, 
including computerized data bases, paper, microfilm, or magnetic tape. 

Information Resources Management (IRM):  The planning, budgeting, organizing, directing, 
training, and control associated with Siuslaw information.  IRM encompasses both 
information itself and the related resources, such as personnel, equipment, funds, and 
technology. 

Information cybersecurity:  The protection of information resources and technology from 
intentional or accidental unauthorized destruction, alteration, disclosure, denial, or delay. 

Information System (IS).  The organized collection, processing, maintenance, transmission, 
and dissemination of information in accordance with defined procedures, whether automated 
or manual.  

Information Technology:  The hardware and software operated by Siuslaw or by a contractor 
of Siuslaw or other organization that processes information on behalf of Siuslaw to 
accomplish a district function, regardless of the technology involved, whether computers, 
telecommunications, or others. 

Least privilege:  Refers to the information systems cybersecurity objective and requirement of 
granting users only those accesses they need to perform their official duties.  It requires that 
users be granted the lowest level of computer/system access that is consistent with job 
authority.  Increases in privileges shall be requested and granted by written communications. 

Major Application:  An application that requires special attention to cybersecurity due to the 
risk and magnitude of harm resulting from the loss, misuse, unauthorized access to, or 
modification of the information in the application.  All Siuslaw information requires some 
level of protection.  Certain applications, however, require special management oversight and 
will be treated as major.  Adequate cybersecurity for other applications will be provided by 
redundant systems in which they operate. 
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Major Information System.  Information system that requires special continuing management 
attention because of its importance to Siuslaw’s mission; its high development, operating or 
maintenance costs; or its significant impact on the ability to service Siuslaw WWW sites, 
programs, or other resources. 

Mandatory Access Controls:  Consist of those access controls mandated in documented 
policies, procedures, system protocols, and systems parameters that serve as the mandatory 
minimum standards for all users regardless of their discretionary access requirements. They 
are also the required protection functions and assurances that must be bound together to 
create a protection profile.  An example is that all users are required to have a unique, 
authorized user id and password assigned to them by Siuslaw before they can access the any 
Siuslaw system. 

Need-to-Know:  The necessity for access to or knowledge or possession of classified or other 
sensitive information in order to carry out officially sanctioned duties.  Responsibility for 
determining whether a person's duties require possession or access to this information rests 
upon the individual having current possession (or ownership) of the information involved, and 
not upon the prospective recipient. 

Non-Discretionary Access Controls:  Policies, procedures, practices, instructions or system 
options that are implemented or activated to counter periodic, nonrecurring or unique 
threats, such as Trojan horses, viruses, logic bombs, or improperly tested software. Non-
Discretionary Access Controls are determined by Siuslaw cybersecurity and cannot be 
changed or deleted by unprivileged users, systems administrators or privileged users. 
Unprivileged users may utilize very limited discretionary administrative controls over these 
controls.  These controls serve to enhance and strengthen Mandatory and Discretionary 
access controls. 

Non-repudiation:  non-repudiation is the concept of ensuring that a contract cannot later be 
denied by either of the parties involved. Non-repudiation is the opposite of plausible 
deniability. 

Regarding digital cybersecurity, non-repudiation means that it can be verified that the sender 
and the recipient were, in fact, the parties who claimed to send or receive the message, 
respectively. In other words, non-repudiation of origin proves that data has been sent, and 
non-repudiation of delivery proves it has been received. 

Traditional methods such as seals or signatures are vulnerable to forgery. Digital transactions 
are also potentially subject to fraud, such as when computer systems are broken into or 
infected with Trojan horses or viruses, or the network connecting the systems allows for a 
man-in-the-middle attack. Participants can potentially claim such fraud to attempt to 
repudiate a transaction. 
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Position Sensitivity:  The determination by the organization's management with the support 
and consultation of Siuslaw cybersecurity of the potential for each position accessing the 
information system resource to cause great harm.  System managers/administrators and 
privileged users shall require a higher level of sensitivity than a system operator.  Systems 
that do not have separation of duties between system administrators/managers and Siuslaw 
cybersecurity employees require the highest position sensitivity. 

Pre-authentication:  A protocol or process for proving that a user knows her/his password 
before access to a system with a password is allowed.  Pre-authentication can be completed 
by the use of pin numbers, smart cards, biometrics or tokens. 

Privileged User:  A user of a computer who is authorized to bypass normal access control 
mechanisms, usually to be able to perform system management functions, is a privileged 
user.  Policies shall clearly state limits to privileges and separation of duties. 

Reverse Intent.  Reverse intent is the name given to a common hacker technique of flip-
flopping a piece of cybersecurity knowledge to identify a potential weakness.  For example, 
identifying the version of Bind running on a DNS server is used to identify common exploits of 
that version of software. 

It is also the development and adoption of Information Systems cybersecurity policies which, 
by their wording, unintentionally and inadvertently reveal system vulnerabilities and 
capabilities that can be exploited by attackers.  For example, a policy, that states: "System 
administrators shall not leave modems attached to the server in 'auto answer' or 'auto 
response' condition after normal working hours, during weekends and holidays" indicates to 
an attacker that the network has modems and is vulnerable to attack. 

Separation of Duties:  Refers to dividing roles and responsibilities to minimize the risk of a 
single individual subverting a system or critical process without detection. 

Sensitive Information:  Any information that the loss, misuse, unauthorized access to, or 
modification of  could adversely affect the Siuslaw program. 

Threat: A threat in the system environment that, if paired with a corresponding attack, could 
cause a harmful event to occur.  The four basic threats are (1) Denial of Service, (2) 
Unauthorized Use, (3) Unauthorized Manipulation, and (4) Unauthorized Disclosure of 
Information. 
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15.1 Online Cybersecurity Resources 

For a definition of nearly 500 different cybersecurity terms including their impact to small and 
medium sized businesses and a brief video outlining the term please visit: 

https://cyberhoot.com/cybrary/  

If you do not find a term you are searching for, email Support@cyberhoot.com and we will 
publish a new article for you within 24 to 48 hours.  

 

https://cyberhoot.com/cybrary/
mailto:Support@cyberhoot.com
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