
 

App Awareness for Parents 
Dangerous Apps linked to 

Cyberbullying  
 

Dangerous Anonymous Apps 

 
          Whisper                    YikYak                      Ask.fm 
 

 
          Tinder                   Instagram                  Kik 

 
        Snapchat                    Poke                         Vine 

                               
   ChatRoulette                  Omegle                       Voxer 

 
     Burn Note 
 
These apps have been linked to cyberbullying 
and can expose children to comments to 
degrading, hurtful, mean and untruthful 
comments affecting their self-esteem and 
self-worth. Users are exposed to sexually 
explicit content and personal attacks.  The 
distribution of messages and photos can be 
devastating to youth. Some of these apps allow 
for strangers to “friend” your child.  They 
also offer opportunities for your child to see 
sexually explicit and violent content. 
Distribution of inappropriate content of minors 
may be punishable as a felony. Most of these 
apps are Rated 17+, but often there is no age 
verification system allowing youth to register.  

 
          Whisper                    YikYak                      Ask.fm 
 

 
          Tinder                   Instagram 
 
These apps allow people to post anonymous 
messages, which opens up a wide range of 
dangers to youth.  Some have GPS features 
allowing child predators to see where the 
anonymous post was made and target emotionally 
vulnerable children through manipulation 
tactics. These apps offer children and adults 
the opportunity to post hurtful messages with 
no accountability adding to the risks for 
cyberbullying. Most of these apps are Rated 
17+, but often there is no age verification 
system allowing youth to register. 



 

Dangerous Photo/Video Sharing 
Apps 

Deceptive Secret/Hiding Apps 

 

        Snapchat                       Poke                        Vine 

                                        
       ChatRoulette              Omegle                       Blendr 

                
      Tumblr                  Instagram                    Burn Note 
These apps allow for users to send or post 

inappropriate photos or videos. This app also 

makes youth feel like they can “sext” or send 

inappropriate pictures without consequences 

because with some apps the image will 

“self-destruct” automatically. The truth is 

that nothing sent over the internet disappears. 

Distribution of photos and videos can be 

devastating to youth. Distribution of 

inappropriate photos in any format can be 

prosecuted, especially if the photo is taken of 

a minor.  

Poof!: This app allows the user to hide any app 
from their home screen, replacing it with a 
Poof! Icon that the user then deletes.  
 

           
 
HiCalculator  Audio Manager     Vaulty 
 

 
  
Best Kept Secret Folder 
 
These apps are designed for deception.  In some 
cases, these apps create a “fake” icon to 
disguise the dangerous app that someone is 
trying to hide. These apps make it difficult to 
track what apps your child is frequenting.  
 
 
 

 

Start a conversation with your child about why apps are dangerous–  
● What kind of things would a person want to post anonymously? Why?  

● How would you personally use this app?  

● What would you do if someone talks about hurting themselves or others, 

even if you think it’s a joke? 

● What would you do if someone threatens you? 

● What would you do if someone posts something about you that is not true? 

● What do you do if you receive a photo of someone you didn’t want? What if 

you thought YOU would get in trouble for it?  

● Who can you talk to about when something is happening on technology that 

you feel uncomfortable with or know is wrong/inappropriate?  


