
Ottawa USD #290 Acceptable Use Technology/Computer Policy for Students and Staff 
 
Access to computer and network services is a privilege – not a right.  All users must share the 
responsibility for seeing that our district-owned computer facilities are used in an effective, ethical 
and lawful manner.  Users are responsible for adhering to the guidelines that follow. 
 
Use of District Technology 
It is the policy of USD #290 to expect that all technologies (e.g. computers, IP phone system, 
digital cameras, video cameras, scanners, Internet, e-mail) be used according to district technology 
policy. All electronic communications, including, but not limited to, e-mail and Internet 
communications, should conform to the school district’s non-harassment policies.  Any take-home 
technology shall be used in the same manner as if it were at school.  Computer systems are for 
educational and professional use only.  All information created by staff shall be considered district 
property and shall be subject to unannounced monitoring by district administrators.  The district 
retains the right to discipline any student, up to and including expulsion, and any employee, up to 
and including termination, for violations of this policy. 
 
Fire Wall Information 
All Internet access by both students and staff passes through a filtering program that attempts to 
block access to inappropriate sites.  The filter keeps a log of sites that users access or attempt to 
access.  The Internet filter may occasionally block a legitimate research site.  Users may log an 
error request to the technology department, if they feel a site has been inappropriately blocked. 
Each request will be reviewed by the Tech Department for approval.   If a student inadvertently 
reaches a site that (s)he feels should be blocked but is not, (s)he should not show it to anyone but 
his teacher, an administrator, or the school librarian, who will then send the URL to 
tech_help@usd290.org to be blocked.  
 
Internet Use 
The District has taken available precautions, including but not limited to enforcing the use of 
filters that block access to obscenity, child pornography and other materials harmful to minors. 
However, on a global network, it is impossible to control all material and an industrious user may 
obtain access to inappropriate information or material. USD 290 does not allow chat rooms and 
social networking sites to be accessed to students. It is all staff members’ responsibility to educate 
students about appropriate online behavior, including interactions with other individuals on social 
networking sites/chat rooms and cyber bullying awareness and response. It is also the 
responsibility of all staff members to monitor students’ online activity for appropriate behavior. 
 
Use for Learning Purposes 
Users will agree to use the Internet only for lawful, school related purposes.  School computer 
networks and Internet access are provided to support the educational mission of the school. 
Incidental personal use of school computers must not interfere with the employee’s job 
performance, must not violate any of the rules contained in this policy or the Student Acceptable 
Use Policy, and must not damage the school’s hardware, software or computer systems.  
 
Expect No Data Privacy  
Users shall have no expectations of privacy when using district e-mail or computer systems.  Any 
e-mail or computer application or information in district computer systems is subject to monitoring 
by the administration at any given time. This extends to off-premises, hosted storage that is 
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maintained by the district as well.  All user communications, including text and images, that may 
indicate a violation of law or policy could be disclosed to law enforcement or other third parties 
without prior consent of the sender or receiver. 
 
Respect System Set-Up 
Users will respect the integrity of the networks; they will agree that the computer systems are set 
up by the system administrator and are not to be altered in any way.  A standardized teacher 
desktop will be set up to align the district with the Business Software Alliance (BSA) strict legal 
guidelines.   The following are not permitted: 

● To intentionally introduce malicious code or viruses into any computer resource; 
● To knowingly violate any local, state or federal statute; 
● To vandalize, damage, or disable the property of another individual or organization; 
● To install, copy, or remove software on district-owned computers without prior 

authorization; 
● Any attempt to circumvent system security or to identify another user’s password or in any 

way gain unauthorized access to local or Network resources; 
● Relocating, repairing, reconfiguring, modifying, or attaching devices to any Network 

system. (including personal laptops) 
 
Personal Password Protection 

♦ Users will protect their passwords and help to maintain the security of the network. 
(including wireless labs encrypted passwords) 

♦ Passwords should not be posted on computers because this undermines network security.  
♦ Accounts and passwords may be terminated at any time for any reason by the 

superintendent or designee, or the authorized technical and information services 
administrator. 

♦ The user shall not give personal information of students or staff, including name, password, 
etc., to others.  

♦ A staff member  giving his/her password to a student may be denied future Network 
privileges and may be disciplined, with possible termination, in addition to losing 
privileges of access and use of the system 

♦ A staff member shall not give access to students to the Student Information System for any 
reason for student confidentiality, 

 
Installation 
No hardware or software, including freeware or shareware, may be installed on any district 
technology equipment until cleared by the Technology Director.  The Director will verify the 
compatibility of the software with existing software and hardware, and prescribe installation and 
de-installation procedures.  
 
Personal Electronic Equipment 
Staff or students will not hook up personal computers to the district’s network with the exception 
of the District provided Guest Wireless Network.  Even then, any personal computer brought into 
the district to hook in to the network gives permission to the Technology Director to inspect and 
analyze any files or other data that may be within or connectable to the personal computer. 
Therefore anyone not wishing such inspections to be done on their personal computer should not 
bring such items into the district. 
 



Specifications for Publishing Web Pages to the District Web Server or Google Sites 
The district web site shall be under the control of the Creator &Technology Director and 
publication to that website by schools shall be supervised.  Identifiable student images shall not be 
posted on district or school websites without signed permission statement on student’s enrollment 
form  No personal student information shall be published on a school/district website.  (e.g., 
mailing address, telephone number, or other personally identifiable information) 
 
Any original materials created by students, such as poems, short stories, or art, are owned by those 
students.  Original materials will not be posted on the district web sites without prior written 
permission of the student who created the work, and, if under 18, the student’s parent or guardian. 
 
Our school’s web page is a valuable tool in communicating events, awards, and general news.  At 
times, we may want to recognize student accomplishments or post exemplary student work for a 
global audience to view.  Schools typically publish information to the school website similar to 
events one finds in the local newspaper. The following guidelines will govern these website posts: 
 

1. Pre-K-8 Students’ Images*: Students with a signed permission statement on their 
enrollment form can have their image posted to the school website in a photograph or video 
in one of two manners: 

a. Photos of individual Pre-K-8 students or groups of 4 or fewer students are 
permissible only if no names are used and the appropriate signed permission is in 
place. 

b. Group shots of 5 or more Pre-K-8 students can be posted with use of first name 
provided the student names are listed in an order inconsistent with the photo (e.g., 
list student names alphabetically instead of “from left to right”) and the appropriate 
signed permission is in place.  

 
Thus, if the form is marked “No” for a Pre-K-8 student, the student’s image* cannot be 
posted to the school website. (*If a student’s face is not visible or distinguishable, 
permission is not required as the “image” is more generic.)  

 
2. Pre-K-8 Students’ Names: Permission is not required to list first and last names of 

Pre-K-12 students in text only articles on the website.  Student names are used in 
recognition of awards or distinctions.  We typically don’t name students when depicting 
generic school scenes. 
 

3. Pre-K-8 Students’ Works/Creations: Permission must be in place to publish a student’s 
work from class (e.g., a poster or drawing) to the school website.  Use of the student’s 
name is governed as stated above. 

 
Copyright 
As described in the USD #290 board policy book, section ECH.  These policies apply to use of 
digital or audio files found on the Internet.  All material found on the Internet should be considered 
copyrighted unless the site specifically states that the material is public domain. 
 
Access Appropriate Sites 



Users will access, save, or use only “school-appropriate” language, pictures, text, or any other data 
on/from the Internet.  The following uses of district-provided Internet, network and e-mail are not 
permitted: 

● To access, upload, download, or distribute pornographic, obscene, or sexually explicit 
material; 

● To transmit obscene, abusive, insulting, harassing, sexually explicit, or threatening 
language; 

● To use another’s password or allow someone to use your password; 
● To intentionally introduce malicious code or viruses into any computer resource. 

 
Inappropriate use and/or transmission of any material via the Internet or any other method of 
violation of any United States or state law or regulation are prohibited.  This includes, but is not 
limited to, copyrighted material, threatening or obscene material or material protected by a trade 
secret. 
 
Follow Directions 
Users will adhere to printing, file-saving, and e-mail distribution guidelines as directed by Director 
of Technology.  
 
Keep Lab/Computer Areas in Good Condition 

● Users will use the equipment with care.  
● Report equipment or software problems to the building computer tech aide. 
● Leave all materials, equipment, and parts in the lab or computer area so that systems will 

be maintained in good working order. 
● Remember to keep all food and drinks out of the computer area. 
● Take the initiative to keep the lab or computer area clean and orderly by recycling 

unwanted paper, picking up personal items, etc. 
 
Teacher Guidelines 

● Teachers will ensure that classroom/lab computers are kept clean and dust-free which will 
prolong computer life and reduce complications and breakdowns.  

● Students will be supervised at all times during computer usage. 
● Teachers will not allow students to be on teacher machines.  

 
 
Equipment and Supplies Disposal 
Excess or unusable district-owned technology equipment and supplies will be declared surplus and 
disposed of at the discretion of the Technology Director. 
 
Gifts to Schools 
Any organization or individual making a technology gift to the district shall require the approval of 
the Technology Director.  All gifts will be regarded as district property. 
 
Violations 
Employees of the district who violate these guidelines may be denied future Network privileges 
and may be disciplined, and possibly terminated, in addition to losing his/her privileges of access 
and use of the system. 


