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BYOD 
Introduction 

Cumberland County Public Schools is committed to aiding students and staff in creating 

a 21st Century learning environment. With this goal in mind, the division is piloting a 

new initiative known as BYOD, which stands for “Bring Your Own Device.” Many schools 

across the nation are implementing Bring Your Own Device initiatives for their students 

and staff. Students and staff will now be able to access the CUCPS network with their 

personal devices (laptops, netbooks, tablets, smart phones, etc.) during the school day. 

With classroom teacher approval, students may use their own devices to access the 

Internet and collaborate with other students. By allowing students to use their own 

technology on campus, the school system is hoping to increase the access all students 

have to the technology they need to be successful. 

Overview 

In the summer of 2013, the School Board approved changes to policy and regulations 
that will allow all students to use their own electronic devices in an academic setting in 
order to access the school division’s wireless network. This will go into effect with the 
start of the 2013-2014 school year. 

Access to the Division’s wireless network, including the Internet, shall be made available 
to students, employees, and members of the School Board primarily for instructional 
and administrative purposes and in accordance with administrative regulations. Limited 
personal use of the system shall be permitted if the use: 

 Imposes no tangible cost to the Division 

 Does not unduly burden the Division’s computer or network resources; 

 Has no adverse effect on an employee’s job performance or on a student’s 
academic performance. 

 
Network users must comply with all rules and regulations established for the use of 
computers or other electronic equipment. The teacher is the final authority in the 
classroom and students must comply with requests for students to shut down or put 
away electronic devices when they are not needed for instruction. 
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Procedures and Guidelines for Students and Parents for the Use 

of a Privately Owned Electronic Device 

Starting with the 2013-2014 school year, Cumberland County Public Schools will allow 
students to use privately owned electronic devices to access the CUCPS wireless 
network. This wireless access provided to the devices is designed to enhance the 
students’ educational experience and outcomes. Connecting to the CUCPS Wi-Fi 
network with personal devices is a privilege, not a right, and it is not a requirement for 
division students. Permission to bring and use privately owned devices is contingent 
upon adherence to CUCPS guidelines. If a privately owned device is used by a student to 
disrupt the educational environment, in the sole opinion of CUCPS, that student’s 
privileges may be limited or revoked. 

Guidelines 

1. Students may use a privately owned electronic “Internet ready” device on the 
CUCPS wireless network with teacher or administrator permission. 

2. The use of a privately owned electronic device is to support and enhance 
instructional activities. 

3. Students are prohibited from accessing the Internet using any external Internet 
service. 

4. No privately owned electronic device may be connected to the CUCPS network 
by a network cable plugged into a data outlet. Network access is provided via 
Wi-Fi access only. 

5. No student shall establish a wireless ad-hoc or peer-to-peer network using 
his/her electronic device or any other wireless device while on school grounds. 
This includes, but is not limited to using a privately owned electronic device as a 
cabled or wireless hotspot. 

6. Voice, video, and image capture applications may only be used with teacher or 
administrator permission. 

7. Sound should be muted unless the teacher or administrator grants permission 
for use of sound associated with the instructional activities. A teacher or 
administrator may permit the use of ear buds or other types of headphones. 

8. The privately owned electronic device owner is the only person allowed to use 
the device. 
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9. No division-owned academic or productivity software can be installed on 
personal devices. 

10. No student shall use any computer or device to illegally collect any electronic 
data or disrupt networking services. 

11. Devices are brought to school at the students’ and parents’ own risk. In the 
event that a privately owned device is lost, stolen or damaged, CUCPS is not 
responsible for any financial or data loss. 

12. Violation of school or division policies, local, state and/or federal laws while 
using a personal electronic device on the CUCPS wireless network will result in 
appropriate disciplinary and/or legal action as specified in the Student Handbook 
and Code of Student Conduct, and/or School Board policy as well as by local, 
state and/or federal law.  [See Appendices A, B, C, D, and E]. 

13. The school division and school division personnel cannot attempt to repair, 
correct, troubleshoot, or be responsible for malfunctioning personal hardware or 
software.  

14. The school division reserves the right to examine the privately owned electronic 
device and search its contents if there is reason to believe that school division 
policies or local, state and/or federal laws have been violated. In the event that a 
student believes that his/her password has been compromised, he/she should 
immediately reset his/her password using a school division computer. 

Procedures 

All users shall be required to acknowledge receipt and understanding of all 
administrative regulations governing use of the system and shall agree in writing to 
comply with such regulations and guidelines. Parents/Guardians who wish to allow their 
children to bring personal electronic devices to school must sign the Parental BYOD 
Device User Agreement Form [see Appendix F]. 

Students who wish to bring allowable electronic devices to school for educational 
purposes must register those devices, obtain a login and password, and agree to use the 
devices in accordance with the Acceptable Use Policy [see Appendix A-E]. Students must 
use the school wireless network to access the Internet so that all sites can be monitored 
in compliance with CIPA regulations. Students should return the registration form to the 
office of their school. The IT Supervisor will call each student to a designated location to 
complete the registration form and assign a login and password. 
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Students are expected to charge their devices at home. Classrooms may not be able to 
accommodate large numbers of students who want to recharge their electronic devices 
nor will class time be spent in managing these personal devices. 

Students should not allow other students to use their personal electronic devices. 
Usually, having physical access to a personal device also provides the ability to e-mail or 
text message from the device. It also provides an opportunity for the device to be 
damaged. The owner is responsible for anything that occurs with the device. 

Students should not make recordings or take photographs without the express 
permission of the teacher or administrator and with appropriately signed media 
releases. 

Allowable Devices 

Allowable devices vary from school to school and are determined at the building level. 
Devices could include the following: laptops, tablets, eReaders (Nooks, Kindles, etc.), 
iPads, and iPods. Devices must be such that can be used for educational purposes. 
Teachers and administrators are the final authorities as to whether the device may be 
used at school. 

Use of mobile phones for any voice or text communication is generally not permitted 
during school hours; however, mobile phones may be used as directed by school 
personnel. When not for educational purposes, mobile phones do not have to be 
registered but must be turned off during school hours. Principals may allow limited use 
of phones during lunch. Mobile phones possessing advanced functions, including 
Internet access, eReader, and video-audio functions can be classified as non-disruptive 
educational devices. These functions may be used in Yellow and Green Zones as 
permitted and directed by school personnel. 

Devices that are disruptive of the educational setting are not allowed, such as too-loud 
headphones, laser pointers, and gaming devices (Nintendo DS, PlayStation, etc.). 

Zones 

The individual schools are divided into zones: Green, Yellow, and Red. The 
administration at each school will determine which, if any, locations other than the 
classroom setting that personally owned devices can be used during the instructional 
day. However, if the use of the device causes disruption in the specific setting, the 
student can be directed to put it away or impose other sanctions. 



 

 
6 

Red Zone: An area designated as a Red Zone indicates that use of any personal 
device, either allowable or otherwise, is strictly prohibited. A classroom 
designated as a Red Zone may ask that all personal devices be placed in a 
predetermined location or turned off and put out of sight. All bathrooms and 
locker rooms are Red Zones. 

Yellow Zone: An area designated as a Yellow Zone indicates that personal 
devices may be in use in a limited capacity as permitted and directed by school 
personnel. Hallways are an example of a Yellow Zone, where students may be 
allowed to have an iPod as long as headsets/earbuds allow the student to hear 
other students and teachers. 

Green Zone: An area designated as a Green Zone indicates that personal devices 
may be in use for school related tasks as permitted and directed by school 
personnel. The CHS library is an example of a Green Zone, where students may 
use their devices for research, reading, and other educational activities. 

Consequences for Inappropriate Use of Electronic Devices 

Violation of the appropriate use of electronic devices may result in any one or any 
combination of the following: 

1. Verbal or written warning 
2. Confiscation of the device by school personnel, to be returned to 

parent/guardian 
3. Loss of BYOD privileges  
4. In School Suspension 
5. Out of School Suspension 

Violations of law may result in criminal prosecution as well as disciplinary action by the 

Division. 

Statement of Non-Liability 

Cumberland County Public Schools assumes no responsibility for theft, loss, or damage 

of an electronic device brought to school. Students bring these devices to school at their 

own risk. 
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FAQs 

1. Why is CUCPS doing this? 

 Applications accessed by a web browser, such as Google Docs, eliminate the 

need to have specific software loaded onto every student computer. 

 Cloud-based computing allows students to access their information from any 

computer with a web browser. 

 The current economic times require unique strategies to ensure that every 

student has equitable access to online resources. 

2. What if my child’s device is stolen or damaged? What recourse can I take? 

Students bring electronic communication devices to school at their own risk, just like 

any other personal items. The school will not be held responsible if an electronic 

device or other item is lost, stolen, or misplaced. Some devices have a device 

locator; it is recommended that you enable this feature if possible. 

3. Is it required that my child use the school wireless? Can they use their own 3G or 

4G service? 

Students with a personally owned device need to use the school system’s guest 

wireless network. 

4. My child is bringing a device to school for instructional purposes. Will he/she have 

access to things that he/she normally does with district equipment? 

Your child will have access to any of the web-based software the school currently 

uses (databases, library search tools, etc.). The student will not necessarily have 

access to programs that are typically loaded on individual school machines. 

Moreover, software may run differently on different devices for varying reasons.  

5. As a parent am I required to add additional software (virus protection, filter, 

tracking device, etc.) to my child’s device? 

Virus protection for PC’s is recommended but not required. Device location software 

is not required but is always a good idea. 

6. How will my son’s/daughter’s device be used in the classroom?  

Schools must challenge students with rigorous, personalized academic learning 

experiences that foster innovation and creativity. Students will engage in cohesively 

integrated curriculum, access information, and apply it to solve authentic problems 

in a collaborative manner. 

7. I don’t have my own electronic communication device to bring to school. Will I be 

penalized or miss out on instruction? 

No, it is not mandatory for students to bring a device, even if they do own one. Use 

of personal electronic devices will be optional.  
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8. I have my device with me in class. How do I get on the Internet now? 

Most devices will detect a wireless connection when you are near one. Most of the 

time devices will ask you if you would like to join the network. When prompted, 

choose “guest” from the list or use the login and password provided to you. 

9. My device is not prompting me to choose a wireless network. Is there another way 

to connect? 

In the “settings” menu of your device, there is usually an icon for a network. Go to 

this icon and choose “guest” from the list or prompt your computer to look for 

wireless networks in range. 

10. I can’t get my device to connect to the network. Can I get some help from 

someone? 

Resources may be available to help you connect to the guest network in your school; 

however, you will need to consult with a network administrator for these resources. 

It is not the responsibility of your teacher or other staff to troubleshoot individual 

devices during the school day. 

11. I need to save and/or submit my work. Where can I save it? 

Students can save their work on a flash drive, CD, or DVD—if their devices support 

these. Students can post their work to My Big Campus. 

12. I need to print the assignment I just completed. Why is there no printer when I try 

this? 

Students do not have direct access to a network printer. Solutions include saving it 

to a flash drive or printing it from home or another school computer with 

permission. Use of school printers in the classroom or other learning spaces is at the 

discretion of the teacher or other school administrator. 

13. My device was stolen when I brought it to school. Who should I contact about 

this? 

Cumberland County Public Schools is not responsible for the theft of a device, nor is 

the school system responsible for any damage done to the device while at school. 

Any time a theft occurs, you should contact a teacher, principal, and/or School 

Resource Officer to make him/her aware of the offense. Bringing your own device to 

school can be useful; however, some risks are involved as well. It is a good idea to 

record the device’s serial number in case of theft. 

14. Why am I filtered on my own computer? Shouldn’t I be able to see what I want to 

on my own device? 

Internet filtering is a requirement of all public schools. The Children’s Internet 

Protection Act (CIPA) requires all network access to be filtered regardless of the 
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device you use to access it while in a public school. You own the device, but the 

network you are using belongs to the school and Internet access will be filtered. 

15. Am I still held accountable for the Acceptable Use Policy (AUP) I signed even 

though this is my personal device? 

Yes, students using a personally owned device must have both the Acceptable Use 

Policy and the Parental BYOD User Agreement signed and abide by the regulations in 

both documents.  

16. Will there be a permission form that needs to be signed before a student brings 

their own device to school? 

Students and parents must complete the Parental BYOD User Agreement. In 

addition, students must register their devices to receive a login and password. 

17. How will a teacher/administrator have the ability to revoke a student’s BYOD 

privilege? 

If a student is not following the developed guidelines for the use of his/her 

personally owned device, a teacher/administrator can revoke the privilege through 

the regular discipline process. 

18. How can a teacher or staff member tell if a student is using a 3G/4G wireless 

connection to the Internet rather than the school division’s wireless access? 

While it can be difficult to tell at times, if a staff member sees a student accessing a 

website that is typically blocked from the CUCPS network, the student is likely on a 

3G/4G connection. The quickest way to help enforce this is by observing what 

students are accessing. 
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Steps to Prevent Theft of Mobile Devices 

      --by Matthew Kitchens 

Mobile devices are great tools for teaching, learning, and entertainment. They're 
portable, reliable, and offer easy access to family, friends, and a global community. 

Expensive electronic gadgets are products that a lot of people want. Unfortunately, 
there are those who look to acquire a device whatever the cost – even if that means 
stealing. Here are a few tips for keeping you and your devices safe, along with ways to 
help deter theft. 

1. Be aware of your surroundings: Criminals prey on victims who are distracted. If 
you're walking home from school or riding a bus, keep your devices out of sight. Resist 
the temptation to play a game or access an app. While your attention is diverted, 
someone could snatch the device from your hand and be gone before you have time to 
react. 

2. Don't mention you currently possess expensive items: When in a crowd – especially 
among people you don't know – don't mention you're carrying a device in your 
backpack, book bag, or pocket. You may unknowingly tempt a would-be robber, who 
could then mark you as a potential target. 

3. Keep your devices hidden: When your belongings will be unattended, such as during 
a P.E. class, keep your electronics and other valuables in a secure location–a locked 
locker or a locked classroom, for example. Remember, never share your locker 
combination with a friend. Each person who has your locker combination increases the 
chances that you will have something stolen from your locker. When leaving your device 
in a car, tuck it under the seat or stow it in the vehicle's trunk. Keep it out of sight to 
decrease the chances of theft.  

4. Don't leave your device as a place holder at a restaurant or coffee shop: Even if 
you're ordering an item from the counter only feet away, take your device with you. You 
may lose your perfect seat, but finding a place to sit is easier than dealing with a stolen 
device.  

5. Trust is something that should be earned gradually: Remember, a criminal can be a 
wolf in sheep's clothing – meaning a thief can appear friendly or in need while having ill 
intentions. Keep your devices close by and consider the consequences when you let 
someone use or borrow your device.  

6. Don't assume, "It can't happen to me": If you allow that thought to take root in your 
mind, you've dropped your guard, which makes you an easier target. Remember to be 
aware, but not scared, and keep in mind that any device, even yours, could be stolen.  
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Additional Tip 

Record your device's serial number: Your device's serial number is unique. It 
distinguishes your device from any other on the planet. Record the serial number, and 
keep it in a safe place. If your gadget is stolen, the serial number will help police identify 
your property. 
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Resources 

Bray, B. (2011). 7 questions for bringing your own device to school. Rethinking Learning. 

Retrieved from http://barbarabray.net/2011/07/28/7-questions-for-bringing-

your-own-device-to-school/  

Henrico Public Schools. (n.d.) HPSD ed tech resources. Retrieved from 

https://sites.google.com/a/hanoverpublic.org/hpsdedtech/home  

Kuropatwa, D. (2008). How would I prepare to teach a BYOD class? Retrieved from 

http://adifference.blogspot.com/2011/07/how-would-i-prepare-to-teach-byod-

class.html  

Norris, C., & Soloway, E. (2011). Tips for BYOD K12 programs. District Administration. 

Retrieved from http://www.districtadministration.com/article/tips-byod-k12-

programs. 

Watters, A. (2013). What do kids say is the biggest obstacle to technology at school? 

ReadWrite10. Retrieved from http://readwrite.com/2011/04/03/ 

what_do_kids_say_is_the_biggest_obstacle_to_techno  

 

Downloads 

Did You Know (YouTube video) http://www.youtube.com/watch?v=mOPcE3fDodk  

Firefox  http://www.mozilla.org/en-US/firefox/new/  

Google Chrome https://www.google.com/intl/en/chrome/browser/  

 

 

 

 

 

 

http://www.youtube.com/watch?v=mOPcE3fDodk
http://www.mozilla.org/en-US/firefox/new/
https://www.google.com/intl/en/chrome/browser/
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APPENDIX A:  SCHOOL BOARD POLICY GAB/IIBEA 

ACCEPTABLE COMPUTER SYSTEM USE 

 

The School Board provides a computer system, including the internet, to promote 

educational excellence by facilitating resource sharing, innovation and communication.  

The term computer system includes, but is not limited to, hardware, software, data, 

communication lines and devices, terminals, printers, CD-ROM devices, tape or flash 

drives, servers, mainframe and personal computers, tablets, cellular phones, smart 

telephones, the internet and other internal or external networks. 

All use of the Division’s computer system must be (1) in support of education 

and/or research, or (2) for legitimate school business.  Use of the computer system is a 

privilege, not a right. Any communication or material generated using the computer 

system, including electronic mail, instant or text messages, tweets, or other files deleted 

from a user’s account, may be monitored, read, and/or archived by school officials. 

The Division Superintendent shall establish administrative procedures, for the 

School Board’s approval, containing the appropriate uses, ethics and protocol for the 

computer system.  

The procedures shall include: 

(1) a prohibition against use by Division employees and students of the division’s 

computer equipment and communications services for sending, receiving, viewing 

or downloading illegal material via the internet;  

 

(2) provisions, including the selection and operation of a technology protection 

measure for the division’s computers having Internet access to filter or block 

Internet access through such computers, that seek to prevent access to: 

  

(a) child pornography as set out in Va. Code § 18.2-374.1:1 or as defined in 18 

U.S.C.  

§ 2256; 

(b) obscenity as defined by Va. Code § 18.2-372 or 18 U.S.C. § 1460; and 

 

(c) material that the school division deems to be harmful to juveniles as defined 

in Va. Code § 18.2-390, material that is harmful to minors as defined in 47 

U.S.C.  

§ 254(h)(7)(G), and material that is otherwise inappropriate for minors; 
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(3) provisions establishing that the technology protection measure is enforced during 

any use of the Division’s computers; 

  

(4) provisions establishing that all usage of the computer system may be monitored; 

 

(5) provisions designed to educate students and employees about appropriate online 

behavior, including interacting with students and other individuals on social 

networking websites, blogs, in chat rooms, and cyberbullying awareness and 

response;  

 

(6) provisions designed to prevent unauthorized online access by minors, including 

“hacking” and other unlawful activities; 

  

(7) provisions prohibiting the unauthorized disclosure, use, and dissemination of  

photographs and/or personal information of or regarding minors; and 

 

(8) a component of internet safety for students that is integrated in the Division’s 

instructional program. 

 

Use of the School Division’s computer system shall be consistent with the 

educational or instructional mission or administrative function of the Division as well as 

the varied instructional needs, learning styles, abilities and developmental levels of 

students. 

The Division’s computer system is not a public forum. 

Each teacher, administrator, student and parent/guardian of each student shall sign 

the Acceptable Computer System Use Agreement, GAB-E1/IIBEA-E2, before using the 

Division’s computer system.  The failure of any student, teacher or administrator to 

follow the terms of the Agreement, this policy or accompanying regulation may result in 

loss of computer system privileges, disciplinary action, and/or appropriate legal action. 

The School Board is not responsible for any information that may be lost, 

damaged or unavailable when using the computer system or for any information retrieved 

via the Internet.  Furthermore, the School Board will not be responsible for any 

unauthorized charges or fees resulting from access to the computer system. 
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The School Board will review, amend if necessary, and approve this policy every 

two years. 

Adopted:    December 13, 1999 

Revised:     November 12, 2001 

        May 9, 2005 

        August 14, 2006 

        May 14, 2007 

        July 13, 2009 

        July 12, 2010 

________________________________________________________________________

________________________________________________________________________

____________ 

 

Legal Refs: 18 U.S.C. §§ 1460, 2256. 

47 U.S.C. § 254. 

 

Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 

22.1-70.2, and 22.1-78. 

 

Cross Refs.: GCPD  Professional Staff Discipline 

JFC Student Conduct 

JFC-R Standards of Student Conduct 
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APPENDIX B: SCHOOL BOARD POLICY GAB-R/IIBEA-R 

Acceptable Computer System Use 

 

All use of the Cumberland County School Division’s computer system shall be consistent 

with the School Board’s goal of promoting educational excellence by facilitating resource 

sharing, innovation, and communication. The term computer system includes hardware, 

software, data, communication lines and devices, terminals, printers, CD-ROM devices, 

tape drives, servers, mainframe and personal computers, the Internet, and any other 

internal or external network.  

 

The Acceptable Use and Internet Safety Plan is set forth to:  

 

1. Provide a grade-level instructional program that integrates safety, security, and ethics 

into all curricula.  

2.   Define the roles and responsibilities of all Division personnel, stakeholders, and 

students.  

3.   Provide evaluation procedures for continuing program improvement. 

 

Grade Level Instruction Program 

 

The grade level instructional program is designed for flexibility.  It can be successfully 

implemented by technology coordinators, teachers, and assistants, tutors, specialists, 

school resource officers, or ITRTs, combining an effective mix of offline and online 

activities.  

 

Goals 

 

Topic K-1 2-3 4-5 6-8 9-12 

S
af

et
y
 

Website Evaluation X X X X X 

Cyberpals 

Social Networking 

 

 

  

X 

 

X 

 

X 

FBI Rules for Internet Safety X X X X X 

Chat, Instant Message, and Gaming X X X X X 

Search Engines and Directory  X X X X 

Communication Inventions X X X X X 

Cyberspace and Internet Capabilities X X X X X 

E
th

ic
s 

Cyber Citizenship X X X X X 

Respecting Intellectual Property Rules  X X X X 

Computer Ethics X X X X X 

Netiquette  X X X X 

S
e

cu
r

it
y
 Private Identity Information (Online Nickname) X X X X X 

Email X X X X X 
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Recognition of Commercial Intent X X X X X 

Privacy X X X X X 

Cyber Security Issues (viruses, hacking, etc.) X X X X X 

 

The duties and responsibilities of all stakeholders are identified. 

Stakeholder 

 
Role and Responsibility 

 

Student  Use the Internet safely and effectively.  

Parent/Guardian  Be aware of the value of the Internet as a 

learning, communication, and entertainment tool, 

but also of its potential dangers and the need for 

diligent monitoring of its use.  

Teacher, ITRT, Teacher Assistant, Tutor, 

Specialist, Counselor, School Resource Officer, 

Library Media Specialists, SROs, Adult Ed 

Coordinator  

Accept responsibility for the instruction of the 

value of the Internet as a learning, 

communication, and entertainment tool, and also 

of its potential dangers to students.  

Accept responsibility for keeping up-to-date on 

Internet safety issues, and provide accurate and 

timely information to students.  

Inform parents of Internet Safety activities.  

Monitor Internet use.  

School and District Administrator  Oversee the Internet Safety Program and enforce 

the Division’s AUP and Technology Standards 

for Instructional Personnel (TSIP).  

School Board  Review and approve the Division’s revised AUP 

and implementation plan as presented by the 

Superintendent.  

The Board ensures the policy complies with 

current federal, state, and local laws relating to 

Internet Safety.  

Community, including the Public Library staff 

and local law enforcement officials  

Be aware of the value of the Internet as a 

learning, communication, and entertainment tool, 

but also of its potential dangers and the need for 

diligent monitoring of its use.  

IT Team  Accept responsibility for assisting educators in 

the implementation of Internet Safety into 

curriculum.  

Accept responsibility for monitoring Internet 

traffic, and making resources available.  

Remain up-to-date on Internet Safety issues and 

legalities.  
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The School Division will review the roles and responsibilities, and provide feedback on 

an annual basis.  In addition, professional development will be provided for all 

stakeholders. 

Professional Development 

Stakeholder 

 
Professional Development  

Parent/Guardian  

Community  

Information will be give through PTO, Back TO 

School Night, Parent/Teacher Conferences, 

Newsletters, and media.  

Teacher, ITRT, Teacher Assistant, Tutor, 

Specialist, Technology Coordinator, Counselor, 

School Resource Officer, Library Media 

Specialists, SROs, Adult Ed Coordinator  

Training will include review of policy, Internet 

Instructional Program, teachable moments, and 

chain of responsibility.  

Development starts during the first of the year 

workdays, and continues throughout the year.  

Evaluation is conducted through stakeholder 

feedback.  

School Board  Updates will be provided regarding how program 

goals are met. The Board will evaluate the 

program and determine areas of needed 

improvement after Internet Safety Team 

recommendations.  

IT Team  Training, workshops, and classes will be provided 

for IT Team so they can remain current on 

Internet Safety issues and legalities.  

 

Community Outreach 

A wide variety of events and media will be used to make the community aware of the 

importance of Internet safety, security, and ethics. Community events will emphasize that 

the Internet is an enjoyable and beneficial resource when it is used in a safe manner, and 

highlight risks that may endanger users. The School Division will monitor the awareness 

program, and will work with other community agencies and entities to facilitate 

awareness of all citizens.  

Events: 

 

Initial Internet Safety Media Blitz – newspaper, newsletter, Webpage 

  

Community Meetings – civic organizations, PTA meetings, Open 

House, School Board meetings, churches  
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Community Events – Informational booth  

 

Media – utilized on a regular basis to inform community  

 

 

ACCEPTABLE COMPUTER SYSTEM USE 

All use of the Cumberland County School Division’s computer system shall be 

consistent with the School Board’s goal of promoting educational excellence by 

facilitating resource sharing, innovation and communication.  The term computer system 

includes, but is not limited to,  hardware, software, data, communication lines and 

devices, terminals, printers, CD-ROM devices, tape or flash drives, servers, mainframe 

and personal computers, tablets, cellular phones, smart phones, the internet and any other 

internal or external network. 

Computer System Use-Terms and Conditions: 

 

1. Acceptable Use.  Access to the Division’s computer system shall be (1) for the 

purposes of education or research and be consistent with the educational 

objectives of the Division or (2) for legitimate school business. 

 

2. Privilege.  The use of the Division’s computer system is a privilege, not a right. 

 

3. Unacceptable Use.  Each user is responsible for his or her actions on the 

computer system.  Prohibited conduct includes but is not limited to: 

 using the network for any illegal or unauthorized activity, including violation 

of copyright or contracts, or transmitting any material in violation of any 

federal, state, or local law. 

 sending, receiving, viewing or downloading illegal material via the computer 

system. 

 unauthorized downloading of software. 

 using the computer system for private financial or commercial purposes. 

 wastefully using resources, such as file space. 

 gaining unauthorized access to resources or entities. 

 posting material created by another without his or her consent. 

 submitting, posting, publishing, or displaying any obscene, profane, 

threatening, 

 illegal, or other inappropriate material. 

 using the computer system while access privileges are suspended or revoked. 

 vandalizing the computer system, including destroying data by creating or 

spreading viruses or by other means. 

 intimidating, harassing, bullying, or coercing others. 

 threatening illegal or immoral acts. 
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4. Network Etiquette.  Each user is expected to abide by generally accepted rules of 

etiquette, including the following: 

 be polite. 

 users shall not forge, intercept or interfere with electronic mail messages. 

 use appropriate language.  The use of obscene, lewd, profane, lascivious, 

threatening or disrespectful language is prohibited. 

 users shall not post personal information other than directory information as 

defined in Policy JO Student Records about themselves or others. 

 users shall respect the computer system’s resource limits. 

 users shall not post chain letters or download large files.   

 users shall not use the computer system to disrupt others. 

 users shall not modify or delete data owned by others. 

 

5. Liability.  The School Board makes no warranties for the computer system it 

provides.  The School Board shall not be responsible for any damages to the user 

from use of the computer system, including loss of data, non-delivery or missed 

delivery of information, or service interruptions.  The School Division denies any 

responsibility for the accuracy or quality of information obtained through the 

computer system.  The user agrees to indemnify the School Board for any losses, 

costs, or damages incurred by the School Board relating to or arising out of any 

violation of these procedures. 

 

6. Security.  Computer system security is a high priority for the school division.  If 

any user identifies a security problem, the user shall notify the building principal 

or system administrator immediately.  All users shall keep their passwords 

confidential and shall follow computer virus protection procedures. 

 

7. Vandalism.  Intentional destruction of or interference with any part of the 

computer system through creating or downloading computer viruses or by any 

other means is prohibited.   

 

8. Charges.  The School Division assumes no responsibility for any unauthorized 

charges or fees as a result of using the computer system, including telephone, 

data, or long-distance charges. 

 

9. Electronic Mail.  The School Division’s electronic mail system is owned and 

controlled by the School Division.  The School Division may provide electronic 

mail to aid students and staff in fulfilling their duties and as an education tool.  

Electronic mail is not private.  Students’ electronic mail will be monitored. The 

electronic mail of staff may be monitored and accessed by the School Division.  .  
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Unauthorized access to an electronic mail account by any student or employee is 

prohibited.  Users may be held responsible and personally liable for the content of 

any electronic message they create or that is created under their account or 

password.  Downloading any file attached to an electronic message is prohibited 

unless the user is certain of that message’s authenticity and the nature of the file. 

 

10. Enforcement.  Software will be installed on the division’s computers having 

Internet access to filter or block internet access through such computers to child 

pornography and obscenity.  The online activities of users may also be monitored 

manually.  Any violation of these regulations shall result in loss of computer 

system privileges and may also result in appropriate disciplinary action, as 

determined by School Board policy, or legal action. 
 

Adopted:    December 13, 1999 

Revised:     November 12, 2001 

        May 9, 2005 

        May 14, 2007 

        July 13, 2009 

________________________________________________________________________

________________________________________________________________________

____________ 

Legal Refs: 18 U.S.C. §§ 1460, 2256. 

  47 U.S.C. § 254. 

Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 

22.1-70.2 and 22.1-78. 

Guidelines and Resources for Internet Safety in Schools, Virginia 

Department of Education (Second Edition October 2007) 

 

Cross Refs: GCPD  Professional Staff Discipline 

JFC  Student Conduct 

JFC-R  Standards of Student Conduct 
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APPENDIX C:  SCHOOL BOARD POLICY GAB-E/IIBEA-E 

SAMPLE LETTER TO PARENTS: 

ACCEPTABLE COMPUTER SYSTEM USE 

Dear Parent/Guardian:  

The Cumberland County School Board offers your student the use of electronic 

communications through the Cumberland School Division’s computer system. Your 

student will have the ability to communicate with other schools, colleges, organizations, 

and individuals around the world by means of the Internet and other electronic 

information systems/networks.  

Part of the School Division’s responsibility in preparing students for the 21st Century is 

to provide them access to the tools they will utilize as adults. The Internet will 

undoubtedly be one of those tools. Through the Division’s computer system, your student 

will have access to databases, libraries, and computer services from all over the world. 

We accept the responsibility of teaching your student about his/her role as a “network” 

citizen and the cold of ethics involved with this community.  

This educational opportunity requires student responsibility. These requirements are 

detailed in the enclosed Division Policy, Administrative Regulation and Agreement 

Form. It is important that both you and your student read over these forms and, together, 

discuss their responsibilities as users of the Division’s computer system. The Division 

takes precautions to prevent access to inappropriate material. However, it is impossible to 

control access to all material and a user may access inappropriate material.  

In order for your student to take advantage of this educational opportunity, your 

authorization is required. Attached to this letter are forms, including the Acceptable 

Computer System Use Policy and Regulation (GAB/IIBEA) and the Acceptable 

Computer System Use Agreement. It is strongly recommended that you read both of 

these forms with your student before providing your required signature, as well as your 

student’s required signature, on the Acceptable Computer System Use Agreement. 

Negligence on your part or your student’s part to sign the Acceptable Computer System 

Use Agreement will result in your student’s computer system privileges being suspended 

or revoked.  

Sincerely, 

Adopted:  May 9, 2005 

Revised:  
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APPENDIX D:  SCHOOL BOARD POLICY GAB-E1/IIBEA-E2 

ACCEPTABLE COMPUTER SYSTEM USE AGREEMENT 

 Each employee must sign this Agreement as a condition for using the School 

Division’s computer system.  Each student and his or her parent/guardian must sign 

this Agreement before being permitted to use the School Division’s computer 

system. Read this Agreement carefully before signing. 

Prior to signing this Agreement, read Policy GAB/IIBEA and Regulation GAB-

R/IIBEA-R, Acceptable Computer System Use.  If you have any questions about this 

policy or regulation, contact your supervisor or your student’s principal. 

I understand and agree to abide by the School Division’s Acceptable Computer 

System Use Policy and Regulation.  I understand that the School Division may access, 

monitor, and archive my use of the computer system, including my use of the internet, e-

mail and downloaded material, without prior notice to me.  I further understand that 

should I violate the Acceptable Use Policy or Regulation, my computer system privileges 

may be revoked and disciplinary action and/or legal action may be taken against me. 

 

Student/Employee Signature ________________________ Date__________________ 

I have read this Agreement and Policy GAB/IIBEA and Regulation GAB-

R/IIBEA-R.  I understand that access to the computer system is intended for educational 

purposes and the Cumberland County School Division has taken precautions to eliminate 

inappropriate material.  I also recognize, however, that it is impossible for the School 

Division to restrict access to all inappropriate material and I will not hold the School 

Division responsible for information acquired on the computer system.  I have discussed 

the terms of this agreement, policy, and regulation with my student. 

I grant permission for my student to use the computer system in accordance with 

Cumberland County School Division’s policies and regulations and for the School 

Division to issue an account for my student. 

Parent/Guardian Signature      Date      

 

Parent/Guardian Name       

(Please Print) 
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APPENDIX E:  SCHOOL BOARD POLICY JCF-R 

 

STANDARDS OF STUDENT CONDUCT 

The following are standards of student conduct established by the School Board 

for all students under its jurisdiction. Consequences shall be determined on the basis of 

the facts presented in each instance of misconduct in the reasonable discretion of the 

Board, its designated committees and other appropriate school officials. 

 

1. Student Dress  

 

A student’s dress and appearance shall not be such that it causes disruption, 

distracts others from the educational process or creates a health or safety problem. 

Students must comply with specific building dress regulations and of which 

students will be given prior notice. 

2. Unexcused Absence or Tardiness 

 

Students shall not be absent from or report late to class or school without 

appropriate parental permission, school permission or an otherwise valid excuse. 

 

If a student who is under 18 years of age has 10 or more unexcused absences from 

school on consecutive school days, the principal may notify the juvenile and 

domestic relations court, which may take action to suspend the student’s driver’s 

license.  

3. Disruptive Conduct 

 

Students shall not engage in conduct that is or is intended to be disruptive of any 

school activity, function or process of the school or is dangerous to the health or 

safety of students or others. 

4. Profane, Obscene or Abusive Language 

 

Students shall not use language, a gesture, or engage in conduct that is vulgar, 

profane, obscene or disrupts the teaching and learning environment. 

5. Threats or Intimidation 

 

Students shall not make any verbal, written, or physical threat of bodily injury or 

use of force directed toward another person for the purpose of extortion or for any 

other reason. 
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6. Assault and Battery 

 

A student shall not assault or commit battery upon another person.  Voluntary 

fighting resulting in physical injury to another person shall be considered assault 

and battery.  Assault includes any physical confrontation that may result in no 

injury, minor injury, or serious injury that includes, but may not be limited to, 

kicking, shoving, pushing, hitting and fighting. 

Battery is the unlawful application of force to the person of another. 

7. Bullying 

 

A student, either individually or as a part of a group, shall not harass or bully 

others either in person or by the use of any communication technology including 

computer systems, telephones,  pagers, or instant messaging systems.  Prohibited 

conduct includes, but is not limited to, physical, verbal, or written intimidation, 

taunting, name-calling, and insults and any combination of prohibited activities.   

 

"Bullying" means any aggressive and unwanted behavior that is intended to harm, 

intimidate, or humiliate the victim; involves a real or perceived power imbalance 

between the aggressor or aggressors and victim; and is repeated over time or 

causes severe emotional trauma. "Bullying" includes cyber bullying. "Bullying" 

does not include ordinary teasing, horseplay, argument, or peer conflict. 

8. Gambling 

 

A student shall not bet money or other things of value, or knowingly play or 

participate in any game involving such a bet, on school property or during any 

school related activity. 

9. Use and/or Possession of Alcohol, Tobacco, Anabolic Steroids, and Other Drugs 

 

A student shall not possess, use, and/or distribute alcohol, tobacco and/or tobacco 

products, or other drugs on school property, on school buses, or during school 

activities, on or off school property. This includes, but may not be limited to, 

smokeless tobacco, anabolic steroids, look-alike drugs, drug paraphernalia, and 

any prescription or non-prescription drug not possessed in accordance with Policy 

JHCD. 

 

A student shall not possess, procure or purchase or attempt to possess, procure, or 

purchase, or be under the influence of (legal intoxication not required), or use or 
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consume or attempt to use or consume, any of the restricted substances listed in 

this regulation or what is represented by or to the student to be any of the 

restricted substances listed in this regulation or what the student believes is any of 

the restricted substances in this regulation. 

 

This regulation incorporates Policy JFCF. 

 

Restricted Substances include  alcoholic drinks, marijuana, synthetic 

cannabinoids, narcotic drugs, hallucinogens, stimulants, depressants, and anything 

else covered by the Drug Control Act referenced below, as well as any abusable 

glue, paint and similar materials, anabolic steroids and both prescription and non-

prescription drugs if they are not taken according to the prescription or directions 

on the package, and includes anything that a student represents to be a restricted 

substance or which a student believes is a restricted substance. 

 

In addition to any other consequences which may result, a student who is a 

member of a school athletic team will be ineligible for two school years to 

compete in interscholastic athletic competition if the school principal and the 

division superintendent determine that the student used anabolic steroids during 

the training period immediately preceding or during the sport season of the 

athletic team, unless such steroid was prescribed by a licensed physician for a 

medical condition. 

10. Distribution or Sale of Illegal Drugs or Possession or Distribution with Intent to 

Sell 

 

Students shall not manufacture, give, sell, distribute or possess with intent to give, 

sell or distribute marijuana, synthetic cannabinoids, or other controlled substance 

as defined in the Drug Control Act, Chapter 15.1 of Title 54 of the Code of 

Virginia. 

11. Vandalism 

 

Students shall not willfully or maliciously damage or deface any school building 

or other property owned or under the control of the School Board. In addition, 

students shall not willfully or maliciously damage or deface property belonging to 

or under the control of any other person at school, on a school bus or at school-

sponsored events. 

 

12. Defiance of the Authority of School Personnel 
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Students shall comply with any oral or written instructions made by school 

personnel within the scope of their authority as provided by board policies and 

regulations. 

13. Possession or Use of Weapons or Other Dangerous Articles 

 

Students shall not have in their possession any type of unauthorized firearm or 

other article which may be used as a weapon, regardless of whether it is 

commonly accepted as such. This regulation incorporates Policy JFCD. 

 

14. Theft 

 

A student shall not intentionally take the personal property of another person 

without consent under duress, threat or otherwise. 

15. Behavior on School Bus 

 

Students shall not behave in a disruptive manner or otherwise violate these 

Standards of Conduct while waiting for a school bus, while on a school bus or 

after being discharged from a school bus. 

16. Cheating 

 

Students shall not cheat, plagiarize or knowingly make false statements with 

respect to any assigned school work or tests. 

17. Trespass 

 

The student shall not trespass on school property or use school facilities without 

proper authority or permission, or during a period of suspension or expulsion. 

18. Gang Activity  

 

A student shall not engage in gang activities as defined in Policy JFCE, 

incorporated by reference. 

19. Harassment 

 

A student shall not harass another student or any school employee, volunteer, 

student teacher or any other person present in school facilities or at school 

functions. 
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20. Possession of Mobile Electronic Devices 

 

Students may use Portable Communications Devices for instructional 

purposes as defined and supervised by the classroom teacher or 

administrator.  To avoid disruption of the instructional process, students 

shall not display, use, or activate Portable Communications Devices during 

the instructional day unless specifically given permission by a teacher or 

school administrator.  For the purpose of this Regulation the “instructional 

day” is defined as the moment a student enters the school building to the 

final dismissal bell.  The “instructional day” includes, but is not limited to, 

study halls, lunch breaks, class changes and any other structured or non-

structured instructional activity that occurs during the normal school day.  

Students are responsible for ensuring that their devices are turned off and 

out of sight during the instructional day when not in use as directed by a 

teacher or administrator. 

 

21. Reports of Conviction or Adjudication of Delinquency  

 

Any student for whom the superintendent has received a report pursuant to Va. 

Code § 16.1-305.1 of an adjudication of delinquency or a conviction for an 

offense listed in subsection G of Va. Code § 16.1-260 may be suspended or 

expelled. 

22. Laser Pointers 

 

Students shall not have in their possession laser pointers. 

23. Acceptable Use of the Internet 

 

Students shall abide by the Cumberland County School Division’s Acceptable 

Computer Use Policy and Regulation. 

 

24. Felony Charges 

 

Students charged with any offense, wherever committed, that would be a felony if 

committed by an adult may be disciplined and/or required to participate in 

prevention/ intervention activities. 

25. Bomb Threats  

 

Students shall not engage in any illegal conduct involving firebombs, explosive or 

incendiary materials or devices or hoax explosive devices or chemical bombs as 
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defined in the Code of Virginia.  Moreover, students shall not make any threats or 

false threats to bomb school personnel or school property. 

 

26. Hazing 

 

Students shall not engage in hazing. 

Hazing means to recklessly or intentionally endanger the health or safety of a 

student or students or to inflict bodily harm on a student or students in connection 

with or for the purpose of initiation, admission into or affiliation with or as a 

condition for continued membership in a club, organization, association, 

fraternity, sorority, or student body regardless of whether the student or students 

so endangered or injured participated voluntarily in the relevant activity.   

 

The principal of any school at which hazing which causes bodily injury occurs 

shall report the hazing to the local Commonwealth Attorney.  Hazing, as defined 

above, is a Class 1 misdemeanor which may be punished by confinement in jail 

for up to 12 months and a fine of up to $2,500, or both, in addition to any 

disciplinary consequences which may be imposed under this policy. In addition, 

any person receiving bodily injury by hazing has a right to sue, civilly, the person 

or persons guilty thereof, whether adults or infants.  See Va. Code 18.2-56. 

 

27. Other Conduct 

 

In addition to these specific standards, students shall not engage in any conduct 

which materially and substantially disrupts the ongoing educational process or 

which is otherwise a violation of federal, state or local law. 

 

CORRECTIVE ACTIONS 

 

The following corrective actions are among those available to the school 

administration for violation of the Student Code of Conduct. Each offense shall be 

considered fully in determining reasonable corrective actions. 

 

1. Counseling 

2. Admonition 

3. Reprimand 

4. Loss of privileges, including access to the School Division’s computer system 

5. Parental conferences 

6. Modification of student classroom assignment or schedule 
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7. Student behavior contract 

8. Referral to student assistance services 

9. Removal from class 

10. Initiation of child study process 

11. Referral to in-school intervention, mediation, or community service programs 

12. Tasks or restrictions assigned by the principal or his designee 

13. Detention after school or before school 

14. Suspension from school-sponsored activities or events prior to, during, or after the 

regular school day 

15. In-school suspension  

16. Out-of-school suspension 

17. Referral to an alternative education program 

18. Notification of legal authority where appropriate 

19. Recommendation for expulsion 

20. Mandatory expulsion for bringing a firearm onto school property or to a school-

sponsored activity or use or possession of a controlled substance, imitation 

controlled substance or marijuana, as defined in Chapter 34 of Title 54.1 and 

§18.2-247 of the Code of Virginia, synthetic cannabinoids, on school property or 

at a school sponsored activity 

21. Evaluation for alcohol or drug abuse 

22. Participation in a drug, alcohol or violence intervention, prevention or treatment 

program. 

 

Adopted:    August 14, 1995 

 

Revised:    October 14, 1995  May 12, 2003  August 5, 2008  

        June 9, 1997  August 11, 2003 February 9, 2009 

        May 11, 1998  May 10, 2004  July 13, 2009 

        December 11, 1999 August 9, 2004 August 8, 2011 

        January 11, 2000  May 9, 2005 

        April 20, 2000  May 8, 2006 

  

________________________________________________________________________

________________________________________________________________________

____________ 

 

Legal Refs.: Code of Virginia, 1950, as amended, §§ 18.2-56, 18.2-83, 18.2-85, 18.2-

87.1, 18.2-119, 18.2-308, 18.2-308.1, 18.2-308.7, 18.2-433.1, 22.1-70.2, 
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22.1-78, 22.1-202, 22.1-253.13:7.C.3, 22.1-276.3, 22.1-277, 22.1-

277.07:1, 22.1-277.08, 22.1-277.2, 22.1-279.1, 46.2-323, 46.2-334.001.  

 

Student Conduct Policy Guidelines, Virginia Board of Education, 2009. 

 

Information Brief: Cyberbullying and School Policy (Virginia Department 

of Education August 2008) 

 

Cross Ref.: CLA Reporting Acts of Violence and Substance Abuse 

ECAB   Vandalism 

GAB/IIBEA  Acceptable Computer System Use 

GAB-R/IIBEA-R Acceptable Computer System Use Regulation 

IEA   Pledge of Allegiance 

IGAG   Driver Education 

JED   Student Absences/Excuses/Dismissals 

JFC   Student Conduct 

JFCD   Weapons in School 

JFCE   Gang Activity or Association 

JFCF   Drugs in School 

JFHA/GBA Prohibition Against Harassment and Retaliation  

JGA Corporal Punishment 

JGD/JGE Student Suspension/Expulsion 

JGDA Disciplining Students with Disabilities 

JGDB Discipline of Students with Disabilities for 

Infliction of Serious Bodily Injury 

JHCD Administering Medicines to Students 

JN Student Fees, Fines and Charges 
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APPENDIX F 

PARENTAL BYOD USER AGREEMENT FORM 

I, ____________________________ agree to let _________________________ 
        (Name of parent/guardian)   (Name of student) 

Bring his/her personally owned computing device(s) for instructional use in Cumberland County 
Public Schools (CUCPS). I understand that the student named above will be permitted to use 
his/her personally owned device, subject to the conditions in this document and in accordance 
with the BYOD Guidelines, Policies, and Procedures.  
 
I understand that if I agree to allow my student to use his/her own device that CUCPS is not 
responsible for any device or data loss, theft, damage or other associated costs of replacement 
or repair incurred during the school day or at home as a result of participation in this initiative. I 
understand that the CUCPS Staff will be unable to store, support, or troubleshoot student 
owned devices. The student named above will take full responsibility for the device and will 
appropriately secure all devices when not in use. 
 
CUCPS uses technological measures such as filtering to promote Internet safety. Filtering limits 
student’s ability to access harmful Internet sites from any device connected to the CUCPS 
network, but only when this equipment is used in school on the CUCPS network. Access 
through cellular networks does not provide the same measures of filtering. Students should 
only use the CUCPS network (not private cellular service) for Internet access while on CUCPS 
property. 
 
I have verified my student is aware that all rules and regulations regarding this BYOD initiative. I 
understand that the purpose of allowing my student to use his/her own device is to participate 
in teacher approved activities in support of the CUCPS curriculum. Uses of these devices for 
unrelated activities beyond or outside the CUCPS educational program or prescribed uses are 
prohibited. 
 
____________________________________    ___________________ 
Parent or Guardian’s Signature      Date 
 
Student Acceptance: 
 
I agree to adhere to the AUP guidelines and the guidelines outlined in the Student Code of 
Conduct as well as the BYOD Guidelines, Policies, and Procedures. I will utilize the device(s) for 
instructional purposes only while at any CUCPS school or network. 
 
____________________________________    ____________________  
Student Signature        Date 
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PARENTAL BYOD USER AGREEMENT FORM 

To be filled in by Parent/Guardian:  You may fill out this form to register up to 3 devices. If you 
need assistance with collecting information, please ask a member of your school’s technology 
support team. 
 

 Device 1 Device 2 Device 3 

Device Type  
(make and model) 
 

   

Serial Number 
 

   

Network/MAC 
Address for all 
network adaptors 

   

 
 

 


