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Instruction 

Access to Electronic Networks  

Electronic networks, including the Internet, are a part of the District’s instructional program and serve to 

promote educational excellence by facilitating resource sharing, innovation, and communication.  The 

Superintendent shall develop an implementation plan for this policy and appoint system administrator(s).  

The School District is not responsible for any information that may be lost or damaged, or become 

unavailable when using the network, or for any information that is retrieved or transmitted via the 

Internet.  Furthermore, the District will not be responsible for any unauthorized charges or fees resulting 

from access to the Internet. 

Curriculum 

The use of the District’s electronic networks shall:  (1) be consistent with the curriculum adopted by the 

District as well as the varied instructional needs, learning styles, abilities, and developmental levels of the 

students, and (2) comply with the selection criteria for instructional materials and library resource center 

materials.  Staff members may, consistent with the Superintendent’s implementation plan, use the Internet 

throughout the curriculum. 

The District’s electronic network is part of the curriculum and is not a public forum for general use.  

Acceptable Use  

All use of the District’s electronic networks must be:  (1) in support of education and/or research, and be 

in furtherance of the goals stated herein, or (2) for a legitimate school business purpose.  Use is a 

privilege, not a right. Students and staff members have no expectation of privacy in any material that is 

stored, transmitted, or received via the District’s electronic networks or District computers.  General rules 

for behavior and communications apply when using electronic networks.  The District’s Authorization for 

Electronic Network Access contains the appropriate uses, ethics, and protocol.  Electronic 

communications and downloaded material, including files deleted from a user’s account but not erased, 

may be monitored or read by school officials.  

Internet Safety  

The District shall provide content filtering for each computer with Internet access in compliance with the 

federal Children's Internet Protection Act and as determined by the Superintendent or designee. The 

Superintendent or designee shall enforce the use of such filtering devices.  Content filtering exception 

shall granted by the Superintendent or system administrator.   The Superintendent or designee shall 

include measures in this policy’s implementation plan to address the following:  

1. Ensure staff supervision of student access to online electronic networks, 

2. Restrict student access to inappropriate matter as well as restricting access to harmful materials, 

3. Ensure student and staff privacy, safety, and security when using electronic communications, 

4. Restrict unauthorized access, including “hacking” and other unlawful activities, and 

5. Restrict unauthorized disclosure, use, and dissemination of personal identification information, 

such as, names and addresses. 

Authorization for Electronic Network Access  

Each staff member must sign the District’s Authorization for Electronic Network Access as a condition for 

using the District’s electronic network.  Each student and his or her parent(s)/guardian(s) must sign the 

Authorization before being granted unsupervised use.  



All users of the District’s computers to access the Internet shall maintain the confidentiality of student 

records.  Reasonable measures to protect against unreasonable access shall be taken before confidential 

student information is loaded onto the network. 

The failure of any student or staff member to follow the terms of the Authorization for Electronic 

Network Access, or this policy, will result in the loss of privileges, disciplinary action, and/or appropriate 

legal action. 

 

 

 

“COMPUTER NETWORK AND INTERNET SAFETY, ACCESS, AND USE”  

 

I. Scope of Rules and Regulations and School District Authority 

 

These Rules and Regulations are promulgated pursuant to the Computer Network and Internet 

Safety, Access, and Use Policy (the “Policy”).  These Rules and Regulations govern all use of 

District computers, the District’s local and/or wide area network, any District’s local and/or wide 

area network, and access to the Internet through District computers or the District’s local and/or 

wide area network, which will be collectively referred to in these Rules and Regulations as the 

District’s “computer network.” 

 

The rights of the District include, but are not limited to, those set forth in the Policy and 

these Rules and Regulations.  The Policy and these Rules and Regulations may be 

supplemented by additional rules, regulations, and other terms and conditions of 

computer network use that may be promulgated by District staff pursuant to the 

Policy or these Rules and Regulations. 

 

II. Obtaining Authorization to Use Computer Network  

 

A. Authorized Users 

 

Authorized users of the computer network include students, teachers, administrators, 

other employees of the District, Board of Education members and other enrolled out of 

district students, contractors and other persons designated by the district who have a 

signed Acceptable Use Agreement form and whose computer network privileges are not 

suspended or revoked. 

 

B. Students 

 

Students must have a signed Acceptable Use Agreement form prior to accessing the computer 

network. Copies of these authorizations and of the student’s signed Acceptable Use Agreement 

shall be kept at the school, which the student attends.   

 

Students over the age of 18 will need to sign the Authorization for Parent Access for parents to 

have access to student password for the district gradebook. 

Unless a student’s computer network privileges have been suspended or revoked, the student and 

parental authorizations and student signed Acceptable Use Agreement form will be valid so long 



as the student attends the school, which the student was attending, when the form was issued.  If a 

student’s computer network privileges are suspended or revoked, newly signed copies of the 

student and parental authorizations must be submitted before the student’s access privileges are 

restored.  Newly signed student and parental authorizations must also be submitted each time the 

student enters into a new District school.  Upon submission of newly signed authorizations, the 

District will either issue the student a new Acceptable Use Agreement. 

 

Any violation of the terms of these Authorizations, of the Policy, of these Rules and Regulations, 

or of additional rules, regulations, or other terms and conditions of computer network access 

promulgated by the Superintendent, Building Principals and Director of Technology will result in 

the suspension or revocation of computer network privileges, disciplinary action, and/or 

appropriate legal action. 

 

C. Teachers and Other Non-Students 

 

Teachers and all other non-student users must sign an Acceptable Use Agreement to 

accessing the computer network.   

 

Unless a teacher’s or other non-student’s computer network privileges have been suspended or 

revoked, this authorization and the signed Acceptable Use Agreement will be valid so long as the 

user remains an employee of the District or a member of the Board of Education.  If a teacher’s or 

other non-student’s computer network privileges are suspended or revoked, the user must submit 

a newly-signed Non-Student Authorization before the user’s access privileges are restored. 

 

Any violation of the terms of this Authorization, of the Policy, of these Rules and 

Regulations, or of additional rules, regulations, or other terms or conditions of computer 

network access promulgated by the Superintendent or Building Principals will result in 

the suspension or revocation of computer network privileges, disciplinary action, and/or 

appropriate legal action. 

 

 

III. Use of Computer Network 

 

A. Acceptable Use 

 

Access to the District computer network must be for bona fide educational or research 

purposes consistent with the District’s educational mission.  Access also must comply 

with the Policy, these Rules and Regulations, other rules, regulations or other terms or 

conditions of computer network access promulgated the Superintendent, Building 

Principals and Director of Technology and all other disciplinary policies and regulations 

necessary for the safety and pedagogical concerns of the District. 

 

B. Unacceptable Use 

 

Any use which disrupts the proper and orderly operation and discipline of schools in the 

District; threatens the integrity or efficient operation of the District computer network; 

violates the rights of others; is socially inappropriate or inappropriate for a student’s age 

or maturity level; is primarily intended as an immediate solicitation of funds; is illegal or 

for illegal purposes of any kind; or constitutes gross disobedience or misconduct is an 

unacceptable use.  Use of the District computer network for any unacceptable use will 



result in the suspension or revocation of computer network privileges, disciplinary action, 

and/or appropriate legal action. 

 

Unacceptable uses of the District’s computer network specifically include, but are not limited 

to, the following: 

 

 1. Taking any steps which threaten, or which may reasonably be interpreted to threaten, any 

person, group of persons, building, or property with harm, regardless of whether the user 

intends to carry out such threat; 

 

 2. Compromising the privacy or safety of other individuals by disclosing personal 

addresses, telephone numbers, or other personal identifying information;  

 

 3. Accessing, using or possessing any material in a manner that constitutes or furthers fraud 

(including academic fraud), libel, slander, plagiarism, forgery, or a violation of copyright or 

other intellectual property right; 

 

 4. Using the computer network for commercial, private, or personal financial gain, 

including gambling; 

 

 5. Deliberately accessing, creating, displaying, transmitting, or otherwise possessing or 

disseminating material which contains pornography, obscenity, or sexually explicit, 

pervasively lewd and vulgar, or indecent or inappropriate language, text, sounds, or visual 

depictions; 

 

 6. Accessing any external computer, computer system, or computer account (including 

external e-mail accounts) not maintained by the District, whether or not the user is an 

authorized user of such external computer, computer system, or computer account, 

specifically including, but not limited to, use of Napster, Kazaa, or other peer-to-peer file-

sharing networks; 

 

 7. Creating or forwarding chain letters, “spam,” or other unsolicited or unwanted messages; 

 

 8. Creating or sending e-mail or other communications which purport to come from another 

individual (commonly known as “spoofing”), or otherwise assuming an anonymous or false 

identity in communicating with other individuals, businesses, or organizations; 

 

 9. Modifying, disabling, compromising, or otherwise circumventing any anti-virus, user 

authentication, filtering and or monitoring software or other security feature maintained on 

the District network or on any external computer, computer system, or computer account; 

 

 10. Using or accessing another user’s computer network account or password, with or 

without consent from that user; 

 

 11. Disclosing any computer network password (including your own) to any other individual; 

 

 12. Downloading or installing text files, images, or other files or software to the District’s 

computer network that is educationally irrelevant and/or violates copyright and software 

licenses without prior permission from the Superintendent, Building Principal, or Director of 

Technology; 

 



 13. Creating or deliberately downloading, uploading, or forwarding any computer virus, or 

otherwise attempting to modify, destroy, or corrupt computer files maintained by any 

individual on any computer; 

 

 14. Participating in, or subscribing to, mailing lists, newsgroups, chat services, electronic 

bulletin boards, or any other association or service which would be educationally irrelevant 

and cause a large number of e-mails or other electronic messages to be sent to the District’s 

computer network; 

 

 15. Using encryption software or otherwise encoding or password-protecting any file which 

is created with, sent to, received by, or stored on the District’s computer network; 

 

16. Any student use of the Internet which is not stated as an intended use on the 

Internet Use Form submitted by the student (see Section IV.B below);  

 

17.        The use of any hacking or cracking program. 

 

 18. Attempting to commit any action, which would constitute an unacceptable use if 

accomplished successfully. 

 

IV. Student Use of the Internet  

 

A. Internet Safety 

 

The District’s primary concern in maintaining Internet access is that student safety and 

security not be compromised at any time.  Some of the most effective safety measures 

can only be implemented by students themselves.  The District encourages parents and 

guardians to discuss the following safety concerns with their students: 

 

1. Students shall not give out such personal information as their name, age, home 

address, telephone number(s), photograph, their parents’ or guardians’ work 

address or telephone number, or the name or location of the school over the 

Internet or through e-mail.  Students should not give out such personal 

information about other individuals over the Internet or through e-mail. 

 

2. Students should immediately inform their parents, guardians, or a member of 

District staff if they come across any information on the Internet or in an e-mail 

that makes them feel uncomfortable.  Students should not respond to any e-mail 

or other message, which makes them feel uncomfortable. 

 

3. Students should never agree to meet someone in person whom they have “met” 

online without parental knowledge, permission, and supervision. 

 

4. Students should never agree to send or accept any item to or from a person whom 

they have “met” online without parental knowledge, permission, and supervision. 

 

5.        Students enrolled in Illinois Virtual High School will need approved e-mail 

accounts in order to communicate with the instructor. The Director of 

Technology will set up the e-mail and have access to that e-mail at any time. 

Students are to use the school e-mail account only for correspondence with the 



Illinois Virtual High School instructor and will follow the guidelines in the 

Acceptable Use Agreement. 

 

 

V. Downloads 
 

Users may only download educationally relevant text files, images, or other files or software 

obtained through the Internet, e-mail, file transfer protocol (ftp), or other means of file-

sharing with the permission of the Superintendent, Building Principal, or Director of 

Technology.  Users must scan all such files with virus detection software before installing, 

executing, or copying such files onto a District computer. 

 

VI. Privacy 

 

Any electronic communications or files created on, stored on, or sent to, from, or via the 

computer network are the property of the District.  Consequently, users do not have 

any expectation of privacy with respect to such messages and files.  Users should 

remember that such messages and files can be recovered from the computer 

network’s back-up system even after they have been deleted from a user’s individual 

account. 

 

The Superintendent, Building Principals, and/or Director of Technology may access and 

review such messages and files when necessary to maintain the integrity and efficient 

operation of the computer network; to monitor compliance with the Policy, these 

Rules and Regulations, and all other rules, regulations, or other terms or conditions of 

computer network access promulgated by the Superintendent, Building Principals or 

Director of Technology; and to further all other educational, safety and pedagogical 

concerns of the District.  The District also reserves the right to intercept, access, and 

disclose to appropriate authorities all information created with, sent to, received by, 

or stored on the computer network at any time, with or without user notice.  Use of 

the District’s computer network to create, store, send, receive, view, or access any 

electronic communication or other file constitutes consent by the user for the District 

to access and review such files consistent with this paragraph. 

 

VII. Technology Protection Measures 

 

Consistent with the District’s legitimate educational and pedagogical concerns, the District shall 

implement technology protection measures, which may include filtering and/or blocking 

software, on every District computer, which has access to the Internet.  Such technology 

protection measures shall be implemented in the best manner practicable to prevent access to any 

material, including visual depictions, which is obscene; which constitutes pornography, including 

child pornography; or which, with respect to use of computers by minors, would be harmful to 

minors.  The Superintendent, Building Principals, or Director of Technology may disable the 

technology protection measure on an individual computer during use by non-student adults to 

enable access to material needed for bona fide research or other lawful purpose. 

 

The District shall monitor the use of the computer network by all users in order to ensure 

compliance with the Policy, these Rules and Regulations, other rules, regulations or other terms 

or conditions of computer network access promulgated the Superintendent, Building Principals or 



Director of Technology and other disciplinary policies and regulations necessary to further the 

educational, safety, and pedagogical concerns of the District. 

 

VIII. Security 

 

The security and integrity of the District’s computer network is a high priority.  Users are to keep 

their account and password secure and confidential at all times.  If a user believes at any time that 

he or she has identified a security gap, weakness, or breach on the District’s computer network or 

on the Internet, the user must notify a District staff member immediately.  The user may not 

exploit the gap, weakness, or breach, and the user may not inform any other individuals of it.  

Any user who violates this security policy may be subject to a suspension or revocation of 

computer network privileges, disciplinary action, and/or appropriate legal action.   

 

IX.   No Warranties 

 

A. The District makes no warranties of any kind, whether express or implied, for the service 

of providing computer network access to its users, and bears no responsibility for the 

accuracy or quality of information or services obtained from the computer network or any 

loss of data suffered in connection with use of the computer network.  The District will 

not be responsible for any damages any user suffers, including loss of data resulting from 

delays, non-deliveries, missed deliveries, or service interruptions caused by users’ errors, 

omissions, or negligence.  Use of any information obtained from the computer network is 

at the user’s own risk.  The District specifically denies any responsibility for the accuracy 

or quality of information obtained through the computer network. 

 

B. The District assumes no responsibility for any unauthorized charges or fees, including 

telephone charges, long-distance charges, per-minute surcharges, and/or equipment or 

line costs, relating to, or arising out of, an individual user’s use of the computer network. 

 

C. The District has acted in good faith and in a reasonable manner in selecting and 

implementing filtering software, blocking software, and other technology protection 

measures to prevent access to material which is obscene, pornographic, or, with respect to 

use of computers by minors, harmful to minors.  Nevertheless, by using the District’s 

computer network, users acknowledge that such technology measures do not prevent 

access to all prohibited material, and may prevent access to non-prohibited material.  The 

District assumes no responsibility for access gained or denied by the technology 

protection measures that have been implemented. 

 

X. Indemnification 

 

The user agrees to indemnify the District for any losses, costs, damages, charges or fees, 

including, but not limited to, telephone charges, long-distance charges, per-minute surcharges, 

equipment or line costs, or attorney fees, incurred by the District and relating to, or arising out of 

the user’s use of the District’s computer network or any violation by the user of the Policy, these 

Rules and Regulations, or other rules, regulations or other terms or conditions of computer 

network access promulgated by the Superintendent or Building Principals.   

 

XI. Cooperation with Investigations 
 

The District reserves the right to participate and cooperate fully in any investigation requested or 

undertaken by either law enforcement authorities or a party alleging to have been harmed by the 



use of the District computer network.  Evidence of illegal activity may be reported or turned over 

to appropriate authorities. 

 

XII. Enforcement 
 

The failure of any user to abide by the Policy, these Rules and Regulations, or other rules, 

regulations or other terms or conditions of computer network access promulgated by the 

Superintendent or Building Principals will result in the suspension or revocation of the user’s 

computer network privileges, disciplinary action, and/or appropriate legal action.  Computer 

network privileges may be suspended or revoked by the Superintendent or Building Principal.  

Disciplinary measures, if any, will be considered and imposed consistent with District discipline 

policies. 

 

XIII. Policy Modifications 
 

The Board of Education may modify the terms and conditions of use and/or the provisions of this 

Policy and its implementing Rules and Regulations at any time.  The Superintendent or Building 

Principals may also promulgate additional rules, regulations, or other terms or conditions of 

computer network access as may be necessary to ensure the safe, proper, and efficient operation 

of the computer network and the individual District schools.  Notice of any such modifications or 

additional rules, regulations, or other terms of conditions of access shall be promptly 

communicated to all authorized users, including by posting such modifications on the computer 

network or in a conspicuous place at access locations.  Use of the computer network constitutes 

acceptance of the terms of the Policy, these Rules and Regulations, and any additional rules, 

regulations, or other terms or conditions of computer network access, which may have been 

promulgated by the Superintendent, Building Principals, or Director of Technology. 



 

Parental Authorization For Student's Computer Network Access 

IMPORTANT - PLEASE READ CAREFULLY 

The District’s computer network is a valuable resource that is used consistently with the District’s 

educational mission.  The computer network is connected to the Internet, and thus allows students 

virtually unrestricted access to individuals and information from around the world.  The District has 

implemented technology protection measures to prevent access to certain objectionable material, but 

cannot guarantee the effectiveness of these measures. 

 

I have read and accept the attached Board Policy and Rules and Regulations regarding use of the District's 

computer network.  I understand that any unacceptable use of the computer network is grounds for 

suspending or revoking computer network privileges, and may result in discipline up to and including 

expulsion from school, as well as criminal or civil penalties.  I realize that my student might access 

objectionable material through the Internet. I understand that, consistent with Section VI of the attached 

Rules and Regulations, the District may review all files, including electronic communications that are 

created on, stored on, or sent to, from, or via the computer network consistent. 

 

I will indemnify the District and be liable for any losses, costs, damages, charges or fees, including, but 

not limited to, telephone charges, long-distance charges, per-minute surcharges, equipment or line costs, 

or attorney fees, caused or incurred by my child relating to, or arising out of, my child’s use of the 

District’s computer network or the violation of any District policy, rules, or regulations.  I request that the 

District allow my student to access the computer network, and agree to hold harmless the Board of 

Education of Somonauk School District No. 432, its individual Board Members, employees, agents, and 

assigns, for any harm caused to my student or to me relating to, or arising out of, my student’s use of the 

District computer network or the violation of any District policy.   

 

This Authorization will expire, and a new Authorization must be submitted, any time that my student 

enters into a new District school or that his or her computer network privileges are suspended or revoked. 

 

 

Signed:  _________________________________________________________________ 

Parent/Guardian     Name of Student 

 

Date:__________________  Relationship to Student______________________ 



 

Exhibit 4 

 

Teacher and Non-Student Authorization For Computer Network Access 

 

 

I, the undersigned, certify that I have read the attached Policy and Rules and Regulations regarding the 

use of the District's computer network and agree to abide by its terms and conditions.  I understand that 

any unacceptable use shall be grounds for the suspension or revocation of computer network privileges; 

may result in additional discipline up to and including dismissal; and may result in criminal or civil 

penalties.  I understand that the District makes no warranties of any kind, whether express or implied, 

regarding the computer network, and bears no responsibility for the accuracy or quality of information or 

services obtained from the computer network or any loss of data suffered in connection with use of the 

computer network.  I agree that all electronic files, including electronic communications, that are created 

on, stored on, or sent to, from, or via the computer network are the property of the District; that I do not 

have any privacy interest in any such electronic files; and that the District may access and review such 

files consistent with Section VI of the attached Rules and Regulations. 

 

In addition, I agree to indemnify the District for any losses, costs, damages, charges, or fees, including, 

but not limited to, telephone charges, long-distance charges, per-minute surcharges, equipment or line 

costs, or attorney fees, incurred by the District and relating to, or arising out of, my use of the District’s 

computer network or any violation of the Policy, Rules and Regulations, or other rules, regulations or 

other terms or conditions of computer network access promulgated by the Superintendent or Building 

Principals.  In consideration for use of the District's computer network, I hereby release the Board of 

Education of Somonauk School District No. 432 and its individual Board members, employees, agents 

and assigns from any claims and damages arising from my use of, or inability to use, the District’s 

computer network. 

 

 

Name: _____________________________ Signed: _________________________ 

   

 

 

Title:  _____________________________ Date: ___________________________ 

 

 

 

 

 

 

 



 

AUTHORIZATION FOR PARENT ACCESS 

 

 

 

 

 

I, __________________________, being over the age of 18, I grant permission for the parent(s) 

signing below to have access to my student password and have access to the gradebook and any other 

pertinent information that is granted through password access. 

 

 

 

 

 

________________________________                  _______________________ 

               Student Signature            Date  

 

 

________________________________                   _______________________ 

                Parent Signature            Date 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Computer Technology Acceptable Use Policy 

For Faculty and Staff  
 

Faculty and staff of Somonauk Community Unit School District #432 that utilize district computing 

services, equipment and software are required to adhere to the following policies: 

 

1. All copyrights and other intellectual property rights and regulations will be respected.  Non-

licensed, illegally copied, and/or pirated software shall not be installed or used on district 

computers. This applies to uploading and down loading of materials. 

2. Only district-licensed software can be installed and used on district machines. 

3. Internet access is to be used for endeavors directly related to the employment with the district 

and/or advanced professional education.  District Information technologies are not to be used for 

recreational gaming. 

4. District Information technologies are not to be used for personal shopping. 

5. District Information technologies are not to be used for recreational gaming. 

6. Material content that is not normally allowed in a school setting is expressly forbidden.  This 

shall include, but is not limited to: nudity, vulgarity, pornography or any other materials deemed 

by the faculty, administration and/or school board to be disruptive of the educational 

7. Existing district guidelines concerning the release of confidential student data also apply to 

Internet related activities.  District web sites shall not provide information that allows students to 

be individually identified such as last names, schedules of activities, home addresses, telephone 

numbers, and identification numbers. 

8. All data (including, but not limited to Internet use, access, e-mail, documents, software, data files, 

and other data transmission and uses) on or with district computing systems are not privileged 

(i.e. no presumption of privacy) and are subject to administrative inspection, limitation and 

appropriation. 

9. Faculty and Staff shall not use district Internet access for commercial financial gain including 

private business ventures. 

10. Any illegal use of the Internet is expressly forbidden. 

11. Hacking of any type is not permissible.  This includes any effort to circumvent district 

information technology controls (including the use of proxy servers or sites). 

12. The district makes no warranties of any kind, whether expressed or implied, for the service it is 

providing.  The District will not be responsible for any damages you suffer.  This includes loss of 

data resulting from delays, non-deliveries, missed deliveries, or service interruptions caused by its 

negligence, errors or omissions.  Use of any information obtained via the Internet is at your own 

risk.  The District specifically denies any responsibility for the accuracy or quality of information 

obtained through its services. 

13. Violation of any of these rules will lead to administrative action. 

14. Teachers and staff are encouraged to develop websites on district servers.  The district’s Director 

of Technology must approve Websites for students that Teachers and staff develop on non-district 

servers.  Administrative passwords and access to these sites must be provided to district’s 

Director of Technology.  These sites are subject to the same data and access limitations as 

outlined in this document. 

15. Internet access and stored data will be subject to random inspection. 

 

 

_______________________________________________  ____________________ 

Signature of Faculty or Staff Member    Date 



 

 

Somonauk Community Unit School District #432 

Student Contract and Acceptable Use Policy 

 

Along with normal classroom decorum and school rules, I (as a student) agree to the following as 

it applies to use of the Somonauk Community Unit School District's computer hardware and 

software systems. 

1. I will treat computer hardware properly.  I will not: 

 Dismantle or alter any hardware or software component without permission. 

 Remove or alter keys, mice or other peripherals. 

 Damage or vandalize any other district owned or controlled computer-related items. 

2. I understand that hardware or software damage/theft, of any type will not be tolerated. 

3. I will use only the printers authorized by my teacher. 

4. Copyrights and other intellectual property rights and regulations will be respected.  Non-

licensed, illegally copied, and/or pirated software shall not be installed or used on district 

computers. This applies to uploading and down loading of materials. 

5. All data, Internet use/practice, access, e-mail and other data transmission and uses are not 

privileged and are subject to faculty and administrative inspection, limitation and appropriation. 

6. I will not: 

 Steal, access or destroy other people's data (includes copying of data, programs and files), disks, 

media, texts and other documentation. 

 Download, access or copy unauthorized files, programs, etc. from the network or workstation. 

 Upload, access or install any files, data or software to the network or workstation without 

permission. 

 Destroy any files without permission (outside of my home directory). 

 Alter any computer workstation, and or network configuration, batch and/or system files. 

 This includes, but is not limited to: 

(1) Screen savers, color schemes, wallpaper, mouse setting, etc. 

(2) Desktop configurations, printer settings, network boot files, etc. 

(3) Any other basic Windows setup attributes. 

(4) Registry files, autoexec.bat and config.sys or other batch and system files. 

(5) Access any unauthorized directories, data or log in as another user.   Students shall 

respect other people's privacy by not using their passwords or accessing their data. 

(6) Alter mine, or other's, access rights to files or directories. 

(7) Introduce a virus to school district computers and/or continue to use media that is 

known to be infected with a virus. 

(8) Interfere with the computer use or access of another student or staff member in any 

way. 

7. I understand that hacking (of any type) is forbidden. 

8. I understand that failure to follow these rules will result in disciplinary action. 

9. If I am authorized to access the Internet, I agree to observe these additional rules (the following 

guidelines have been excerpted and adapted from IASB guidelines): 

 Only educationally suitable materials shall be accessed.  Generally, materials and practices that 

have been deemed educationally unacceptable in other media such as print, TV, movie, 

telephone, radio, etc. are also unacceptable in using the Internet. 

 Material content that is not normally allowed in a school setting is expressly forbidden.  This 

shall include, but is not limited to: nudity, vulgarity, pornography, or any other materials deemed 

by the faculty, administration and/or school board to be disruptive of the educational process.  



 

Internet access is to be used only in direct support of Somonauk schools’ academic programs, 

assignments and projects as directed by the faculty. 

 Students will never divulge their (or other student’s) full name, addresses, telephone number, 

identification numbers or other related information to anyone or any site on the Internet. 

 Students will not download or upload data without faculty approval. 

 Students shall not gain unauthorized access to networks and data on the Internet or any of its 

connected networks. 

 Students shall not participate in instant messaging, chat rooms or news groups without specific 

approval and direction of a faculty member. 

 Audio and video streaming is specifically banned without specific approval and direction of a 

faculty member 

 Students shall not enter into any contractual arrangement (i.e., buying something) over or in 

regard to the school’s Internet accounts and use. 

 Students shall not use the Internet access for private or commercial financial gain. 

 Students shall not wastefully use resources, file space and or bookmarks. 

 Students shall not access individual e-mail accounts from school.  Classroom e-mail 

accounts may be used with teacher permission. 

 Any illegal use of the Internet is expressly forbidden. 

 Students will observe proper netiquette (network etiquette).  This shall include being polite and 

the use of appropriate language. 

 Recognition that e-mail and other data transmissions can be intercepted by others and that they 

are not private. 

 Students shall not use the Internet access to disrupt its use by others. 

 Students will not access download any files from the Internet without prior faculty approval.  In 

addition, students will not use (upload or download data) the school’s File Transfer Protocol 

(FTP) server without faculty permission. 

 Students will not access or use (upload or download data) the school’s Hypertext Transfer 

Protocol (HTTP) server without faculty permission. 

 The district makes no warranties of any kind, whether expressed or implied, for the service it is 

providing.  The District will not be responsible for any damages you suffer.  This includes loss of 

data resulting from delays, non-deliveries, missed deliveries, or service interruptions caused by its 

negligence, errors or omissions.  Use of any information obtained via the Internet is at your own 

risk.  The District specifically denies any responsibility for the accuracy or quality of information 

obtained through its services. 

 The user (and parents) agrees to indemnify the School District for any losses, costs or damages, 

including reasonable attorney fees, incurred by the district relating to, or arising out of any breach 

of this authorization. 

 Students may be required to pass the Basic Internet Proficiency exam before final Internet access 

will be granted. 

 

I understand that vast uncontrolled access to information the Internet provides does not relieve me of 

my responsibility to use this resource in an academically appropriate and discerning manner.  I also 

understand that willful unauthorized use of the Internet service or violation of the rules described 

above shall result in disciplinary action that could include up to: 

 Removal or reduction/limitation of all Internet use privileges for the remainder of the semester 

and the following semester (including the next school year).  

 Awarding of a failing grade for the assignments involved in the rule infraction.  

 Students will be responsible for completing any future Internet related assignments from an 

access point other than the district’s and at their own expense.  



 

 Additional disciplinary action based upon the materials and corresponding violations of other 

school rules prohibiting this action and/or possession of materials/data.  

 

I also understand that hacking, alteration, destruction, theft or unauthorized modification to data, 

software and hardware, as described above or below, shall result in disciplinary action that could 

include up to: 

 Removal of all computer use privileges for the remainder of the current semester and the 

following semester (including the next school year). 

 Removal from computer class (or computer enhanced class) and the awarding of a failing (WF) 

grade. 

 

 

 

 

ADOPTED: 9/18/06 

AMENDED: 5/17/10 

 


