
INFORMATION NETWORK SYSTEM - Policy #5728 
ACCEPTABLE USE POLICY  
 
Purpose: The purpose of this School Board Policy is to define for staff and students what’s 

allowed on-line and what is not. 
 
 
I. GENERAL STATEMENT OF POLICY 

The purpose of this Policy is to set forth policies and guidelines for access to the School 
District computer system and acceptable use of the Internet. 

 
In making decisions regarding student and employee access to the School District 
computer system and to the Internet, the School District considers its own stated 
educational mission, goals, and objectives.  Electronic information research skills are 
now fundamental to preparation of citizens and future employees.  Access to the School 
District computer system and to the Internet enables students to explore thousands of 
libraries, databases, bulletin boards, and other resources while exchanging messages with 
people around the world.  The School District expects that faculty will blend thoughtful 
use of the School District computer system and the Internet throughout the curriculum 
and will provide guidance and instruction to students in their use. 

 
Proper use of the School District’s Internet access and computer resources is the 
responsibility of the individual user.  Misuse of the Internet, computer or equipment may 
lead to revocation of the employee, student, or agent’s Internet access and possible 
discipline, including suspension, expulsion, loss of credit, reduction of grade or 
discharge, and/or criminal prosecution. 

 
II. SCOPE 

This policy shall apply to all users of the School District’s computers, equipment and 
Internet access, including but not limited to students, employees, administrators, support 
staff, agents, volunteers, part-time employees, and Board members.  This policy shall 
apply regardless of how, where, or when the Internet or the School District’s computer 
system is accessed. 

 
III. EDUCATIONAL PURPOSE

The School District is providing students and employees with access to the School 
District’s computer system, which includes Internet access.  The purpose of the system is 
not merely to provide students and employees with general access to the Internet.  The 
School District system has an educational purpose, which includes use of the system for 
classroom activities, professional or career development, and limited high quality, self-
discovery activities.  Users are expected to use Internet access through the District system 
to further educational and personal goals consistent with the mission of the School 
District and school policies.  Uses which might be acceptable on a user’s private personal 
account on another system may not be acceptable on this limited purpose network. 

 
IV. SYSTEMS/PROPERTY RIGHTS 



The information, communication, processing, and storage resources provided by the 
School District are the sole property of the District.  Files, data, and other communication 
created, originating from, or stored on the District's hardware, software, computer disks 
or other electronic systems are also the property of the School District.  Equipment and 
software leased from others by the School District are considered the District's property 
for the purposes of this policy.  The District’s ownership and control over its systems 
shall apply regardless of how, where, or when a user accesses the District’s systems. 
 

V. ENFORCEMENT 
The use of the School District system and access to use of the Internet is a privilege, not a 
right.  The School District reserves the right to limit or remove any user’s access to the 
School District’s computer system, equipment and Internet access at any time for any 
reason.  Depending on the nature and degree of the violation and the number of previous 
violations, unacceptable use of the School District system or the Internet may result in 
one or more of the following consequences: suspension or cancellation of use or access 
privileges; payments for damages and repairs; loss of credit and/or reduction of grade; 
discipline under other appropriate School District policies, including suspension, 
expulsion, exclusion or termination of employment; or civil or criminal liability under 
other applicable laws.  

 
VI. PRIVACY 

A. The School District can and will inspect information and files stored, 
processed, or communicated by or through its information systems without 
further notice to users.  Users of the School District’s computers, 
equipment and Internet access shall have no expectation of privacy related 
to such use.

B. Routine maintenance and monitoring of the School District system may lead to a 
discovery that a user has violated this policy, another School District policy, or 
the law. 

 
C. An individual investigation or search will be conducted if school authorities have 

a reasonable suspicion that the search will uncover a violation of law or School 
District policy. 

D. Parents have the right at any time to investigate or review the contents of their 
child’s files and e-mail files.  Parents have the right to request the termination of 
their child’s individual account at any time. 

E. School District employees should be aware that data and other materials in files 
maintained on the School District system may be subject to review, disclosure or 
discovery under Minnesota Statutes, Chapter 13 (the Minnesota Government Data 
Practices Act). 

F. The School District will cooperate fully with local, state and federal authorities in 
any investigation concerning or related to any illegal activities or activities not in 
compliance with School District policies conducted through the School District 
system. 

 
VII. UNACCEPTABLE USES 



All School District systems, equipment and Internet access must be used for business-
related and/or educational purposes. 

 
Limited Personal Use Exception for Employees:  De minimis personal use by 
employees during non-duty hours may be authorized in advance by their 
supervisor upon written request.  Personal use of a more substantial nature (e.g. 
masters degree thesis, etc.) may be authorized by the Superintendent upon written 
request. 

 
Limited Personal Use Exception for Students:  De minimis personal use by 
students will only be permitted during the school day, and then only under the 
direct supervision of a classroom teacher or administrator. 

 
A. The following uses of the School District’s computers, equipment, internal or 

external e-mail, or Internet access are considered unacceptable:



1. Users will not use the School District system to access, review, upload, 
download, transmit, receive, store, print, post, or distribute pornographic, 
obscene, abusive, or sexually explicit material or materials containing 
unclothed or partially clothed people. 

2. Users will not use the School District system to transmit or receive 
obscene, abusive, profane, lewd, vulgar, rude, inflammatory, threatening, 
disrespectful, or sexually explicit language or profanity. 

3. Users will not use the School District system to access, review, upload, 
download, transmit, receive, store, print, post, or distribute materials that 
use language or images that are inappropriate in the educational setting or 
disruptive to the educational process and will not post information or 
materials that could cause damage or danger of disruption. 

4. Users will not use the School District system to access, review, upload, 
download, transmit, receive, store, print, post, or distribute materials that 
use language or images that advocate violence or discrimination toward 
other people (hate literature) or that may constitute harassment or 
discrimination, including but not limited to sexual harassment and 
harassment or discrimination based upon race, gender, sexual orientation, 
religion, national origin, marital status, status with respect to public 
assistance, disability, or any other type of harassment or discrimination 
prohibited by law and School District policy. 

5. Users will not use the School District system to knowingly or recklessly 
post false or defamatory information about a person or organization, or to 
harass another person, or to engage in personal attacks, including 
prejudicial or discriminatory attacks. 

6. Users will not use the School District system to engage in any illegal act 
or violate any local, state or federal statute or law 

7. Users will not use the School District system to vandalize, damage or 
disable the property of another person or organization, will not make 
deliberate attempts to degrade or disrupt equipment, software or system 
performance by spreading computer viruses or by any other means, will 
not tamper with, modify or change the School District system software, 
hardware or wiring or take any action to violate the School District 
system’s security, and will not use the School District system in such a 
way as to disrupt the use of the system by other users. 

 
 
8. Users will not use the School District system to gain unauthorized access 

to information resources or to access the materials, information or files of 
another person or organization without the permission of that person or 
organization. 

9. To maintain the integrity of the School District computer system, users 
will not access or participate in any chat system or free Internet mail 
service, nor download computer programs without the permission of 
District technology personnel. 



10. Users will not use the School District system to post private information 
about another person or to post personal contact information about 
themselves or other persons including, but not limited to, addresses, 
telephone numbers, school addresses, work addresses, identification 
numbers, account numbers, access codes or passwords, and will not repost                                                     
a message that was sent to the user privately without permission of the 
person who sent the message. 

11. Users will not attempt to gain unauthorized access to the School District 
system or any other system through the School District system, attempt to 
log in through another person’s account, or use computer accounts, access 
codes or network identification other than those assigned to the user. 

12. Users will not use the School District system to violate any applicable 
state, federal, and/or international copyright, trademark, or intellectual 
property laws and regulations.  Users will not use the School District 
system to violate any usage licensing agreements, or otherwise to use 
another person or organization's property without prior approval or proper 
citation consistent with copyright laws, including unauthorized 
downloading or exchanging of pirated or otherwise unlawful software or 
copying software to or from any school computer.  Users will not 
plagiarize works they find on the Internet. 

13. Users will not use the School District system for the conduct of a business, 
for unauthorized commercial purposes or for financial gain unrelated to 
the mission of the School District.  Users will not use the School District 
system to engage in any form of gambling.  Users will not use the School 
District system to offer or provide goods or services, for product 
advertisement, or to engage in any form of solicitation without the consent 
of the user’s supervisor or teacher.  Users will not use the School District 
system to purchase goods or services for personal use without 
authorization from the appropriate School District official. 

 
14. Users will not use the School District system to promote any political or 

private causes, or other activities that are not related to the business 
purpose of the School District. 

15. Users will not use the School District system to enter into financial or 
contractual obligations without the prior express written consent of the 
School Board.  Any financial or contractual obligation entered into by a 
user without the express prior consent of the School Board shall be the 
sole responsibility of the user. 

16. Users will not use the School District system to review or access any 
materials related to obtaining or using any controlled substances or 
products such as alcohol which may not lawfully be used or consumed by 
minors, without the express written permission of their supervisor/teacher. 

17. Users will not use the School District system to advocate or access 
information advocating any type of unlawful violence, vandalism or illegal 
activity, without the express prior written consent of their 
supervisor/teacher. 



18. Employees will not use the School District system to engage in job search 
activities outside of the School District.  

 
B. If a user inadvertently accesses unacceptable materials or an unacceptable Internet 

site, the user shall immediately disclose the inadvertent access to an appropriate 
School District official.  This disclosure may serve as a defense against an 
allegation that the user has intentionally violated this Policy.  A user may also in 
certain rare instances access otherwise unacceptable materials if necessary to 
complete an assignment and if done with the prior approval of and with 
appropriate guidance from the appropriate teacher. 

 
VIII. CONSISTENCY WITH OTHER SCHOOL POLICIES 

A. Use of the School District’s computers, equipment and Internet access shall be 
consistent with School District policies and the mission of the School District. 

 
B. Internet Privacy Protections and Considerations for Students 

 
The School District has an obligation to protect student safety and to balance this 
with the need for open communications when using the Internet.  There are 
documented instances of students being inappropriately identified via the Internet 
and thereby becoming subjected to unhealthy situations or unwelcome 
communications. 

 
The purposes of these guidelines are: 

1. To inform school staff of the possible dangers of allowing students 
to publish identifying information on the Internet; 

2. To recognize that there are potential advantages of allowing 
students to publish identifying information on the Internet; and 

3. To provide to schools a recommended set of Guidelines governing 
how student identifying information should be allowed in 
publishing on the Internet. 

 
For Elementary and Middle School Students 

 
It is clear that there are significant risks, as well as significant advantages, 
involved with allowing students to be identified on the Internet.  Therefore 
students should not be easily identifiable from materials they might publish on the 
Internet.  No directory information should be posted on the web for students 
whose parents have returned the form asking that such information not be 
released. 

 
  Guidelines: 

· Only first names be used in published student work 
· Pictures that are a part of student publishing should not include 

identifying information 



· Under no circumstances should a student’s home address or phone 
number be included. 

· If replies to published student work are appropriate, the sponsoring 
teacher’s address should be the e-mail address displayed, not the 
student’s. 

· In special circumstances with parent-signed release, identifying 
information can be added. 

 
Limited Exceptions For High School Students 

 
While the five bulleted guidelines above apply to K-12, there are circumstances 
where it might be appropriate for high school students to provide identifying 
information along with work published on the Internet.  The School District 
recognizes that high school student publications on the Internet may allow more 
identifying information where it is considered appropriate by both the student and 
the supervising staff member.  One example might be college entrance or 
employment opportunities that would be enhanced by viewing a student’s work 
on the Internet. 

 
Guidelines: To make this determination the submitting high school student and 
the supervising staff member must carefully weigh the potential for risk against 
the perceived advantage of posting this identifying information.  Students are 
required to seek guidance and approval from school staff and their parents before 
posting identifying information. 

 
IX. ACCESS RULES 

A. Users shall not use any Internet access or service provider other than the access or 
service provider that is supplied and made available to the user by the School 
District. 

B. Users shall only use software, including but not limited to e-mail applications and 
web browsers, that is supplied by the School District. 

C. Employee users shall not install hardware or software on the School District’s 
systems without the express prior permission of their supervisor.  Students may 
not install hardware or software.  

D. Users shall not access, modify, or delete the files belonging to other users.  Users 
shall use only the user names provided by the School District. 

E. Users may not receive e-mail with attached files or enclosures greater than two 
megabytes in size without the permission of their immediate supervisor/teacher.  
Users may not forward e-mail chain letters.  Users may not subscribe to receive e-
mail from news groups or list services without the permission of their immediate 
supervisor/teacher. 

F. FTP (File Transfer Protocols) 
1. Users shall not open files received from the Internet without first 

conducting a virus scan of the file.   
2. Users shall not transfer files using the School District’s Internet access 

without the approval of the School District. 



G. Student access shall be subject to such additional rules, limitations and conditions 
as may be set by their instructor(s). 

H. Employee access shall be subject to such additional rules, limitations and 
conditions as may be set by their supervisor(s). 
 
 
 
 

X. SECURITY  
Every user must maintain the security of the School District information systems.  Users 
shall not divulge passwords or security protocols to anyone outside the School District.  
Users shall not permit non-employees/unauthorized users to use their passwords or the 
School District’s Internet access. 

 
E-mail communications are vulnerable to interception.  Confidential information shall not 
be transmitted via e-mail. 

 
XII. INTERNET USE AGREEMENT 

A. The proper use of the Internet, and the educational value to be gained from proper 
Internet use, is the joint responsibility of students, parents and employees of the 
School District. 

B. This policy requires the permission of the school’s designated professional staff 
before a student may initially use a school account or resource to access the 
Internet.  

C. All users of the School District’s computer system and Internet access must read 
this policy and the Internet, Computer and Equipment Use Agreement form.  The 
Internet Use Agreement form must be signed by the user.  In regards to student-
users, the form must also be signed by the student's parent or guardian and the 
supervising teacher.  The agreement shall be kept in the personnel file and/or 
student file of each user. Agreements for users other than employees or students 
shall be kept in the office of the superintendent of the School District. 

D. Material originating on school property or published using school resources 
becomes District responsibility and all material that makes reference to the 
District or its schools reflects on the quality of education offered here.  Since the 
school district may be held liable for materials that are published or posted on the 
Internet using the school district's computer system, individuals must take 
enormous care in exchanging information on the Internet.  Material published on 
the World Wide Web is subject to the same laws that govern other published 
material.  Electronic mail is subject to all federal communications law. 
 
Guidelines: 

 
Subject Matter -- All subject matter on the School District’s Web pages and their 
links must relate to curriculum and instruction, school-authorized activities, or 
information about the School District or its mission.  Staff or student work may be 
published only as it relates to a class project, course, or other school-related 



activity.  Neither students, staff, nor other individuals may use the District’s web 
pages to provide access to their personal pages on other servers or online services. 

 
Quality -- In the interest of maintaining a consistent identity, professional 
appearance, and ease of use and maintenance, consideration must be given to 
basic web page design principles and existing school policies.  All work should be 
free of spelling or grammatical errors.  Documents may not contain objectionable 
material or point directly to objectionable material.  The supervising teacher who 
is publishing a final web page will edit, test the document for accurate links, and 
ensure that the School District is well represented.  In addition, the teacher will 
assume responsibility for updating the links as needed.  The judgment of the 
teachers, administrators, and, ultimately, the Board of Education will prevail. 

 
XII. DISCLAIMER/USER LIABILITY 

A. While the School District has adopted and shall enforce this Policy to the extent 
practicable, it does not have the resources or technical capability to ensure 
complete compliance by its users, who shall be responsible for following the 
terms of this Policy. 

B. Use of the School District system is at the user’s own risk.  The 
system is provided on an “as is, as available” basis.  The School 
District is not responsible for the accuracy or quality of any advice 
or information obtained through or stored on the School District 
system.  

C The School District shall not assume and hereby expressly disclaims liability for 
the misuse of its computers, equipment or Internet access, which violates this 
policy or any law. 

D. The School District expressly disclaims any liability resulting from any of the 
following: 
1. Any damage users may suffer, including, but not 

limited to, loss, damage or unavailability of data 
stored on School District diskettes, tapes, hard 
drives or servers, or for delays or changes in or 
interruptions of service or misdeliveries or 
nondeliveries of information or materials, regardless 
of the cause.  

2. Financial obligations resulting from the use of the School District accounts 
to access the Internet or any other financial obligation entered into on 
behalf of the School District by an unauthorized individual; 

3. Damage to property used to access School District 
computers, networks, equipment or online 
resources; 

4. Information received through School District computers, equipment, 
online resources or networks; 

5. Damages, injuries or improper communications resulting from contact 
between individuals, including students, through the Internet, e-mail or use 
of school district equipment, computers or systems. 



XIII. PARENT RESPONSIBILITY; NOTIFICATION OF STUDENT INTERNET USE 
A. Outside of school, parents bear responsibility for the same guidance of Internet 

use as they exercise with information sources such as television, telephones, 
radio, movies and other possibly offensive media.  Parents are responsible for 
monitoring their child's use of the School District system and of the Internet if the 
child is accessing the School District system from home or a remote location. 

B. Parents will be notified that their children will be using School District 
resources/accounts to access the Internet and that the School District will provide 
parents the option to request alternative activities not requiring Internet access.   

 
XIV. IMPLEMENTATION; POLICY REVIEW 

A. The School District administration may develop appropriate guidelines and 
procedures necessary to implement this policy for submission to the School Board 
for approval.  Upon approval by the School Board, such guidelines and 
procedures shall be an addendum to this Policy. 

B. The administration shall adopt an  Internet, Computer and Equipment Use 
Agreement form, if necessary, to reflect the adoption of these guidelines and 
procedures. 

C. The School District’s Internet policies and procedures shall be available for 
review by all parents, guardians, staff and members of the community. 

D. Because of the rapid changes in the development of the Internet, the School Board 
shall conduct an annual review of this policy. 

 
 
 
 
 
Adopted 6/14/99 



EMPLOYEE INTERNET, COMPUTER AND EQUIPMENT 
USE AGREEMENT 

 
 

I hereby acknowledge that I have read the Independent School District No. 595, East 
Grand Forks, Information Network System -Acceptable Use Policy.  Any use I make of the 
School District’s information technology resources, including but not limited to computers, E-
mail, and Internet access, will be in accordance with the terms of this Policy as well as any 
related directives issued to me by my supervisor(s).   
 

I understand that if I violate the terms of the policy or directives related to the use of the 
School District’s information technology resources, I may be subject to discipline, up to and 
including discharge. Any such disciplinary action would be subject to applicable due process 
procedures.   
 

I understand that the School District can and will monitor use of its information 
technology resources without notice to users.   
 

I also understand that useful as well as inappropriate material may be accessed through 
the School District’s information technology resources and agree to hold the District harmless 
for any injury incurred by accessing information that I may find harmful. 
 
 
User’s Printed Name:  _________________________________________ 
 
 
User’s Signature:  _________________________________________ 
 
 
Date:    _________________________________________ 
 
 
 
 
 
 
 
 


