7.15 - RECORD RETENTION AND DESTRUCTION

It is necessary to maintain district records in a manner that provides for efficient document storage and retrieval and is
conducive to eliminating unnecessary record retention. Due to the variety of records that may need to be retained and
accessed, the superintendent shall ensure that all staff receives appropriate training to understand this policy. Staff shall
also understand the possible ramifications to the district and/or themselves for failure to properly maintain records and
follow the requirements contained in this policy.

Definitions
"Directly or directly interested" ( "directly") means receiving compensation or other benefits personally or to an
individual’s household from the person, business, or entity contracting with the District.

"Indirectly or indirectly interested" ( "indirectly") means that a family member, business, or other entity in which the
individual or a family member has a financial interest will receive compensation or benefits.

“Record” is defined for the purposes of this policy, as an item or items, whether electronic or material, that are created
by, at the request of, or received by and purposefully retained by a board member, administrator, or employee in the
ordinary course of District business. Examples include, but are not limited to:
Any kind of correspondence;
Calendars;
Computer files and documents (which may include drafts);
Telephone logs;
Expense records;
Audio or video recordings that are created for the purpose of monitoring the security of District property, the safety
of District students;or open public meetings;
e Documentation related to transactions or contracts for:*
0 Services with Board members, administrators, employees, or members of their families covered under the
statutorily defined ethical restrictions associated with a contract for services provided for the District involving a
Board member, administrator, or employee who "directly or indirectly" benefits from the contract;
0 An exemption granted by the Division of Elementary and Secondary Education (DESE) from the statutorily
defined ethical restrictions associated with a contract for employment or for services provided for the District
that involves a District administrator, board member, or employee.

The superintendent shall be responsible for establishing a schedule for the routine destruction of district records that
accommodates the needs of the district. The schedule shall specify the length of retention for any records not specifically
delineated by this policy and be distributed to staff on a need-to-know basis according to their respective employment
duties and responsibilities. The schedule should accommodate the need for records to be stored as a blend of printed,
bound and electronically recorded (e.g., audio tape, video tape, micro-fiche, computer disk) material. The
superintendent or designee shall ensure the effective and efficient securing, cataloging, storing, and appropriate
scheduled destruction of all records.

The following records categories shall be retained for the time specified.

a. Board of Education Minutes — forever

b. Personnel files — forever

c. Student files — until the student receives a high school diploma or its equivalent, or is beyond the age of compulsory
school attendance?

d. Student records of attendance/graduation — forever®

e. Financial Records — five (5) years*

f.  Documentation, including letters of approval, related to transactions or contracts for services covered by this policy
and Arkansas statutes for Board members or members of their families or for waivers granted to District employees -
thirteen years®

g. Documentation relating to payments or reimbursements made by a vendor on behalf of a board member,
administrator, or employee for travel, lodging, food, registration, entertainment, or other expenses® — Three (3) years



h. Employment applications, including applicant lists, applicant interview evaluations, documentation in response to
requests for reasons for a failure to be interviewed and/or hired, and hiring determinations - five (5) years?

i.  Expenditures made with federal grant monies® — governed by the terms of each grant

j. Video Surveillance Recordings — the timeline established in Policy 4.48—VIDEO SURVEILLANCE AND OTHER
STUDENT MONITORING

k.  Emails — The length of time set in the District’s Information Technology Security procedures

l. Documents filed with the IRS, including those required in Policy 7.23-Health Care Coverage and the Affordable Care
Act — four (4) years

m. Statewide assessment security agreement — Three (3) years

n. Recordings of open public meetings — One (1) year

o. Reports and related documentation filed with the Auditor of State on abandoned property — Ten (10) years

p. Record of each query made of the Federal Motor Carrier Safety Administration Commercial Driver's License Drug
and Alcohol Clearinghouse and the results of each query — Three (3) years

g. Employee consent to query the Federal Motor Carrier Safety Administration Commercial Driver's License Drug
and Alcohol Clearinghouse — Three (3) Years from the latest query

r. Reports from the Commercial Driver Alcohol and Drug Testing Database of the Office of Driver Services of the

Arkansas Department of Finance and Administration — Three (3) years

The superintendent or designee shall be responsible for determining when there is a need to interrupt the routine
destruction of records.® When the superintendent or designee makes the decision to cease the routine disposal of
records, staff affected by the decision shall be promptly informed of the decision and of the nature of records

that are to be retained; such records shall be retained until the superintendent or designee has authorized their
destruction. Employee training on the district’s records retention schedule shall specifically include information on the
records that may need to be retained due to pending disciplinary or legal actions that otherwise would be subject to n.
Recordings of open public meetings — One (1) year

The records’ storage system devised by the superintendent and designee(s) shall be organized in a manner that enables
the efficient retrieval of data and documents. The district shall have adequate backup of electronically stored critical
data.2 The system shall be communicated to employees in a manner that enables them to understand and follow the
system’s requirements.

In retaining and destroying records, no employee shall:

e Destroy, alter, mutilate, conceal, cover up, falsify, or make a false entry in any record that may be connected to a
disciplinary matter or lawsuit or to a matter within the jurisdiction of a federal or state agency, in violation of federal
law and regulations or state law and rules.

e Alter, destroy or conceal a document, or attempt to do so, with the intent to impair the document’s availability for
use in a disciplinary matter, lawsuit or an official proceeding or otherwise obstruct, influence or impede any lawsuit
or official proceeding, in violation of federal law and regulations or state law and rules.

e Retaliate or discriminate against an employee who refuses to violate this policy or to coerce or threaten an employee
to violate this policy.

Failure to follow the requirements set forth in this policy may result in disciplinary action against the employee(s), up to
and including termination. The district’s board of directors prohibits and will not tolerate any form of reprisal, retaliation
or discrimination against any employee who, in good faith, has attempted to comply with this policy.

Notes: *While A.C.A. § 6-24-105(b)(1)(A)(i) permits a district to employ a Board member's family member for up to
$5,000, and (c)(2)(A)(i) permits a district to enter into a non-employment contract with a board
member’s family member for up to a $10,000 limit, during the total tenure of the Board member without the
District having to receive waivers for such employment, the need to retain documentation for all compensation
exists if for no other reason than to establish when the limit may be reached.



2 These are the records required to be maintained during a student’s attendance at your district and must be
aligned with Policy 4.38 —PERMANENT RECORDS.

® This is limited to the dates a student attended school in your district and if the student earned a diploma. This is
information students and adults need from time to time to prove they lived somewhere or to enroll in a college,
for security clearances, or for background checks.

% This is a suggested length of time. The minimum time your district must keep financial records (specifically
original receipts of district expenditures) is until the records have been audited. In setting up your retention
schedule, you might consider the warrantee and/or depreciation schedule of the items purchased and keep all
financial records until, at a minimum, the warranty has expired or the item has been fully depreciated. As with all
other retention schedules, relevant data must be retained if there is pending litigation or the likelihood of
litigation until the matter is resolved.

>A.C.A. § 6-24-115 makes it a criminal act to violate the statutes governing Board member and District
employees' ethical behavior. A.C.A. § 5-1-109(c)(2) allows for a public servant to be charged for felonious
conduct for up to ten years after the officer leaves office or the violation should have been discovered
(whichever comes first), but this can be extended by an additional three years if the individual is out of state for a
continuous period under A.C.A. § 5-1-109(g). Employees are included in the definition of public servants, we
chose the simpler position of having the same retention requirements apply to both Board members and
employees.

® DESE’s rules only require all documentation to be retained for an individual if the total amount of the payments
or reimbursements from vendors the individual receives during the fiscal year amount to three hundred dollars
($300) or more. We recommend retaining the documentation on all individuals regardless of whether the dollar
amount was reached.

” The requirements contained within A.C.A. § 21-3-302 and 303 necessitate the addition of this record retention
category. The five (5) year retention length is not required by statute but is recommended. Any civil suit that
would require the documents included in the employment application would be barred after five (5) years by
A.C.A. § 16-56-115. Retention for the five years would assure you had the necessary records if a suit was filed
during that time.

& We suggest making this determination on a case-by-case basis using the latest of: the terms required by the
grant, any related litigation is concluded, the records have been audited, or the 5 year statute of limitations for
contracts has expired.

® Routine deletion of records, email or other records, is not a problem so long as prompt action is taken to stop
the deletion relating to matters that common sense and/or previous experience indicates could result in legal
and/or disciplinary action. In districts that have routine deletion settings for electronic devices, the person
responsible for halting the routine destruction of district records will need to inform the district’s Network
Administrator (or equivalent) when events trigger the need to retain information that would otherwise be
routinely deleted.

% Due to the potential adverse repercussions for the failure to cease the destruction of such records, the person
responsible for making a “cessation” decision should be close to the source of the cause precipitating the
cessation. When an incident occurs that common sense and/or previous experience indicate could result in legal
and/or disciplinary action, the routine destruction of district records relating to the incident must be suspended
until such time as the legal or disciplinary action, or the likelihood of such action, has concluded. The Federal
Rules of Civil Procedure (FCRP) as amended in December of 2006 specifically require litigants to be able to
produce pertinent electronically stored information (ESI). FCRP’s Rule 37(f) specifically acknowledges the need
for routine deletion of records. The issue becomes one of a “good faith” effort to stop record destruction when
necessary. The committee’s (responsible for developing the rules) notes on this matter state, “When a party is



under a duty to preserve information because of pending or reasonably anticipated litigation, intervention in the
routine operation of an information system is one aspect of what is often called a ‘litigation hold.” Among the
factors that bear on a party’s good faith in the routine operation of an information system are the steps the party
took to comply with a court order in the case or party agreement requiring preservation of specific electronically
stored information.” Records that cannot be produced in a timely manner and/or have been destroyed when
common sense and/or previous experience indicated legal and/or disciplinary action could result can cause the
district unnecessary and expensive trouble. Besides the inevitable bad public relations of having destroyed
records that, the press will be sure to point out, obviously should have been retained, there can also be
significant financial costs and/or penalties for the process of attempting to retrieve the records. ASBA would like
to stress that deleting electronic records doesn’t really get rid of them until they have been overwritten several
times by new entries. The process of getting to the supposedly deleted records can be a costly one.

1 |f there is any doubt concerning the need to retain, prudence would dictate retention.

L While there is a need and/or a place for different formats of document storage/retention (paper, audio tape,
video tape, micro-fiche, computer disk), the space required for records storage quickly tilts the equation in favor
of electronic methods to the maximum extent possible. The vast majority of documents can be transferred
electronically (if created electronically) or scanned into a digital format (if created on paper) and stored on
external hard drives, firewalls, servers, tape drives, CDs or DVDs. While this method/process is not free, it can be
relatively inexpensive and quite possibly save the district money in the long run when stored records are needed.
Consult with your district’s technology person to devise the system that will best meet your district’s needs, but
here are a few points to consider. 1) When scanning, store the documents as PDFs which uses little memory
space. If you do the scanning in an Optical Character Recognition (OCR) format, the final documents can be
stored in a data base and searched which can save you many hours and much frustration when you need to
retrieve something (which is, after all, the reason for the storage). 2) Make multiple copies of the stored
documents on separate external storage devices and store the duplicate devices at separate locations to ensure
the survival of at least one copy if there is a fire or natural disaster that destroys one of the storage sites. This
should be included as part of the district’s Disaster Recovery Plan. 3) It is important to remember that
technology gets old and obsolete. This necessitates that you establish a schedule or a trigger for the updating of
the stored data/documents that are to be retained for more than 10 years. For example,CDs and external hard
drives are being replaced with storage servers or cloud-based storage. In short, you need to include file
format update/upgrades as part of your district’s technology plans.

Cross References: 1.22—RECORDING OF BOARD MEETINGS
4.48—VIDEO SURVEILLANCE AND OTHER STUDENT MONITORING
7.16—INFORMATION TECHNOLOGY SECURITY
3.19—LICENSED PERSONNEL EMPLOYMENT
3.26—LICENSED PERSONNEL SEXUAL HARASSMENT
4.27—STUDENT SEXUAL HARASSMENT
7.18-DISPOSAL OF NON-NEGOTIATED CHECKS OR UNCLAIMED PROPERTY
8.13—CLASSIFIED EMPLOYMENT
8.20-CLASSIFIED PERSONNEL SEXUAL HARASSMENT

Legal References: A.C.A. §5-1-102
A.C.A. § 5-1-109(c)(2), (g)
A.C.A. § 6-13-619
A.C.A. §6-17-104
A.C.A. §6-17-2301
A.C.A. § 6-18-901
A.C.A. § 6-24-102(8)(15)
A.C.A. § 6-24-105(d)
A.C.A. § 6-24-106(c)(6)
A.C.A. § 6-24-107(c)
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