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The Role of Human Error in Cyber Security

● According to a study by IBM, human error is the main cause of 95% 
of cyber security breaches.

● In a security context, human error means unintentional actions - or 
lack of action - by employees and users that cause, spread or allow a 
security breach to take place.

https://thehackernews.com/2021/02/why-human-error-is-1-cyber-security.html#:%7E:text='Human%20error%20was%20a%20major,in%2095%25%20of%20all%20breaches.&text=Mitigation%20of%20human%20error%20must,cyber%20business%20security%20in%202021.


The Role of Human Error in Cyber Security

Top 4 Examples:

1. Misdelivery- sending something to the wrong recipient

2. Password Problems- simple, reused, written down, shared

3. Patching- known vulnerability but delayed updates

4. Physical Security- sensitive data unattended





Manage Sensitive Data

https://www.k12six.org/
the-report

https://www.k12six.org/the-report


Stronger Together

“The need for school districts and other K-12 organizations to work collectively to 
address the growing cybersecurity challenge. If nothing else, the dataset 
underlying the K-12 Cyber Incident Map demonstrates that U.S. school districts 
share more in common with each other than not, with respect to the 
cybersecurity threat landscape. Given limited resources and capacity, it is in the 
best interests of school district leaders—not just those working in IT positions—to 
collaborate with each other to increase their schools’ resilience to cybersecurity 
threats…While there are many zero- and low-cost steps that individual school 
districts can and must take now, significant progress won’t be made if the burden 
remains on under-resourced districts working in isolation.” 



What factors cause human error?

● Opportunity

● Environment

● Lack of awareness



1. You're the data manager or information security officer (ISO) 
for your LEA . Based on your LEA's data sharing policy (above), 
what kind of data sharing procedures should be defined for … ?

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The LEA shall follow 
appropriate controls to mitigate the risk of redisclosure and to ensure compliance with federal and state law.



2. Once you’ve established data sharing procedures, what are 
some of the roadblocks that might prevent those procedures 
from being followed? How can you address those roadblocks?

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The LEA shall follow 
appropriate controls to mitigate the risk of redisclosure and to ensure compliance with federal and state 
law.











Group 

1
Cynthia

Instructions: 1.   Look over the data persona sheet for Cynthia on Slide 2.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Cynthia's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

2
Gabriela

Instructions: 1.   Look over the data persona sheet for Gabriela on slide 3.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Gabriela's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

3
Danielle

Instructions: 1.   Look over the data persona sheet for Danielle on slide 4.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Danielle's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

4
Maureen

Instructions: 1.   Look over the data persona sheet for Maureen on slide 5.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Maureen's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

5
Cynthia

Instructions: 1.   Look over the data persona sheet for Cynthia on Slide 2.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Cynthia's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

6
Gabriela

Instructions: 1.   Look over the data persona sheet for Gabriela on slide 3.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Gabriela’s role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

7
Danielle

Instructions: 1.   Look over the data persona sheet for Danielle on slide 4.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Danielle's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Group 

8
Maureen

Instructions: 1.   Look over the data persona sheet for Maureen on slide 5.
2.  As a group, read, discuss, and respond to the questions that follow.

Data Sharing Policy: There is a risk of redisclosure whenever student data are shared. The 
LEA shall follow appropriate controls to mitigate the risk of redisclosure and to ensure 
compliance with federal and state law.

Perspectives

1. You're the Data Protection Officer (DPO)or information Security Officer (ISO) for your LEA . Based on your LEA's 
data sharing policy (above), what kind of data sharing procedures should be defined for Maureen's role?

2. Once you’ve established data sharing procedures, what are some of the roadblocks that might prevent those 
procedures from being followed? How can you address those roadblocks?



Human error doesn’t have to be weakest link!

● Opportunity- access control

● Environment- security minded culture

● Lack of awareness- relevant, 
reoccurring/ongoing, role specific digestible 
training
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