SAG HARBOR UNION FREE SCHOOL DISTRICT

TECHNOLOGY ACCEPTABLE USE POLICY (AUP)

Introduction

The Sag Harbor Board ol Educaticn alfims the Disiricts commitment to
pieparing studentis for the fulure. The Board also recognizes thal technology
advances have led to new and emerging ways lo oblain informalion and to
communicate. The Board supporls access lo ithe inlormation resources available
from Ihe global networks, bul il believes thal such access lo information is a
ptivilege, not a right.

The Internel provides many and varied posilive learning experiences. Although
much of the Internel is sale lor most people, students could access malerial ihat
is delamalory, illegal, ollensive, or inaccurale. We believe, however. that access
io this wealth of material oulweighs the risks. We further believe that the ullimate
responsibility for setting specific guidelines, expeclations, and codes of behavior
with regard 1o all forms of media and information resources such as Ihe Inlernet
and electronic mail lies with the parenls and/or guardians of the sludent.
Therefore, the final decision as lo whelher a minor will be able fo apply 1o use the
Internet during school will remain with the parents and/or guardians of a minor.

The Technology AUP has been formally adopled by the Sag Harbor Board of
Education. The District will strictly enforce the provisions of this policy and will
take appropriate action loward lthose persons who violale the provisions within.
This policy covers use of lechnology in the district, including use of computers,
(deskiop, laplop and wireless), digilal equipment. videoconierencing iechnology
and use of any other technology equipmenti in the Districi.  This policy covers all
users, including sludents, full-time and par-lime siafi, parents, community
members, and visitors 1o the District. This policy also covers outside access 10
District.computers and networks.

User Responsibility

All users are responsible for good, ethical behavior when using compulers jus! as
lhey are when in a classroom, or on a school bus. or other places.
Communications on compuler nelworks are oflen public in nature. General
school rules for behavior and communicaiions apply. These rules are stated in
the Pierson High School Student Handbock and the Pierson Middle School
Siudent Handbook and stall handbooks that the District’s itwo schools and
Central Office publish. Access lo compuler networks, boih local and global, is a
privilege, not a right, and is provided lo users who acl in a considerate, ethical,
and responsible manner, and may be denied io those users who do not.



All users aie responsible for maintaining the secuniy of iheir network passwords.
Security is especially imporiant for districi slall members

The proper use ol compulers and lechnology will be communicaled 1o all users
thioughoul the District. The use ol compuleis and neiworks will provide for ihe
lacilitation of the exchange of information lo further communication, education
and reseaich and is, accordingly, consistent with the mission of the Sag Harbor
School District.  The messages and documenls residing on, crealed and/or
transmitled on any compuler or nelwork may be subject 1o the Disirict
administialor’'s monitoring and review. The Superintendent will designate siafi
members lo supervise the use ol all compulers and networks. The designated
slall members will have the authorily 1o inspect compuier files when deemed
necessary. An authorization form musi be compleled by each person requesling
access lo lhe Dislrict’'s computers or networks. Any use wilthoul aulhorization is
prohibited. Authorization lorms are included in Appendices.

Use of the District computers and networks for privale or commercial business
and polilical or religious purposes is prohibited. Use of Disirici compulers and/or
neiworks 1o engage in iilegal aclivily or 10 access or 1o lransmit, dispiay or siore
olfensive or objectionable malerial are prchibiled on Disirici compulers ot
nelworks. The Districl’s delerminalion as o whether the nature ol any malenal is
considered ollensive or objeclionable is 1o be considered as final. Using
programs thal harass ot inlilirale a compuling system and/or damage lhe
hardware or soflware components is also prohibited.

Any use ol District computers 1o access resources must coniorm 1o the terms
and conditions of the Sag Harbor School District compuler network and Inteinet
Use Agreement. Subscribers 1o lisiserves, bulletin boards, and on-line services
musi be pre-approved by the Technical Advisor.

All stali members are required to sign a lorm siating that s(he) has read the AUP
and agrees lo lollow iis provisions. This specifically includes all full and par-time
employees, subslitule leachers, and student leachers. (Appendix A)

All students in the Middle and High School are required to sign a form
siating that s(he) has read the AUP and agrees to follow its provisions.
(Appendix B). A parent or guardian mus! also sign the agreement.
(Appendix C). In the Elementary School, only the parent/quardian must
sign the AUP. If a parent or guardian objects lo his/her child using the
Internel, s(he) musli slate the objection in wriling and send it to the
respective building principal.

Teachers and olhers whose dulies include classroom and/or compuier lab
managemeni and/or sludeni supervision must sign an agreemeni acknowledging
responsibility ior exercising reasonable supervision ol siudenl access ic ihe
internet.



Parental Responsibilities

Patenls, including legal guardians, are responsible for iheir children’s access o
the Internel and 1o e-mail when the childien are ot school grounds, and the
Dislrict assumes no responsibilily o1 such access. The District will prescribe
whal il believes 1o be ethical behavior as well as inappropriaie behavior, but Ihe
esltablishment of standards oi moralily and conduct is a Ilundamenial
responsibility of the child’s parents.

The Dislrict recognizes the importani role of parenls as slakeholders in the
implementation of a District AUP, and encourages all parenls to voice concerns
and seek information from district employees.

Privacy

Aii users shouid recognize ihai elecironic ComMUnICaiion and COMpUigi HiEs ai€
nol privale. The District reserves the righl io access users' files, including e-mail
messages, 10 maintain syslem inlegrily and ensure thal users are using the
syslem in accordance wilh lhis AUP. Procedures for monitoring will be
established by the Superintendent using any quidelines 1hat may be eslablished

by the Board.

In compliance with the district’s Directory Information Policy, studenls may
not be identified by name when their image is posted on any District-run
Web sile. Similarly, a student’s work will not be published on the Internet
unless all personal references are deleied.

Communily Use

On recommendation ol the Superiniendentdesignee, the Board will deiermine
when and-which computer equipment, sollware and informalion will be avsilable
o the community.

Upon request io the Superiniendentdesignee, communify members may have
access 1o the Internet and other electronic information sources and programs
available through the District’s iechnology sysiem. provided thal. prioi lo using
tlhe system, they atlend any required lraining and sign an agreement form
agreeing 1o follow all of the provisions of this AUP. (Appendix A)

Privileges, Rights and Responsibililies

The use of the District’s computer resources is & privilege. li is expecied that all
individuals ulilizing the Disirict’'s compuleirs and neiworks wili underigke



responsibilily for their actions and wotds and will. turthermore, respeclt 1he nghts
and privileges of other network users. Useis need io lamihaiize themselves wiih
Ihese responsibililies. Failure o adhere lo lhem may resuli in the loss oi network
and/or compulet privileges, suspension and possible legal aclions. Exemplary
behavior is expecled al all limes. The following are actions ihal are not
permitied and may resull in any of the consequences listed in ihe seclion
entitled Disciplinary Policy:

« Sharing or selling a password or accounl number with anyone

+ Using impersonalion, anonymity or pseudonyms

« Leaving your account open and unallended (You have full responsibility for
tlhe use of your account, and you will be held responsible for any policy
violations thal are lraced 1o your account.)

» Damaging, abusing or breaking the hardware, software or Ihe network

« Plagiarizing or using copyrighted malerial without permission (Do not quole
personal communicalions, sofiware, arl, music or any olher media without the
otiginal author's prior consent.)

» Using the computers for illegal activilies or lor commercial gain

« Sending, using or displaying inappropriale language. pictures ot any other
type ol communication, including proianity, pornography or inflammatory
speech

« Disrespecting the rights and properly of others

« Impropetly accessing, destroying or misusing liles or data of olhers

« Opening another person’s lile al any lime

+  Atempling lo work in or modily the Nelwork Operaling System

« Exploring or changing any system liles

« Inlentionally waslting limiled resources

< Installing/downloading or attempting to inslall scltware and/or music from the
Internet or any olher software program, which only designaled employees are
agllowed lo do

Disciptinary Policy

Consequences may include any of the lollowing based on the severily ol lhe
MISUSE:!

< Warning

¢« Telephone call home

« Principal’s referral and disciplinary action

+ Suspension of compuler privileges

¢ Revocaiion of computer privileges
School suspension



Repeated infiactions and any severe abuses will be immedialely reported lo the
building principal and will be deall with in accoidance wilh the Dislici’s
disciplinary code

Safely from Harassment

Users who ieel harasseg or ihreaiened by sormebody on the network should
bring lthe siiualion fo the allenlion oi & feacher or sysiem administialor
immediately.

Attached please find the appropriate forms for Internet use. Keep these
papers in a safe place so you are able to refer to them il Technology
Acceplable Use Policy quesiions should arise. Upon enrollment of a child
in the Sag Harbor Schools, a parent will sign this form once; however the
District must have a form on file for each child in the tamily. A parent or
guardian must submit an objection letter annually. Students will sign the
form hweo limes: in the Middle Scheo! and the High Scheel, with the
assistance and guidance of the Compuler teacher. At the Elementary
school, students will review the concepls of the AUP with ihe assistance of
the Compuler teacher and in a way appropriate to the age of the students.
Please contacl the school with any questions.

For Parent Records

Acceplance or refusal returned 1o respective school compuler ieacher on
(Date)

Be sure your child has relurned the form or (s)he will not be able 1o access the
Internet and other nelworked computer services that the school provides. | you
do not-want your child 1o access the Internel, please send a lefter 1o the principal.

Revised
8/17/02
11/13/02



SAG HARBOR UNION FREE SCHOOL DISTRICT
COMPUTER NETWORK AND INTERNET AGREEMENT
AUTHORIZATION FORM: PARENT/GUARDIAN FORM

As 2 parenl and/or guardian of this siudeni, | have read the terms and
conditions of the Technology Acceptable Use Policy and explained them to
my child and agree to the same. | grant permission for my son or daughier
lo access nelworked computer services such as the Internet while s(he) is
enrolied as a student in the Sag Harbor School Districl. I understand thai
this access is designated for educational purposes and that the Sag Harbor
School District has taken every precaution to eliminate educationally
inappropriate material. | accept the fact that the use of the Internet is a
privilege and not a right. | accept full responsibility and liability for the
results of my child’s actions in the use of the Internet and other networked
compuler services and release the Sag Harbor School District from any
liability resulling from his/her actions. Further, | accepi responsibility for
supervision if and when my child’s inappropriate use of the Internet and
other technologies is not in a school setting. | accept the fact thai the Sag
Harbor Union Free School District has reserved ihe righi io review ali
materials and revoke each person’s privilege to use the Internet services as
staled in the Privileges, Righis and Responsibililies seclion of the
agreement. With regard to commercial services on the internet, | will be
liable for fees thal the studeni incurs outside the iramework of school
authorizations.

Parent/Guardian Name (please print):

Parent/Guardian’s Signature:

Telephone: Date:

Parent’s e-mail (optional):

Stiudent’'s Name: Grade:

A parenl or guardian is required to sign this form when a child enters
Kindergarten or when a siudent is new fo the Sag Harbor Schools. A
separale form is required for each child in a family.
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