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Information and Technology Services will oversee the maintenance of the District’s 

technological resources and may establish guidelines and limits on their use in 

accordance with District Board Policy and Administrative Regulation. All users 

shall have access to an online copy of this Administrative Regulation and the 

accompanying Board Policy, which together form the “Acceptable Use Policy” for the 

District.   

 

These policies describe the expectations for appropriate use of the District network 

and Internet system.  All users utilizing these resources shall receive instruction in 

their proper, safe, and appropriate use.   

 

Inappropriate behavior implies conduct which is unlawful or could likely or 

reasonably lead to unlawful conduct.  

 

Online/Internet Services: Employee Obligations and Responsibilities   

 

The District network and Internet system has been established for a limited 

educational purpose and for the purpose of conducting the business of the District.  

The term “educational purpose” includes classroom activities, continuing education, 

professional or career development, and high-quality educationally enriching 

personal research.   

Employees are authorized to use District equipment to access the Internet or other 

online resources in accordance with Board Policy and the user obligations and 

responsibilities specified below. 

 

A. Privacy and Security 

 

1. Employees shall have no expectation of privacy when using District 

technology resources. 
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2. Employees will only use their District-assigned accounts to access online 

resources.  Employees shall never use another employee or  

student’s account to access District systems or the Internet.  The only 

exception to this is staff that has been granted delegate status to manage 

other employee’s calendar and email. 

 

3. Employees will not create, modify, or acquire passwords to systems that they 

are not authorized to access. 

 

4. Proprietary Information can take on many different forms, student data 

being the most prevalent.  All data contained on District servers, hosted 

systems, or otherwise used by the District is the sole property of Modesto City 

Schools.  No administrator, teacher, student, or employee may disclose, copy, 

export, or remove this data without the express permission of the 

Superintendent, designee, or the Director of Information and Technology 

Services. 

 

5. Any breach of employee account security or loss of employee passwords shall 

be immediately reported to their immediate supervisor or site administrator 

and to the District Help Desk.  Employees are personally responsible for 

maintaining the security of their passwords and accounts. 

 

6. Any breaches of confidential information, personal identification, or other 

sensitive data that are a result of phishing emails or Internet-based phishing 

scams are to be immediately reported to the District Help Desk. 

 

7. Employees shall report any security problems, or misuse of District services 

to their immediate supervisor and the District Help Desk. 

 

8. To ensure proper use, the Superintendent or designee may monitor employee 

usage of technological resources, including the accessing of email and stored 

files.  Monitoring may occur at any time without advance notice or consent. 

Employees shall be informed that computer files and electronic 

communications, including email, are not private and may be accessed by the 

District for the purpose of ensuring proper use. 
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B. Online Behavior 

 

1. Employees shall not access, post, submit, publish, be in possession of, or 

display harmful or inappropriate matter that is threatening, obscene, 

disruptive, or sexually explicit, or that could be construed as harassment or 

disparagement of others based on their race/ethnicity, national origin, sex, 

gender, sexual orientation, age, disability, religion, or political beliefs. 

 

2. Employees will conduct themselves in a civil and professional manner when 

using any form of electronic communication either public or private. 

Additionally, employees will not in their own written text or attachments, 

include or forward anything that is lewd, obscene, threatening, vulgar, or 

content that disparages individuals on the basis of their race, religion, age, 

disability, ethnicity, physical appearance, sexual orientation, or socio-

economic status. 

 

3. Employees shall not use the system to bully, threaten, intimidate, harass, or 

ridicule other staff, students, or people outside of the District. 

 

4. Any cases of harassment shall be reported immediately to the employee’s 

immediate supervisor or the Human Resources Department. 

 

5. The District does not recommend that any employee establish an online 

social networking relationship with a currently enrolled Modesto City Schools 

student on his or her personal social networking site(s).  For the protection 

and safety of both employees and students, employees should consider 

limiting Internet contact and communication with such students to available 

school District-approved, work-related technology resources like Schoology 

which is made available through the District network. 

 

In all use of personal social networking sites, employees should: 

 

 Maintain appropriate professional boundaries and the employee’s authority 

as a classroom teacher, administrator, supervisor, paraprofessional, or coach; 

 

 Practice online reputation management by considering the personal, 

professional and social impact of what the employee posts; 
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 Establish appropriate privacy settings to limit access to personal information 

contained on the employee’s social networking site; 

 

 Establish social networking relationships with caution and consider “un-

friending” those who post inappropriate content that may be viewed on the 

employee’s social networking site; 

 

 Refrain from electronic communications with students that may be 

considered unprofessional; 

 

 Recognize that students may not exercise good judgment and may use social 

media inappropriately; 

 

 Refrain from posting negative information about students, fellow employees, 

any District school, or the District; 

 

 Refrain from uploading inappropriate content; exercise caution when posting 

links to other Internet or social networking sites and consider ad-free sites for 

hosting videos to eliminate inadvertent access to inappropriate 

advertisements and content. 

 

C. Inappropriate Use 

 

1. Employees shall not use the system to encourage the use of drugs, alcohol, or 

tobacco, nor shall they promote unethical practices or any activity prohibited 

by law, Board Policy, or Administrative Regulations. 

 

2. Employees shall not use the District systems to facilitate criminal acts. 

 

3. Employees shall not use the system to engage in commercial or other for-

profit activities that are not sanctioned by the District. 

 

4. Employees shall not intentionally upload, download, or create malicious or 

destructive programs or scripts to access, destroy or modify data on any 

District computers or on systems under contract by the District for services. 
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5. Employees shall not attempt to interfere with other users’ ability to send or 

receive email, nor shall they attempt to read, delete, copy, redirect, modify, or 

use another individual’s identity in any way or on any system owned or used 

by the District. 

 

6. Employees shall not plagiarize nor infringe on the copyrights of others.  This 

includes the illegal copying, distribution or selling of copyrighted information, 

graphics, music, videos or software. 

 

7. Employees shall not use the District systems to send spam, chain letters, or 

other mass unsolicited mailings. 

 

8. Email shall not be used to produce, distribute, access, use or store 

information which would subject the District or the individual to criminal, 

civil or administrative liability for its use, production, distribution, access or 

storage. 

 

D. Appropriate Use 

 

1. The District Internet system has not been established as a public access 

service or a public forum.  The District has the right to place  

reasonable restrictions on the material accessed or posted through the 

system. Employees may not use the system for lobbying activities, as defined 

under statute prohibiting use of public funds for lobbying.  This provision 

shall not limit the use of the system by students for the purposes of 

communicating with elected representatives or expressing views on political 

issues. 

 

2. Copyrighted material shall be posted online only in accordance with 

applicable copyright laws and District Board Policy (BP 6162.6) and 

associated Administrative Regulation. 

 

3. The District email system is a critical communications tool.  All employees 

are expected to check their District email account regularly, and to maintain 

their inbox so as not to fill and block incoming messages. 
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4. Employees may use the District Internet system for communications related 

to collective bargaining and union organizational activities consistent with 

collective bargaining agreements outside instructional time or during student 

non-contact time. 

 

Privacy and Communication Safety Standards 

 

Staff will abide by the following privacy and communication safety standards when 

using the District Internet system, District email, web pages, blogs, wikis, and 

videos on the Internet. 

 

1. Personal contact information includes the student’s name together with other 

information that would allow an individual to locate the student, including, 

but not limited to, parent’s name, home address or location, work address or 

location, or phone number. 

 

2. It is impermissible to disclose the full name or any other personal contact 

information of elementary and middle school students, except with Site 

Principal approval, to education institutions for educational purposes, or 

except with Superintendent approval. 

 

3. It is impermissible to disclose personal contact information for high school 

students, except to education institutions for educational purposes, 

companies or other entities for career or college development purposes, or 

with specific Superintendent approval. 

 

4. Documents and web pages may not include any information that indicates 

the physical location of a student at a given time other than attendance at a 

particular school or participation in school activities. 

 

The following provisions address the disclosure of student information, posting 

student-created material, and posting pictures of students on the District web site.  

Parents must approve such disclosure and posting through an opt-out process. 

 

1. K-8 Standard – Students will use limited student identification (first name 

and last initial or other school-developed identifier).  Group pictures without 

identification of individual students are permitted.  Student work may be 

posted with the limited student identification.  All student posted work will 

contain the student’s copyright notice using the limited student 

identification. 
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2. High School Standard – Students may be identified by their full name. Group 

or individual pictures of students with student identification are permitted. 

Student work may be posted with student name. 

 

Protection of Confidentiality and Privacy  

 

ACCESS AND DISCLOSURE OF STUDENT INFORMATION 

 

Two Types of Educational Records   

 

There are two types of educational records as defined under Family Educational 

Rights and Privacy Act (FERPA). Each type of educational record is afforded 

different access and disclosure protections. 

 

Directory Information   

 

Some information in a student’s educational record is defined as directory 

information under FERPA. Under a strict reading of FERPA, staff may access and 

disclose this type of information without the written consent of the parent. 

However, the parent can exercise the option to restrict the release of directory 

information by submitting a formal request to the school to limit disclosure. 

Directory information may include: 

 

 Name; 

 Address; 

 Phone number and email address; 

 Dates of attendance   

 

Non-directory Information 

 

Non-directory information is any educational record not considered directory 

information.  Staff may access non-directory information only if they have a 

legitimate academic need to do so.  Non-directory information may include: 

 

 Social Security Numbers;   

 Student identification number; 

 Race, ethnicity, and/or nationality; 

 Gender   

 Transcripts; grade reports 
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The transmission of information about students or District affairs shall adhere to 

the following standards: 

 

1. Confidential information should never be sent or forwarded to outside 

individuals or outside agencies not authorized to receive that information. 

 

2. Confidential messages and information should never be sent or forwarded to 

others, including faculty, staff and students who do not need to know the 

information. 

 

3. Confidential information should not be forwarded to multiple parties unless 

there is a clear and legitimate need to do so. 

 

4. Employees must recognize that all email is archived at the District level.  

Records that need to be kept should be printed and retained according to 

appropriate policy or regulation. 

 

5. Confidential messages from or to legal counsel should not be forwarded to 

others without counsel’s authorization, since such messages may constitute 

privileged communications between the District and its attorney. 

 

6. In no way shall any of the regulations regarding disclosure of confidential 

information supersede the provisions contained in the District’s 

Whistleblower Protection Board Policy 4119.1/4219.1/4319.1. 

 

Confidential information includes, but is not limited to, “Personnel records, medical 

records, student records, or similar materials, the disclosure of which would 

constitute an unwarranted breach of personal privacy and identity.” 

 

Technology Protection Measure 

 

The District has selected a technology protection measure (Internet Filter) for use 

with the District Internet system and has specified the manner in which the 

measure will be configured. The technology protection measure will always be 

configured to protect against access to obscene material, pornographic material, and 

material that is considered harmful to minors, as defined by federal law. 
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1. The District may, from time-to-time, reconfigure the technology protection 

measure to better meet the educational needs of the District or schools and 

address the safety needs of the students 

 

2. The technology protection measure may not be disabled or bypassed at any 

time by staff using the District Internet system. 

 

3. The technology protection measure occasionally blocks access to appropriate 

material.  If an authorized individual believes that the blocked site should be 

permanently unblocked, a recommendation will be forwarded to the District 

Help Desk. Information and Technology Services will make a decision to 

permanently unblock access to the site.  

 

4. Failure of the technology protection measure to block access to inappropriate 

sites does not excuse an employee from accessing inappropriate content from 

the District network. 

 

5. Tampering with, attempting to shut down, or to alter the technology 

protection measure is strictly prohibited. 

 

Monitoring, Search and Seizure 

 

1. The District is the authorized possessor of all District-owned electronic 

equipment. 

 

2. The District will monitor use of the Internet and all information that is sent 

by or to District staff through routine audits of usage logs. 

 

3. Routine maintenance and monitoring of the system may lead to discovery 

that the user has or is violating District policy, regulations, or the law. 

 

4. An individual search may be conducted at District discretion at any time on 

all District-owned devices and the information created by those devices. 

Individual search of user’s e-mail, network access and Internet logs will be 

approved by the Superintendent or designee per District policy. 

 

5. Devices used in violation of law will be surrendered to law enforcement for 

forensic analysis if requested. 
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All of these restrictions extend to staff access through any authorized personal 

device (laptop, smartphone, external storage, thumb drive, etc.) attached to the 

District network.  Devices must be authorized either by the Information and 

Technology Services Department or connect to public access points available on 

campus.  Personal devices can be confiscated during investigations of inappropriate 

use or violations of Board Policy.    

 

Unauthorized connections of personal devices to the District network are strictly 

prohibited.  

 

Review and Retention of Email  

 

The District will comply with all state and federal laws as well as District policies 

and regulations governing retention of email, including email which may be 

classified as business records, employee records or student records.    

 

The Information and Technology Services Director (or designee in charge when the 

Director is out) will review email accounts as part of a requested investigation if a 

written (paper or email) request is received from any of the following individuals: 

 

 Superintendent 

 Associate (or Deputy) Superintendent, Chief Human Resources Official 

 

Investigations typically are initiated due to an allegation of a violation of law or 

District policy.   

 

If time is of the essence, a verbal/phoned request is acceptable from one of the 

individuals listed above.  In such a case, a follow-up, confirming email should be 

sent to the requestor stating, “Information and Technology  

 

Services is proceeding to facilitate the request received via person/phone.” The 

purpose of this procedure is to insure that Information and Technology Services 

always has an authorized request to review email and does not do so without proper 

authorization.   
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If both the Director and designee in charge are not available, the Supervisor of 

Computer Systems may review the request after confirming with the requestor that 

time is of the essence and they choose not to wait until the Director or designee in 

charge return.   

 

Often times, when an employee leaves the District, their manager will need access 

to the employee’s email to find information they need to conduct District business. 

These requests must be approved by the Superintendent or designee  

 

Fundraising/Event Announcements  

 

In order to facilitate the sharing of information regarding school or District events, 

fundraisers, and celebrations honoring various staff members, staff shall send 

announcements to the Public Information department for inclusion in eNews, the 

District’s electronic newsletter.  

 

Fundraising or event announcement emails related to District business or school 

site business should not be sent to District email groups beyond a staff member’s 

specific site without that Site’s Administration’s approval.   

 

Announcements sent within a particular site should be stopped if the 

administration requests such.   

 

Current District-wide fundraising events such as the annual Relay for Life, United 

Way or other sanctioned District events are authorized for District-wide emails.   

 

Resource Limitations  

 

The District network has limited resources that were put in place to support the 

educational and business functions of the District.  These resources are only usable 

by authorized staff in the District.  Certain restrictions must be enforced to 

maintain the integrity of these resources. 

 

1. Network/cloud based storage provided to authorized staff shall only be used 

in support of District business and education. 
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2. Employees shall not use network/cloud based storage for the storage or 

transmission of personal files. Examples include, but are not limited to: 

music, videos, pictures, personal documents, etc. 

 

3. The use of peer-to-peer file sharing programs or services is expressly 

prohibited on the District network. 

 

4. The use of District technology assets is limited to uses in support of District 

operations and business.  These assets include District-issued cell phones, 

laptops, cameras, multimedia devices, and other technology hardware owned 

by the District.  These resources should never be used for personal gain. 

 

Discipline for Violation of Policy 

 

Employee conduct is dictated by Board Policy.  These policies extend into online and 

virtual environments.  Some actions may violate federal, state and local laws.  The 

District will cooperate fully with law enforcement in any cases that violate law. 

 

1. The District will cooperate fully with local, state, or federal officials in any 

investigation concerning or relating to any illegal activities conducted 

through the District network system. 

 

2. User access to the District network system and Internet will require the use 

of an account name and password to enable individual users to be identified. 

At no time is it authorized for an employee to use another person’s account to 

access District resources. 

 

3. In the event there is an allegation that an employee has violated this policy, 

an investigation will be conducted under the direction of the Superintendent 

or designee. 

 

Limitation of Liability 

 

1. The District will not guarantee that the functions or services provided 

through the District network or Internet service will be without error. 

 

2. The District will not be responsible for any damages suffered, including but 

not limited to loss of data, interruptions of service, or exposure to 

inappropriate material or people. 
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3. The District will not be responsible for the accuracy or quality of the 

information obtained through the system. 

 

4. The District will not be responsible for financial obligations arising through 

the unauthorized use of the system. 
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