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BLAINE SCHOOL DISTRICT – POLICY 2022 

Electronic Resources and Internet Safety – Staff User Agreement 

The following acceptable use guidelines include excerpts from Blaine School District Policy 2022 and its 
accompanying Procedure 2022P. The complete policy and procedure, as well as this agreement, are accessible 
from the district’s website. These guidelines are written to promote positive and effective digital citizenship 
among students and staff. Digital citizenship includes the norms of appropriate, responsible, and healthy 
behavior related to current technology use. Successful, technologically-fluent digital citizens recognize and value 
the rights, responsibilities, and opportunities of living, learning, and working in an interconnected digital world. 
They cultivate and manage their digital identity and reputation, and are aware of the permanence of their 
actions in the digital world. Expectations for staff behavior online are no different from face-to-face interactions. 
 

Network and Account Use: The district network includes wired and wireless devices and peripheral equipment, 
files and storage, e-mail and Internet content, including Google for Education accounts and content. The district 
reserves the right to prioritize the use of, and access to, the network. All use of the network must support 
education and research and be consistent with the mission of the district. No user should have any expectation 
of privacy when using the district’s network. As a component of district Internet safety measures, all district-
owned electronic resources capable of accessing the Internet must use filtering software to prevent access to 
obscene, racist, hateful or violent material. However, given the ever-changing nature of the Internet, the district 
cannot guarantee that a staff member will never be able to access objectionable material. The district will not be 
responsible for any damages suffered by any user, including but not limited to, loss of data or unauthorized 
financial obligations resulting from network use or access. 

Acceptable use of the district’s network and electronic resources includes any use in support of education and 
educational research, consistent with the mission of the district, as detailed in the district’s policy and 
procedure. Additionally, any use of the system must be in conformity to state and federal law and K-20 Network 
policies. 

Unacceptable use of the district’s network and electronic resources includes, but is not limited to, the following 
examples which are NOT PERMITTED: 

1. Personal gain, commercial solicitation, and compensation of any kind; 
2. Actions that result in liability or cost incurred by the district; 
3. Downloading, installing and use of games, audio files, video files, games, or other applications (including 

shareware or freeware) without permission or approval from the campus administrator in consultation 
with the Technology Director; 

4. Support for or opposition to ballot measures, candidates, and any other political activity; 
5. Hacking, cracking, vandalizing, the introduction of malware, including viruses, worms, Trojan horses, time 

bombs, and changes to hardware, software, and monitoring tools; 
6. Unauthorized access to other district computers, networks, and information systems (including District 

staff and student Google accounts); 
7. Action constituting harassment, intimidation or bullying, including cyberbullying, hate mail, defamation, 

discriminatory jokes, and remarks. This may also include the manufacture, distribution, or possession of 
inappropriate digital images; 

8. Information posted, sent, or stored online that could endanger others (e.g., bomb construction, drug 
manufacturing); 

9. Accessing, uploading, downloading, storage or distribution of obscene, pornographic, or sexually explicit 
material; 

10. Attaching unauthorized devices to the district network; or 
11. Any unlawful use of the district network, including but not limited to stalking, blackmail, violation of 

copyright laws, and fraud. 

Filtering and Monitoring: Filtering software is used to block or filter access, for both student and adult users, to 
visual depictions that are obscene and all child pornography in accordance with the Children’s Internet 
Protection Act (CIPA). Other objectionable material could be filtered. Any attempts to defeat or bypass the 
district’s Internet filter or conceal Internet activity are prohibited.  

Student Data is Confidential: Staff members must maintain the confidentiality of student data in accordance 
with the Family Educational Rights and Privacy Act (FERPA).  
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Internet Safety: Staff should observe the following procedures in order to ensure safe and secure online use. 

1. Do not reveal personal information on external web sites, blogs, podcasts, videos, social networking sites, 
wikis, e-mail, or as content on any other electronic medium. 

2. Do not reveal personal information about another individual on any electronic medium without first 
obtaining permission. 

3. Do not publish student pictures or names on any public class, school or district website unless the 
appropriate permission has been obtained according to district policy. 

4. Be aware of the persistence of your digital information, including images and social media activity, which 
may remain on the Internet indefinitely. 

Network Security: Passwords are the first level of security for a user account. System logins and accounts are to 
be used only by the authorized owner of the account for authorized district purposes. Communications may not 
be encrypted so as to avoid security review. Staff members are responsible for all activity on their account and 
must not share their account password. The following procedures are designed to safeguard network user 
accounts: 

1. Change passwords regularly and avoid easily guessed passwords; 
2. Do not use another user’s account; 
3. Do not insert passwords into e-mail or other communications; 
4. If you write down your user account password, keep it in a secure location; 
5. Do not store passwords in a file without encryption; 
6. Do not use the “remember password” feature of Internet browsers; and 
7. Lock the screen or log off if leaving the computer. 

Copyright: Downloading, copying, duplicating, and distributing software, music, sound files, movies, images, or 
other copyrighted materials without the specific written permission of the copyright owner is generally 
prohibited. However, the duplication and distribution of materials for educational purposes are permitted when 
such duplication and distribution fall within the Fair Use Doctrine of the United States Copyright Law (Title 17, 
USC) and content is cited appropriately.  

Ownership of Work: All work completed by staff members as part of their employment will be considered 
property of the district. The District will own any and all rights to such work including any and all derivative 
works, unless there is a written agreement to the contrary.  

Staff members must obtain a student’s permission prior to distributing his/her work to parties outside the 
school. As described in Procedure 2022P, all work completed by students as part of the regular instructional 
program is owned by the student as soon as it is created.  

No Expectation of Privacy: The district provides the network system, e-mail, and Internet access as tools for 
education and research in support of the district’s mission. The district reserves the right to monitor, inspect, 
copy, review, and store, without prior notice, information about user content and usage as detailed in 
Procedure 2022P.  

All activities conducted on the district’s behalf, whether on district owned equipment or personal devices, are 
subject to public record. Any written communication between staff and student could be determined to be a 
part of student record and subject to public disclosure. All users must recognize that they do not have a legal 
expectation of privacy in any activities involving the district’s technology.  

Educational Applications and Programs: Prior to requesting students to download or sign up for educational 
applications or programs, staff will review “terms of use,” “terms of service,” and/or “privacy policy” of each 
application or program to ensure that it will not compromise students’ personally identifiable information, 
safety, and privacy. Staff will also provide notice in writing of potential use of any educational application or 
program to the campus administrator, including the anticipated purpose of such application or program. Specific 
expectations of use will be reviewed with students.  

Staff should also, as appropriate, provide notice to students’ parents/guardians that the staff person has 
requested that students download or sign up for an application or program, including a brief statement on the 
purpose of application or program. 

Damage: Any damage incurred by the misuse of the district’s technology resources, including loss of property, 
will be charged to the user. 
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Use of Personal Electronic Devices: Staff may use personal electronic devices to further the educational and 
research mission of the district. Personal electronic devices (wired or wireless) may be authorized for connection 
to the network after checking with the Technology Director to confirm that the device is equipped with up-to-
date virus software, compatible network card, and is configured properly. Connection of any personal electronic 
device is subject to all procedures in this document and district policy. 

Communication: Blaine School District will provide access to applications and programs for communication 
between students, staff, and parents (e.g. Google for Education, Remind, etc.) Staff members are expected to 
use these resources for school-related electronic communication with students. 

Disciplinary Action: All users of the district’s electronic resources are required to comply with the district’s 
policy and procedures, and agree to abide by the provisions set forth in this user agreement. Violation of any of 
the conditions of use explained in the district’s policy, procedure, or user agreement could be cause for 
disciplinary action.  

 

ACKNOWLEDGMENT   
I have read the Electronic Resources User Agreement. I understand and will abide by this agreement, as well as 
the district’s policy and procedure.  
 
Staff Member Name (please print): __________________________________________________ 
 
Staff Member Signature: ________________________________________________  Date: ____/____/________ 
 
Supervisor Name (please print): __________________________________________________ 
 
Supervisor Signature: __________________________________________________  Date: ____/____/________ 
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