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GREENCASTLE-ANTRIM SCHOOL DISTRICT
BOARD OF SCHOOL DIRECTORS
WORK SESSION MEETING

April 20, 2023

Board meeting will be live streamed from the Antrim Township Building.
Check the District website for connectivity and public comment information.

6:00 PM
A. Call to Order

Moment of Reflection

w

Pledge of Allegiance

o O

. Roll Call

Public Comment

m

F. Presentations
e Foundational Literacy Curriculum
e GAMS Student Presentation

G. Board Committee Reports and Discussion
e Personnel
e Facilities
e Budget

H. Standing Committee Reports

I. District Updates
e Technology Presentation
e Facilities Report — Meeting Held on April 18t
e 2023-24 Proposed Budget Presentation

J.  Review of Upcoming Board Meetings
e May 4, 2023 — Election of Board Treasurer for a one-year term
e May 18, 2023 — Code of Conduct Presentation

K. Student Reports

L. Old Business

e First Reading of Policy — # 249 — Bullying
First Reading of Policy - # 800 — Records Management
First Reading of Policy - # 800.1 — Electronic Signatures
First Reading of Policy - # 800.2 — Records Retention
First Reading of Policy - # 800.3 — Electronic Data Storage



M. New Business
e Review Class Trip Policy # 231

N. Public Comment

O. Adjournment
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Book Policy Manual
Section 200 Pupils
Title Bullying/Cyberbullying
Code 249
Status First Reading
Legal 1. 24 PS. 1303.1-A
2. Pol. 103
3. Pol. 103.1
4. Pol. 218
5. 22 PA Code 12.3
6.20 U.S.C. 7118
7. 24 P.S. 1302-A
8. Pol. 236
9. Pol. 233
Pol. 113.1
Adopted August 17, 2017
Last Revised September 3, 2020
Last Reviewed April 20, 2023

Purpose
The Board is committed to providing a safe, positive learning environment for district students. The
Board recognizes that bullying creates an atmosphere of fear and intimidation, detracts from the safe
environment necessary for student learning, and may lead to more serious violence. Therefore, the
Board prohibits bullying by district students.
Definitions
Bullying means an intentional electronic, written, verbal or physical act or series of acts directed at
another student or students, which occurs in a school setting and/or outside a school setting, that is
severe, persistent or pervasive and has the effect of doing any of the following:[1]

1. Substantially interfering with a student’s education.

2. Creating a threatening environment.

3. Substantially disrupting the orderly operation of the school.

Bullying, as defined in this policy, includes cyberbullying.
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School setting means in the school, on school grounds, in school vehicles, at a designated bus stop or
at any activity sponsored, supervised or sanctioned by the school.[1]

Authority
The Board prohibits all forms of bullying by district students.[1]

The Board encourages students who believe they or others have been bullied to promptly report such
incidents to the building principal or designee.

Students are encouraged to use the district’s report form, available from the building principal, or to put
the complaint in writing; however, oral complaints shall be accepted and documented. The person
accepting the complaint shall handle the report objectively, neutrally and professionally, setting aside
personal biases that might favor or disfavor the student filing the complaint or those accused of a
violation of this policy.

The Board directs that verbal and written complaints of bullying shall be investigated promptly, and
appropriate corrective or preventative action be taken when allegations are substantiated.

The Board directs that any complaint of bullying brought pursuant to this policy shall also be reviewed
for conduct which may not be proven to be bullying under this policy but merits review and possible
action under other Board policies.

When a student's behavior indicates a threat to the safety of the student, other students,
school employees, school facilities, the community or others, district staff shall report the
student to the threat assessment team, in accordance with applicable law and Board policy.

[2] [3]

Title IX Sexual Harassment and Other Discrimination

Every report of alleged bullying that can be interpreted at the outset to fall within the provisions of
policies addressing potential violations of laws against discrimination shall be handled as a joint,
concurrent investigation into all allegations and coordinated with the full participation of the Compliance
Officer and Title IX Coordinator. If, in the course of a bullying investigation, potential issues of
discrimination are identified, the Title IX Coordinator shall be promptly notified, and the investigation
shall be conducted jointly and concurrently to address the issues of alleged discrimination as well as the
incidents of alleged bullying.[2][3]

Confidentiality,

Confidentiality of all parties, witnesses, the allegations, the filing of a complaint and the investigation
shall be handled in accordance with applicable law, regulations, this policy and the district’s legal and
investigative obligations.

Retaliation

Reprisal or retaliation relating to reports of bullying or participation in an investigation of allegations of
bullying is prohibited and shall be subject to disciplinary action.

Delegation of Responsibility

Each student shall be responsible to respect the rights of others and to ensure an atmosphere free from
bullying.

https://go.boarddocs.com/pa/gran/Board..nsf/Private?open&login# 2/4
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The Superintendent or designee shall develop administrative regulations to implement this policy.

The Superintendent or designee shall ensure that this policy and administrative regulations are
reviewed annually with students.[1]

The Superintendent or designee, in cooperation with other appropriate administrators, shall review this
policy every three (3) years and recommend necessary revisions to the Board.[1]

District administration shali annually provide the following information with the Safe School Report:[1]
1. Board’s Bullying Policy.
2. Report of bullying incidents.

3. Information on the development and implementation of any bullying prevention, intervention or
education programs.

Guidelines

The Code of Student Conduct, which shall contain this policy, shall be disseminated annually to
students.[1][4][5]

This policy shall be accessible in every classroom. The policy shall be posted in a prominent location
within each school building and on the district website.[1]

Education

The district may develop, implement and evaluate bullying prevention and intervention programs and
activities. Programs and activities shall provide district staff and students with appropriate training for
effectively responding to, intervening in and reporting incidents of bullying.[1][6][Z1[8]

Consequences for Violations

A student who violates this policy shall be subject to appropriate disciplinary action consistent with the
Code of Student Conduct, which may include:[1][4][9]

1. Counseling within the school.

2. Parental conference.

3. Loss of school privileges.

4. Transfer to another school building, classroom or school bus.
5. Exclusion from school-sponsored activities.

6. Detention.

7. Suspension.

8. Expulsion.

https://go.boarddocs.com/pa/gran/Board .nsf/Private?open&login# 3/4
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9. Counseling/Therapy outside of school.

10. Referral to law enforcement officials.

249-Attach 1 Report Form.pdf (161 KB)

https:/fgo.boarddocs.comlpalgran.'Board.nsflPrivate?open&login# 414
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Pol, 702
Pol. 706
Pol. 716
Pol. 810
Pol. 810.1
Pol. 830
Pol. 912

Last Reviewed April 20, 2023

Purpose

The Board recognizes the importance of establishing and maintaining a Records Management Plan that
defines district staff responsibilities and complies with federal and state laws and regulations.

Authority

The Board shall retain, as a permanent record of the district, Board minutes, annual auditor's reports
and annual financial reports. All other financial records, including financial account books, orders, bills,
contracts, invoices, receipts and purchase orders, shall be retained by the district for a period of not
less than six (6) years.[1]

All other district records shall be retained in accordance with state and federal law and regulations and
the district Records Management Plan approved by the Board.

The district shall make a good faith effort to comply with all proper requests for record production.
Selective destruction of records in anticipation of litigation is forbidden.[2][3]

Definitions

Electronic Mail (Email) System - a system that enables users to compose, transmit, receive and
manage text and/or graphic electronic messages and images across local area networks and through
gateways connecting other networks. This information consists primarily of messages but may include
attachments such as calendars, directories, distribution lists, word processing documents, spreadsheets,
and other electronic documents.

Litigation Hold - a communication ordering that all records and data relating to an issue being
addressed by current or potential litigation or investigation be preserved for possible production during
the litigation or investigation.

Records - information, regardless of physical form or characteristics, that documents a transaction or
activity of the district and that is created, received or retained pursuant to law or in connection with a
transaction, business or activity of the district. The term includes a document, paper, letter, map, book,
tape, photograph, film or sound recording, information stored or maintained electronically and a data-
processed or image-processed document.[4]

Records Management Plan - the system implemented by the district for the retention, retrieval, and
disposition of all records generated by district operations.

Records Retention Schedule - a comprehensive listing stating retention periods and proper
disposition of records.

https:!!go.boarddocs.comlpa/gran.’Board.nsffPrivate?open&login# 216
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Delegation of Responsibility

Records Coordinator

In order to maintain a Records Management Plan that complies with federal and state laws and
regulations and Board policy, the Board designates the Superintendent as the district’s Records
Coordinator who shall serve as the chairperson of the Records Management Committee.

The Records Coordinator shall be responsible to:

1. Ensure that training appropriate to the user’s position and level of responsibility is provided. Such
training may include:

a. Operation, care and handling of the equipment and software.
b. Requirements of the Records Retention Schedule.
C. Protocols for preserving and categorizing district records.
d. Procedures and responsibilities of district staff in the event of a litigation hold.
e. Identification of what is and what is not a record.
f. Disposal of records.
2. Review the Records Management Plan periodically to ensure that record descriptions and retention
periods are updated as necessary.
3. Identify, when the retention period expires, the specific records to be disposed of and ensure that
all identified records are properly disposed of at regular intervals of at least once every twelve

(12) months.
Records Management Committee

A committee responsible for the development and recommendation of the district’s Records
Management Plan shall be established by the Board. The Records Management Committee shall give
primary consideration to the most efficient and economical means of implementing the recommended
Plan. Members of the Committee shall include the:

1. Superintendent.

2. Board Secretary.[6]

3. School Administrator(s)

4. Information Technology Director or designee.

5. Chief Financial and Support Services Officer.

The Records Management Committee shall meet periodically to evaluate the effectiveness and
implementation of the Records Management Plan and recommend changes as needed.

Guidelines

Records Management Plan

https://go.boarddocs.com/pa/gran/Board.nsf/Private?open&login# 3/6
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The district’s Records Management Plan shall be the principal means for the retention, retrieval, and
disposition of manual and electronic records, including emails. The Plan shall not rely primarily on
backup systems to manage the retention and disposition of records.

The Records Management Plan shall include:
1. Comprehensive listing of records and data of the district.

2. Criteria to distinguish records of the school district from the supplemental personal records of
individual employees.[Z][8]

3. System(s) of records storage and retrieval to be used, including in what form the records will be
stored, maintained, reproduced, and disposed.

4. Preservation measures to protect the integrity of records and data.
5. Data map or flow chart detailing the sources, routes, and destinations of electronic records.
6. Procedures and employee designated for determining whether an item is a record.

7. Procedures for adding, revising or deleting records and data, and any other details necessary to
implement the Records Management Plan.

8. Records Retention Schedule.
9. Provisions for the storage and retrieval of records in the event of an emergency or disaster.
10. Staff positions authorized to access district records.
11. Procedures to be implemented in the event of a litigation hold that immediately suspends
disposition of all records relevant to the current or potential claim. Such procedures shall specify:
a. Who can initiate a litigation hold.
b. How and to whom a litigation hold is communicated.
c. Who will determine which records are subject to the litigation hold.

d. Who will be responsible for collecting and preserving such records and data.

e. Who will be responsible for monitoring and ensuring the district’s compliance with the
litigation hold.

f. In what format the records will be collected.
When possible, records and data shall be stored in their original form, including metadata, such as
creation date, author, type of file, etc.

For any record not covered by the Records Retention Schedule, the Records Management Committee
shall determine how long the record shall be kept and recommend any necessary revisions to the
retention schedule.

The district shall maintain and dispose of records in a manner that protects any sensitive, proprietary or
confidential information or individual privacy rights, and helps conserve natural resources.

Manual Records

Manual records, which include all records not stored electronically, shall be retained and disposed of in
accordance with the Records Management Plan.

hb:ps:/lgo.boarddocs.comlpa/qran!Board.nsflPrivate?open&!ogin# 4/6
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Manual records shall be indexed in an organized and consistent manner, reflecting the way the records
will be retained and referenced for later retrieval, '

The district shall develop and maintain adequate and up-to-date documentation about each manual
record system. Documentation may:

1. List system title and responsible employee(s) or office.

2. Défine the contents of the system, including record formats.

3. Identify vital records and information.

4. Determine restrictions on access and use.
Electronic Records .

Electronic records shall be retained and disposed of in the same manner as records in other formats and
in accordance with the Records Management Plan.

Electronic records shall be indexed in an organized and consistent manner, reflecting the way the
records will be retained and referenced for later retrieval.

The district shall develop and maintain adequate and up-to-date documentation about each electronic
record system. Documentation may:
1. List system title and responsible employee(s) or office.

2. Specify all technical characteristics necessary for reading or processing the records stored on the
systeém.

3. Identify all defined inputs and outputs of the system.

4. Define the contents of the system, Ehc[uding records formats and database tables.
5. Identify vital records and information.

6. Determine restrictions on access and use.

7. Describe update cycles or conditions.
Email Records

Email messages, in and of themselves, do not constitute records. Retention and disposition of email
messages depend on the function and content of the individual message.

Records on an email system, including messages and attachments, shall be retained and disposed of in
accordance with the district’s Records Management Plan.

Email messages and attachments that do not meet the definition of records shall be deleted as required
by the Records Management Plan.

Email records may be maintained as an electronic record or be printed and maintained as a manual
record.

For each email considered to be a record, the following information shall be retained:
1. Message content.

2. Name of sender.

hitps:b’go.boarddocs.com/pa.’gran/Board.nsf/F'rivate?open&Iogin# 5i6
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3. Name of recipient.

4. Date and time of transmission and/or receipt.
Contractors

Records created or maintained by contractors employed by the Board shall be retained and disposed of

in accordance with the Records Management Plan.[2]

https:h’go.boarddocs.comlpa/gran!Board.nsflPrivate?open&login# 6/6
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Book Policy Manual

Section 800 Operations

Title Electronic Signatures/Records
Code 800.1

Status First Reading

Legal 73 P.S. 2260.101 et seq

1.

2. 15 U.S.C. 7001 et seq
. 73 P.S. 2260.301 et seq
. Pol. 800

.15 U.S.C. 7006

. 73 P.S.2260,103

. Pol. 815

. 73 P.S. 2260.502

. 73 P.S. 2260.305

10. 73 P.S. 2260.306
11.21 P.S. 483.1 et seq
12. Pol. 716

w

O o N |ov i b

Last Reviewed April 20, 2023

Purpose

Under certain conditions, electronic records and signatures satisfy the requirements of a manual record
and/or signature when transacting business. The Board recognizes that the effectiveness of electronic
records and signatures depends upon the authenticity and reliability of the signatures and the context
in which the electronic records are created, transferred and stored. Therefore, the Board adopts this
policy to allow for the use of and acceptance of electronic records and signatures and to establish the
guidelines under which electronic signatures may be utilized by the district.[1]

Authority

The Board authorizes the use of electronic signatures in place of manual signatures to conduct district
business unless a manual signature is required by law or regulations. Electronic signatures shall have
the full force and effect of a manual signature when used in accordance with this policy and applicable
law and regulations.[1]

Electronic records filed with or issued by the district shall have the full force and effect of paper records
when the requirements of this policy and applicable law and regulations are satisfied.[2][3][4]

This policy applies to the use of electronic records and signatures when permitted or required in
connection with district programs and operations.

Definitions

https://go.boarddocs.com/pa.’gran/Board.nsf/Private?open&Iogin# 1/3
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Electronic record — any record created, generated, sent, communicated, received, or stored by
electronic means.[4][5][6]

Electronic signature - an electronic sound, symbol or process attached to or logically associated with
a record and executed or adopted by a person with the intent to sign the record. More simply, it is a
paperless means of committing to a contract or other document in a manner that indicates the signer’s

intent to bind themselves and/or the district.[5][6]

Delegation of Responsibility

The Superintendent or designee shall develop administrative regulations to direct staff on the
parameters for authorized use of electronic signatures related to district programs and operations.

Guidelines

Electronic Recordkeeping

The maintenance of electronic records and signatures by the district shall comply with the electronic
recordkeeping requirements of state and federal laws and regulations and the district’s Records
Management Plan.[4][7]

Electronic records created or received by the district shall be appropriately attributed to the
individual(s) responsible for their creation, authorization and/or approval.

The district may specify the type of electronic signature required on an electronic record, the manner
and format in which the electronic signature must be affixed to the electronic record, and the criteria
that must be met when an individual uses a third party to file a document if electronic records must be
signed by electronic means.[8]

The district shall implement and maintain electronic recordkeeping systems to securely receive, store,
and reproduce electronic records and signatures relating to transactions in their original form.[6][9][10]

Such a system shall allow the district to implement:
1. A security procedure for the purposes of verifying that an electronic signature is that of a specific
person or for detecting changes or errors in the information in an electronic record.

2. Appropriate control processes and procedures to ensure adequate preservation, disposition,
integrity, security, confidentiality and auditability of electronic records.[8]

3. A consistent manner and format in which the electronic records must be created, generated, sent,
communicated, received and stored.[8]
Electronic Signatures

An electronic signature may be used if the law requires a signature unless there is a specific law,
regulation, or order that requires records to be manually signed. The issuance and/or acceptance of an
electronic signature by the district shall be permitted in accordance with the provisions of this policy
and all applicable state and federal laws and regulations. Such electronic signature shall have the full
force and effect of a manual signature only if the electronic signature satisfies all of the following
requirements:[1][2][11][12]

1. The signing employee is authorized to manually sign the document on behalf of the district.
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2. The electronic signature identifies the individual signing the document by their name and position.
3. The individual signing with an electronic signature has signed a statement of exclusive use,

4. The identity of the individual signing with an electronic signature is capable of being validated
through the use of an audit trail.

5. The electronic signature and the document to which it is affixed cannot be aitered once the
electronic signature has been applied.

6. The electronic signature conforms to all other provisions of this policy.

The d'iSt'rict shall maintain a secure log of each employee authorized to utilize an electronic signature in
connection with district business.[4]

{ } along with a copy of their unique electronic signature.

This policy does not require a specific method for executing an electronic sighature. The employee
signing a particular document is responsible for verifying that the method chosen is appropriate for the
nature of the transaction. Employees must consider confidentiality, authentication of signatures, and

verification that the document signed is, in all respects, identical to the one to which the signer intends
to bind the district.

Any electronic signature that appears to be forged, altered, or otherwise not authentic, or that is not
compliant with law or regulation, this policy or related administrative regulation, is not a valid signature.

Should an electronic signature be deemed Invalid, the Superintendent or designee may require a
manual signature.

All other policies that apply to the execution of contracts or other documents on behalf of the district

remain in full force and effect.
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