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IF YOU ARE A STUDENT...

. Don’t respond if someone is bullying you or your friends
electronically — tell your parent, an adult at school, or a
person you trust.

. Notify an adult if you receive messages that make you feel
uncomfortable, are cruel, or are designed to hurt you or
someone else.

@ Never share information online that could be embarrassing.
Never share personal information, such as your name, age,
address, or phone number.

IF YOUARE A PARENT...

. Save or print inappropriate messages and pictures your child
shares with you - they are evidence and important to any
action you take in the future.

‘ Contact your Internet service provider and file a complaint if
you receive messages or images that you think violate the
Terms and Conditions of your contract.

. Contact the school if your child is being bullied, harassed, or
intimidated online by another student.

‘ If your child is accused of cyberbullying, seek help from your
Internet provider, your school and, if indicated, professional
counseling.

. Contact the police if your child receives violent threats or por-
nography over the Internet.

. Contact the police if your child receives obscene or harassing
phone calls or text messages.

. Consider using filters that block inappropriate internet sites.

GOOD RESOURCES ON THE INTERNET

http:// www.metsmartz.org
https://www.ncpc.org/resources/cyberbullying
https://www.wiredsafety.com

https:// www.netsafeutah.org

https:// www.commonsense.org/education
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TIPS FOR SAFE SURFING




PSIFOR|PARENTS,
FAMILY SAFETY GUIDELINES FOR THE INTERNET

One out of five teens is sexually solicited online each year.

There are specific things you can do to help keep your own

teens safe. Start by getting involved! Educate yourself on how

the Internet works and keep tabs on your child’s computer use.

Create a written Internet safety plan. Set rules for Internet and
email use. Include specific strategies for what your teen will do if
they are sexually solicited online, or if they are frightened by an
online encounter. Sign the plan and post it near the computer.

O Remind your teen not to disclose personal information online.

O Draft a list together of what not to share, including name, age,
school, phone number, home address, and photos.

o Talk frequently to your teen. Discuss their online friends just as

you talk about their other friends.

o Keep the computer in a common area of the house. This makes it
easier to monitor computer use.

o Ask your teen to tell you right away about any uncomfortable online
experience, with assurances that you will not be angry if he or she
confides in you.

Consider filtering or monitoring software. While they can help you
control your teen’s online use, these devices are no substitute for
parental involvement and supervision.

Be aware. Your teen might be using computers at school, public
libraries, and friends’ homes.

Know the signs of “grooming.” When someone initiates online
contact with a young person with the intention of establishing a
sexual relationship, it is called “grooming.”

If you suspect online “grooming” of your teen or of any other child,
report it to your local law enforcement agency.

KEEPING SAFE ONLINE G] -
The internet can be a great research tool and a fun way to keep in
touch with friends and family. But going online also presents some
possible dangers that you need to know about. Here are some ways
you can steer clear of trouble while using the Web.

NOTHING]IS|PRIVATE
o Think about what you type. Never send your personal information,
such as name, address, phone number, pictures, or the name of
your school out into cyberspace.
o Emails can be forwarded with the click of a mouse. Remember that
any personal information you send to someone could be sent to

other people very quickly.

BEJSMART,

Never make plans to meet an online “friend” in person without first
checking with your parent/guardian. If your parent/guardian is OK
with the idea, bring him or her along and make the meeting in a
public place.

Remember, no matter how friendly and fun someone seems online,
they may be competely different in real life.

Your online behavior is your respinsibility. Don’t harass or bully,
and don’t respond when someone else tries to pick an online fight.

WHEN[TOLTELL

O If you encounter someone or something online that makes you
uncomfortable, tell a trusted adult right away! The adult can view
the information on the monitor and decide whether to report it to
law enforcement.

o “Grooming” is when an adult goes online to meet young people
with the intention of establishing an inappropriate relationship.

O If you suspect that you or someone you know is the target of
grooming, tell a trusted adult immediately.

o If something you see online seems “too good to be true” it
probably is. If you receive any offers that involve going to a
meeting, having someone visit you house, or sending money or
credit card information, tell your parent or guardian.




