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Windows OS F5 VPN Setup

As of October 2018 you no longer have to use Internet Explorer ONLY to set up the VPN. This will work
on any browser (except Edge).

1. Go to https://apscnvpn.k12.ar.us

2. You will see a Secure Login for APSCN and an AUP

Secure Logon

for APSCN Networks
NOTICE

Username (0000jdoe) STATE OF ARKANSAS
l | OFFICIAL BUSINESS USE ONLY - UNAUTHORIZED USE OR ACCESS 1S PROHIBITED

Password WARNING ! WARNING ! WARNING ! WARNING ! WARNING !

THIS SYSTEM CONTAINS STATE AND FEDERAL GOVERNMENT INFORMATION. ONLY AUTHORIZED

Please select one of the following options USERS MAY ACCESS THIS SYSTEM, AND ANY AUTHORIZED USE OF THE SYSTEM, NETWORK OR
INFORMATION CONTAINED THEREIN MUST BE RELATED TO THE PERFORMANCE OF OFFICIAL

GOVERNMENT FUNCTIONS OR BUSINESS. BY ACCESSING AND USING THIS SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS COMPUTER SYSTEM MAY SUBJECT YOU TO STATE

AND FEDERAL CRIMINAL PROSECUTION AND PENALTIES, AS WELL AS CIVIL PENALTIES, OR BOTH.

This product is licensed from F5 Networks. © 15399-2014 FS Networks. All rights reserved.
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https://apscnvpn.k12.ar.us/

3. Inthe window, enter your username and password.
Eg. 0000jdoe

Secure Logon
for APSCN Networks

Username (0000jdoe)
1234gsmith |

Password

[sessesusses |

Please select one of the following options

4. Choose your role and Click Logon

5. If you are accessing this website for the first time on a workstation, you will see a prompt to
install a new browser component. Click Install to install the new component.

A new browser component is required

Please click on the Information Bar if it is displayed, and choose Install ActiveX control.
If your browser security settings prevent the installation, please select an option below.

q Install the new browser component and continue

Continue, but do not install the new browser component
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6. After you click install, you will see a prompt at the bottom to run the Installer. Click Run.

Do you want to run or save InstallerControl_setup.exe (1.62 MB) from apscnvpn.kl2.ar.us?

Run

Save |V|| Cancel |X

7.

8.

0.

Permission Required

X

Youll need to provide administrator permission to install this application

If prompted for the F5 Package Installer, Click Yes

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

F5 Networks Component Installer

if prompted for the F5 Component Installer, Click Yes

F5 Networks Package installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

If prompted for administrative privileges, Click Continue to install the application.
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10. The box will appear that connects to the VPN tunnel. It shows the status as you connect to the

APSCN VPN

Traffic Type ~Sent Compression Received Compression
Network Access
- Network Tunnel 0B 0% []:] 0%
- Optimized Applications 0B 0% 0B 0%
Total 0B 0% 0B 0%
+ Show details

11. When prompted for the F5 Network Access Helper, Click Yes

F5 Networks Network Access Helper

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

12. A security alert will prompt you to run a local application. Click Yes

Security Alert
Websiteapscnvpnk 12 arus attempting to run a local application.

Do you want to allow this operation?
o |

*NOTE* You may see an additional prompt if your default browser is not Internet Explorer.

5|Page



13. The VPN will bring up the eSchool environment using your DEFAULT BROWSER.

Welcome to
HJ@ Teacher Access Center

User Name

Password

Copyright @ 2003-2021 PowerSchool Group LLC and/or its affiliate(s). All rights reserved. All trademarks are
either owned or licensed by PowerSchool Group LLC and/or its affiliates.
Powerschool.com
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MAC OS F5 VPN Setup

As of October 2018 you no longer have to use Safari to set up the VPN. This will work on any browser.

1. Go to https://apscnvpn.k12.ar.us

2. You will see a Secure Login for APSCN and an AUP

APSCN

Arkansas Public School Computer Network

Secure Logon
for F5 Networks

username (0000jdoe’
1234gsmith

] ........... ]

3. Inthe window, enter your username and password.
Eg. 0000jdoe

Secure Logon
for F5 Networks

username (0000jdoe)
1234gsmith |
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https://apscnvpn.k12.ar.us/

If you are accessing this website for the first time on a workstation, it will attempt to start a

4,
wizard to download the plugin. Click on the link to Download

S Network Access

Network access client components are required.

1. Download and run the installer.

Download

2. Click here when the installation completes.

Thiz product is licensed from FS Networks. 8 1999-2017 F5 Networka. All rights reserved.

5. When prompted, click Ok. (If you choose save file, open your download folder and Install)

- [ ] Opening mac_fSvpn. pkg

You have chosen to open:

‘s mac_fSvpn.pkg
which is: Document (27.9 MB)
from: https:ffapscnvpn.k12.ar.us

What should Firefox do with this file?

o Open with  Installer (default)

| Save File

| Do this automatically for files like this from now on.
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6. After the program runs, the F5’s Network Access Client Installation Wizard window displays. On
the Introduction page Click Continue

[ ] w Install F5's Network Access Client s

Welcome to the F&'s Network Access Client Installer

You will be guided through the steps necessary to install this

@ Introduction software.

Destination Select
Installation Type

Installation

Summary

7. On the Installation Type page, click Install

[ ] '« Install F5's Network Access Client o
Standard Install on “Yosemite Retail GameReviews VMware”

Introduction This will take 7.2 MB of space on your computer.
Destination Select Click Install to perform a standard installation of this software

i for all users of this computer. All users of this computer will
@ Installation Type be able to use this software.

Installation

Summary

8. If prompted for credentials, enter the password and Click Install Software

—~ Installer is trying to install new software.

-

‘ IE‘ ) Enter your password to allow this.

User Name: Grant Smith

Password: \

Cancel
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9. Once the installation is complete, Click Close

® 0 w Install F5's Network Access Client Q
The installation was completed successfully.
« Introduction
« Destination Select

« Installation Type

© Installation

© Summary The installation was successful.

The software was installed.

=

10. You will prompted to open the F5 VPN. Click Start to launch the connection

f MNetwork Access »

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This product is licensed from F5 Networks. £ 1999-2017 F5 Networks. All rights reserved.

11. You may receive a security warning to allow the VPN to connect. Choose “Always allow VPN
connection from this site”.

F5 VPN - Security Warning

The site https:/fapscnvpn.k12.ar.us is attempting to
start a Virtual Private Network (VPN) connection from
your system.

This site is not on your trusted site list.

ﬁ Always allow VPN connection from this sitel

) Allow VPN connection only for this session

Q Do not allow VPN connection
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12. Click Allow if prompted.

Do you want to allow this page to open "F5 VPN"?

Cancel Allow

13. Once connected, you can access the environment.

& apscnvpn.ki2.ar.us

() Connected | Disconnect |
Traffic Type Sent Compression l Received Compression
Network Access
- Network Tunnel 164 B 0% 164 B 0%
- Optimized Applications 0B 0% 0B 0%
Total 164 B 0% 164 B 0%
+ Show details

*NOTE* Open a new tab or browser when connecting to the environment. If you close the connected
tab/browser, your VPN will disconnect.

eFinance 20.11: https://efinance20.efp.k12.ar.us/
eSchoolPLUS 23: http://eschool23.esp.k12.ar.us
TAC23: http://tac23.esp.k12.ar.us
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Chrome OS F5 VPN Setup

1. Open the Chrome Web Store on your Chromebook
2. Inthe Web Store, search for F5 Access and click Add to Chrome

~— chrome web store ﬂ grant.smith@arkansas.gov v

UGS e

Features W & %k 6 Search Tools

Mk Gaghe Saarch mcre basuliful e comverient

[0 RunsOffline

[J ByGoogle

O Free AppS 10of 1apps
[J Available for Android

[J Works with Google Drive
F5 Access

Offered by: cdn.f5.com
Add to Chrome
Provides secure access to Enterprise &

+* %k 10 Productivity

Ratings
O Hdkhkik
% % & & &up

O
O %% &up
O *x &up

3. Click on Add app

! @ Add "F5 Access"?

It can:
Exchange data with any device on the local network or internet

Access information about Bluetooth devices paired with your
systemn and discover nearby Bluetooth devices.

Write to files and folders that you open in the application
Access your network traffic

Know your email address

4. You will see a new F5 Access icon on your Chromebook. Click on the F5 access icon.

Search your device, apps, web...

« B @ @ U

F5 Access Web Store TeamViewer Cisco WebE... VirtualBox]
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5. Onthe EULA prompt, click Accept

END USER LICENSE AGREEMENT
DOC-0397-01

IMPORTANT - READ BEFORE INSTALLING OR OPERATING THIS APPLICATION

LICENSEE ("LICENSEE") AGREES TO BE BOUND BY THE TERMS OF THIS AGREEMENT BY INSTALLING,
HAVING INSTALLED, COPYING, OR OTHERWISE USING THE APPLICATION. IF LICENSEE DOES NOT
AGREE, DO NOT INSTALL OR USE THE APPLICATION.

1. Scope. This End User License Agreement ("License”) applies to the software product ("Software”) included in this
application ("Application”). This License is a legal agreement between F5 and the single entity ("Licensee”) that has
acquired the Software. All references to "F5” in this License will be deemed to be a reference to the applicable F5
entity as follows: (i) if Licensee’s primary place of business is located in the European Economic Area, the Middle East
or Africa ("EMEA"), the F5 entity is F5 Networks Ltd.; (i) if Licensee’s primary place of business is located in the Asia-
Pacific region, excluding Japan, India and Taiwan ("APAC"), the F5 entity is F5 Networks Singapore Pte. Ltd.; and (jii)
if Licensee’'s primary place of business is located in Japan, India, Taiwan or a region outside of EMEA or APAC, the
F5 entity is F5 Networks, Inc. The Software may incorporate certain third party software programs subject to the terms
and restrictions of the applicable licenses identified herein.

2. License Grant. Subject to the terms of this License, F5 grants to Licensee a perpetual, non-exclusive, non-
transferable license to use the Software for which Licensee has paid the required license fees in object code form for
Licensee’s internal business purposes. Other than as specifically described herein, no right or license is granted to
anv of F5's rademarks. patents. copvriahts. or other intellectual propertv riahts and F5 retains all richts not aranted

> DECLINE " ACCEPT

6. Click the plus + icon to configure the VPN

£¥s Configuration Ié Statistics @ Diagnostics

Name Server URL Username Web Logon
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7. Enterin the Following Information. Click Save when finished.

Name — APSCN VPN

Server URL — https://apscnvpn.k12.ar.us

Username — Your SSO Account login (0000username)
Password — Your SSO password

o o oo

& | Add Configuration

MName

APSCN VPN

Server URL
https://apscnvpn.k12.arus

Usemame

0000gsmith

Password

sssasans

D ‘Web Logon

[ clientCertificate SELECT CERTIFICATE

» CANCEL " SAVE

8. You should now see your configured VPN connection. Close out of the configuration screen.

£¥s Configuration Ié Statistics ® Diagnostics

_ e m S

APSCN WPM hitps:lapscnvpn k12 arus 0000gsmith
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https://apscnvpn.k12.ar.us/

9. Click on your account photo at the bottom right then click on the VPN ©+ icon and under F5
Access click APSCN VPN

e Grant Smith Sign out
grant.smith@arkansas.gov
¢»  Connected to Ethernet 3
l O+ VPN disconnected I 3
£ Cast devices available »
« o

& Private network (i ] o4

F5 Access (4]

[or apscnven |

OpenVPN / L2TP (4]

10. You may be prompted to verify the server’s certificate. Click Proceed.

((?ﬁ | F5 Access

Verify Server Certificate
Do you want to trust following certificate?

Server
apscnvpn.kl2.arus

Subject

IC=US/postalCode=72203/5T=AR/L=Litlle Rockistreet=4 Capitol Mall/{O=Arkansas Department of
Education/OU=APSCN/OU=Hosted by Arkansas Department of Information

Systems/OU=Elite SSLICN=apscnvpn.k12.arus k

Issuer
IC=GB/5T=Greater Manchester/L=Salford/0=COMODO CA Limited/CN=COMODO R5A Organization

Validation Secure Server CA
» CANCEL " PROCEED
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11. Type your SSO account password and click Logon.

Secure logon for https:/fapscnvpn k12 arus

Usemame

0000gsmith

Password

|:| Save Password

3 CANCEL

Once you are connected, you will have access to the eSchool environment.

o =

*NOTE* Open a new tab or browser when connecting to the environment.

&  Private network

F3 Access

APSCHN VPN
Connected

—

OpenVPN / L2TP

eFinance 20.11:

https://efinance20.efp.k12.ar.us/

eSchoolPLUS 23:

http://eschool23.esp.k12.ar.us

TAC23:

http://tac23.esp.k12.ar.us
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Disconnecting the VPN

Although there is an Auto Timeout feature enabled, it is important to disconnect when you longer

need the VPN.

If you have the Network Connection still up, you can click “Disconnect” and it will disconnect you from

your VPN as well.

Disconnect

Session duration: 00:00:35

Traffic Type

Sent Compression

Received Compression

Network Access

- Network Tunnel

- Optimized Applications
Total

16.20 KB 0%
0B 0%
16.20 KB 0%

18.27 KB
0B
18.27 KB

0%
0%
0%

+ Show details

If you close the connecting browser, a message will display asking if you would like to disconnect your

connection.

Message from webpage

X

You closed the window containing the Webtop. Do you want
to close current connections?

i— Cancel—]
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Reconnecting after (Auto) Disconnecting the VPN

The Auto Timeout is for security purposes. This feature will automatically disconnect you from the

APSCN VPN if your session has been idle for longer than 15 minutes.

Do you want to stay connected?

Your session has been idle. For your security you will be logged out in:

21 seconds

| Stay connectedl L@ Disconnect

The system will prompt to stay connected or disconnect. If you do not click “Stay Connected” within the

allotted time, it will disconnect you from the VPN Tunnel.

Your session is finished.

Logged out successfully.
Thank you for using APSCN Networks.

To open a new session, please click here.

Click the hyperlink to start a new session
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