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INFORMATION SECURITY BREACH 
 

 

I. BOCES values the protection of private information of individuals, in accordance with 

law, regulations, and best practices. This policy is consistent with §208 of the New York 

State Technology Law. BOCES is required to notify affected individuals when there has 

been or is reasonably believed to have been a compromise of the person's private 

information, in compliance with the Information Security Breach and Notification Act. 

 

II. Definitions 

 

A. The definition of “private information” shall mean personal information in 

combination with any one or more of the following data elements, when either (1) 

the personal information or the data element is not encrypted or (2) encrypted 

with a corresponding encryption key that has also been acquired: 

 

1. Social Security Number; 

2. Driver’s license number or non-driver identification card number; or 

3. Account number, credit or debit card number, in combination with   any 

required security code, access code, or password which would permit 

access to an individual’s financial account. 

 

B. Private Information does not include publicly available information that is 

lawfully made available to the general public from federal, state, or local 

governmental records. 

 

C. An “information security incident” is a suspected, attempted, successful, or 

imminent threat of unauthorized access, use, disclosure, breach, modification, or 

destruction of information; interference with information technology operations; 

or significant violation of the acceptable use of electronic technology policy. 

 

D. “Breach of the security of the system” shall mean unauthorized acquisition or 

acquisition without valid authorization of computerized data that compromises the 

security, confidentiality, or integrity of personal information maintained by a 

business. Good faith acquisition of personal information by an employee or agent 

of the business for the purposes of the business is not a breach of the security of 

the system, provided that the private information is not used or subject to 

unauthorized disclosure. 

 

III. Notification 

 

A. If a determination has been made that a breach has occurred BOCES will notify 

the New York State Attorney General (AG), the New York State Department 

Consumer Protection Board (CPB) and the New York State Office of Cyber 

Security (OCS), as required by law. 
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B. All affected individuals must be notified of the breach if their compromised data 

meets the classifications described in law and set forth in BOCES Policy and 

Regulation. BOCES may delay notification of affected individuals if law 

enforcement determines that notification may impede a criminal investigation. 

 

C. The required notice shall be directly provided to the affected persons by one of 

the following methods: 

 

  1. Written notice; 

2. Electronic notice, provided that the person to whom notice is required has 

expressly consented to receiving the notice in electronic form; and a log of 

each such notification is kept by the BOCES when notifying affected 

persons in electronic form. However, in no case shall the District require a 

person to consent to accepting such notice in electronic form as a 

condition of establishing any business relationship or engaging in any 

transaction; 

3. Telephone notification, provided that a log of each such notification is 

kept by the District when notifying affected persons by phone; or 

4. Substitute notice, if BOCES demonstrates to the State Attorney General 

that the cost of providing notice would exceed $250,000, or that the 

affected class of subject persons to be notified exceeds $500,000, or that 

BOCES does not have sufficient contact information. Substitute notice 

shall consist of all of the following: 

i. Email notice when the District has an email address for the subject 

persons; 

ii. Conspicuous posting of the notice on the District's website page, if 

the District maintains one; and 

iii. Notification to major statewide media. 

 

D. Regardless of the method of which notice is provided, a notification must include: 

 

1. Contact information for the BOCES official handling the notification; 

2. A description of the categories of information that were, or are reasonably 

believed to have been, acquired without authorization; and 

3. Details on which elements of personal and private information were, or are 

reasonably believed to have been, so acquired. 

 

E. In the event that more than five thousand New York residents are to be notified at 

one time, BOCES will also notify consumer reporting agencies as to the timing, 

content and distribution of the notices and approximate number of affected 

persons.  Such notice shall be made without delaying notice to the affected New 

York State residents. 
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IV. Security Incident Management System 

 

A. Consistent with the NYS Information Security Breach and Notification Act the 

Board directs the District Superintendent or his/her designees to establish 

regulations which establish procedures for incident detection, reporting and 

handling, combined with education and awareness which are aimed at minimizing 

their frequency, severity, and potentially negative individual, operational, legal, 

reputational, and financial consequences of a security breach. 

 

B. The goals of establishing a successful incident management system include: 

 

1. Provide for an internal incident investigation and notification process and 

procedure to identify whether an incident has occurred which has resulted 

in the release of private information; 

2. Include procedures on containing the incident and stopping any unwanted 

activity quickly and efficiently; minimizing the security breach and 

disruption to network operations; 

3. BOCES shall develop procedures to notify an individual when it has been 

determined that there has been, or is reasonably believed to have been a 

compromise of private information through unauthorized disclosure as 

required by law; 

4. Include procedures to notify those state agencies of the security breach as 

required by law; and 

5. Provide accurate reports and useful recommendations to management 

aimed at preventing or mitigate future incidents from occurring. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Jefferson-Lewis-Hamilton-Herkimer-Oneida Board of Cooperative Educational Services 

Legal Ref: NYS General Business Law §889-aa; NYS Technology Law §208, NYS Office of 

Cyber Security and Critical Infrastructure. 

Adopted: 06/21/17 


