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I. Purpose 

 

A. BOCES is committed to optimizing student learning and teaching.  The Board 

considers student and staff access to technology and computer networks, 

including the Internet a powerful and valuable business, educational and research 

tool.  BOCES encourages the use of computers and technology in the BOCES 

classrooms for the purpose of advancing and promoting learning and teaching, 

consistent with the purpose, goal, and mission of BOCES. 

 

B. Jefferson-Lewis BOCES provides access to “Digital Information System” for its 

employees, agents, students, and volunteers, collectively referred to as “users” for 

educational and business purposes, in conformance with applicable law.  The term 

agent encompasses all independent contractors, individuals, businesses, and/or 

corporations granted access to the BOCES’ Digital Information System. 

 

C. It is imperative staff conduct themselves in a responsible, decent, ethical, 

professional, and polite manner while using BOCES’ technology. 

 

II. Definitions 

 

A. “Digital Information System” means BOCES provided technology devices, such 

as laptops, desktops, cellular devises, I-pads, tablets, as well as internet 

connections (including wireless connections), e-mail accounts, intranet and any 

direct or remote connection to BOCES’ networks, software, and cloud services. 

 

B. A user is deemed to “access” and use of the BOCES’ Digital Information System 

through any electronic activity using any device (whether or not such device is a 

BOCES-provided device) regardless of the user’s physical location or connection 

method. 

 

C. “BOCES-provided devices” means any electronic device provided by BOCES, 

including, but not limited to, desktop computers, laptops, and hand-held devices, 

such as personal digital assistants (PDAs), cellular phones, iPads, tablets and e-

readers.  

 

III. Scope 

 

A. The District Superintendent shall be responsible for establishing and revising 

regulations governing the use and security of the BOCES’ Digital Information 

System.  All users of the BOCES’ Digital Information System shall comply with 

this policy and regulations. 
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B. Each Department Administrator shall have the first level of responsibility to train 

students and staff on application of the technology and safety policy and 

regulations. 

C. The Director of Technology shall monitor and examine all network activities as 

deemed appropriate to ensure proper use of the district technologies.  In addition 

he/she will: 

 

1. Disseminate and interpret district policy and regulations governing use of 

the district’s network at the building level with all network users; 

 

2. Provide employee training for proper use of the network and will ensure 

that staff supervising students using the district’s network provide similar 

training to their students, including copies of district policy and 

regulations governing use of the district’s network. 

 

3. Insure that all disks and software loaded onto the computer network have 

been scanned for computer viruses. 

 

IV. Monitoring, Privacy, and Work Product 

 

A. Users have no right to privacy while using the BOCES’ Digital Information 

System. BOCES monitors users’ online activities and reserves the right to access, 

review, copy, store, or delete any electronic communications or files. This 

includes any items accessed by BOCES’ Digital Information System, stored on 

BOCES-provided devices, such as files, e-mails, cookies, and Internet history.  

 

B. BOCES reserves the right to disclose any electronic activity, including electronic 

communications, to law enforcement officials or third parties, as appropriate and 

consistent with applicable law. The Department will fully cooperate with local, 

state, or federal officials in any lawful investigation concerning or relating to any 

illegal activities conducted through the Department’s Systems. 

 

C. All materials, data and/or work product created or developed by employees, 

consultants or interns in connection with or as part of their employment, 

internship or consulting arrangement with or by the BOCES shall be the sole and 

absolute property of the BOCES for all purposes (including but not limited to 

ownership of copyright), and as such all materials, data and/or work product are 

deemed to be works made for hire pursuant to the United States Copyright Act. 

 

V. Principles of Acceptable Use 

 

A. Electronic Technology, Internet access and e-mail provided by BOCES are 

intended for educational use, instruction, research and the facilitation of 

communication, collaboration, and other BOCES related purposes.  Users are 
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subject to the same standards expected in a classroom and/or professional 

workplace. 

 

B. Every user of the BOCES’ Digital Information System will sign a written 

acceptable use policies agreement prior to gaining access to the BOCES’ Digital 

Information System.  The acceptable use agreement will outline the terms and 

conditions for using the BOCES’ Digital Information System.  The agreement is 

intended to help protect administrators, students, parents and the community from 

irresponsible, abusive or illegal activities. 

 

C. Every user will have their own unique identification and password to access the 

BOCES’ Digital Information System and will not share their identification and/or 

password with any other person or entity. 

 

 

VI. Prohibited Uses of the BOCES’ Digital Information System 

 

A. Users may not engage in any of the activities prohibited by this policy and 

regulations when using or accessing the BOCES’ Digital Information System. 

Users may not engage in any activity which is violates federal, state, local law or 

ordinance.  Users may not access, transmit or retransmit material which advocates 

or promotes violence or causes harm to one’s self or others. Users are bound to 

abide by this policy and regulations at all times. 

 

B. If a user is uncertain whether behavior is prohibited, he or she should contact a 

supervisor for direction and support.   BOCES reserves the right to take 

immediate action regarding activities if BOCES determines: 

 

1. The activity creates a security and/or safety issues; 

 

2. Lacks legitimate educational or business purpose; or 

 

3. Is inappropriate. 

 

C. Below is a non-exhaustive list of examples of prohibited behavior:  

 

1. Accessing, transmitting or retransmitting material which advocates or 

promotes violence or causes harm to one’s self or others; 

 

2. Accessing, transmitting or retransmitting any material or communication 

which is discriminatory, inflammatory, harassing or hateful to an 

individual or group of individuals, based on race, color, weight, national 

origin, ethnic group, religion, religious practice, disability sexual 

orientation, gender (including gender identity and expression), or sex; 
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3. Using, posting or distributing profane, lewd, vulgar, threatening, or 

abusive language in e-mail messages or social media sites; 

 

4. Accessing, using, posting, distributing, transmitting or retransmitting any 

information or materials that are pornographic or otherwise obscene, 

advocate illegal or dangerous acts, or advocate violence or discrimination; 

 

5. Damaging computer equipment, files, data or the BOCES’ Digital 

Information System in any way, including spreading computer viruses, 

vandalizing data, software or equipment,  damaging or disabling others’ 

electronic property, or engaging in conduct that could interfere or cause a 

danger of disruption to the BOCES’ educational or business environment; 

 

6. Using the Department’s Internet System in a manner that interferes with 

the education of the user or others or the job duties of the user or others; 

 

7. Downloading, posting, reproducing or distributing data, music, 

photographs, video or other copyrighted or trademarked work in violation 

of applicable laws is strictly prohibited.  Any music, photographs and/or 

video should only be downloaded for educational or business purposes, 

and not for personal use.  If a copyrighted or trademarked work specifies 

how that work may be used, the user should follow the expressed 

requirements. If users are unsure whether or not they can use a work, they 

should request permission from the copyright or trademark owner; 

 

8. Engaging in plagiarism.  Plagiarism is taking the ideas or writings of 

others and presenting them as if they were original to the user; 

 

9. Gaining or attempting to gain unauthorized access to the BOCES’ Digital 

Information Systems, or use of the BOCES’ Digital Information System to 

any third party’s computer system is prohibited; 

 

10. Violating federal, state or local law or ordinance by engaging in criminal 

or unlawful activities. 

 

D. This policy does not attempt to articulate all required and/or acceptable uses of 

the BOCES’ Digital Information System; nor is it the intention of this policy to 

define all inappropriate usage. Administrative regulations will further define 

general guidelines of appropriate staff conduct and use as well as proscribed 

behavior. 
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VII. Filtering 

 

A. In accordance to Children’s Internet Protection Act (“CIPA”), BOCES blocks or 

filters material that is harmful to minors. The term “material that is harmful to 

minors” means any communication, picture, image, graphic image file, article, 

recording, writing, or other matter of any kind that is obscene or that: 

 

1. The average person, applying contemporary community standards, would 

find, taking the material as a whole and with respect to minors, is designed 

to appeal to, or is designed to pander to, the prurient interest; 

 

2. Depicts, describes, or represents, in a manner patently offensive with 

respect to minors, an actual or simulated sexual act or sexual contact, an 

actual or simulated normal or perverted sexual act, or a lewd exhibition of 

the genitals or post-pubescent female breast; and 

 

3. Taken as a whole, lacks serious literary, artistic, political, or scientific 

value for minors. 

 

4. This includes pornography, obscene material, and other material that may 

be harmful to minors. 

 

B. BOCES may also block or filter other content deemed to be inappropriate, lacking 

educational or work-related content or that pose a threat to the network.  BOCES 

may, in its discretion, disable such filtering for certain users for bona-fide 

research or other lawful educational or business purposes. 

 

C. Users shall not use any website, application, or methods to bypass filtering of the 

network or perform any other unlawful activities. 

 

 VIII. Protection of Personally Identifiable & Confidential Information 
 

A. The Family Educational Rights and Privacy Act (“FERPA”) prohibits BOCES 

officials from disclosing personally identifiable information (“PII”) from 

education records of BOCES students and families to third parties without 

parental consent.  However, several exceptions to this general rule may apply.  

 

B. All users of the BOCES’s Systems and third party contractors must comply with 

FERPA and Board policies regarding confidentiality and release of student 

records.  If you are unsure about whether the activity will comply with FERPA or 

applicable Board policies please contact your Department Administrator. 
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C. Internal communications with a BOCES attorney may also be confidential.  

Accordingly, users should not forward or distribute such communications without 

first checking with the school’s attorney. Users should ensure that e-mails that 

include or attach confidential information are only sent to the intended recipients. 

 

D. Confidential and/or private data, including but not limited to, protected student 

records, employee personal  identifying  information,  and  assessment  data,  

shall  only  be  loaded,  stored  or  transferred  to  BOCES-owned devices which 

have encryption and/or password protection. This restriction, designed to ensure 

data security, encompasses all computers and devices within BOCES, any mobile 

devices, including flash or key drives, and any devices that access BOCES’ 

Digital Information System from remote locations.  

 

E. Staff will not leave any devices unattended with confidential information visible. 

All Devices are required to be locked down while the staff member steps away 

from the device. 

 

F. Staff  data  files  and  electronic  storage  areas  shall  remain  BOCES  property,  

subject  to  BOCES  control   and   inspection.   Superintendent or his/her 

designee may access  all such files  and communications  without  prior  notice  to  

ensure  system  integrity  and  that  users  are  complying  with requirements of 

this policy and accompanying regulations. Staff should NOT expect that 

information stored on the BOCES’ Digital Information System will be private. 

 

IX. Student Internet Safety 

 

A. Department Responsibilities 

 

1. BOCES will provide curriculum about appropriate online behavior, 

including interacting with other individuals on social networking websites 

and in chat rooms, and cyberbullying awareness and response.  

 

2. BOCES will work to protect the safety and security of minors when using 

electronic mail, chat rooms, and other forms of direct electronic 

communications.  

 

3. As appropriate, BOCES will provide students, staff and parents with 

guidelines and instructions for student safety while using the Internet. 
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B. Students Using the Department’s Internet Systems 

 

1. Students must not reveal personal information about themselves or other 

persons on social networking sites, in chat rooms, in emails or other direct 

electronic communications, or any other forum over the Internet. For 

example, students must not reveal their home address, or telephone or cell 

phone number. Students must not display photographs of themselves, or 

the images of others. 

 

2. Students should not meet in person anyone they have met only on the 

Internet. 

      

3. Students must promptly disclose to their teacher or other school employee 

any message or other activity they receive that is inappropriate or makes 

them feel uncomfortable. 

 

4. Students should not allow BOCES computers to save their passwords. 

 

C. Teachers using the Department Internet Systems, including Social Media for 

class activities. 

 

Teachers have the first level of responsibility to train students on application of 

the technology and safety policy and regulations. Teachers will educate students 

about appropriate and safe online behavior, including interacting with individuals 

on social networking websites and in chat rooms and cyberbullying awareness 

and response. 

 

D. Social Media 

 

1. “Social media” means any form of online publication or presence that 

allows interactive communication, including, but not limited to, social 

networks, blogs, Internet websites, internet forums, and wikis.  Examples 

of social media include, but are not limited to, Facebook, Twitter, 

YouTube, Google+, and Flickr. 

  

2. Schools use a variety of online web-based interactive communication 

technologies to enhance students’ education and learning. Social media 

sites must be used only for educational and school related purposes, in 

connection with lessons and assignments and to facilitate communication 

with teachers and other students. Access to social networking websites, 

blogs, or twitter for personal use during the BOCES workday is 

prohibited. 
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3. All employees, faculty and staff of the BOCES who participate in social 

networking websites shall not post any data, documents, photos, or 

inappropriate information on any such websites, blogs, or twitter on their 

personal computers or other informational technology devices that might 

result in the disruption of classroom or school activities at the BOCES. 

 

4. A determination as to whether such posted material is considered 

appropriate or inappropriate shall be made by the District Superintendent. 

The District Superintendent shall notify the BOCES employee in writing 

of his/her determination. If the material is considered inappropriate, then 

the BOCES employee shall immediately remove the material from his/her 

social networking website or blog located on his/her personal computer or 

other informational technology device. If the communication forwarded 

by twitter is considered inappropriate, the BOCES employee will refrain 

from forwarding similar types of communication in the future. 

 

5. Employees, faculty and staff shall not provide social networking website 

passwords to students. Fraternization via the internet through social 

networking websites between employees, faculty, or staff with students 

may impede their supervisory authority over students and the maintenance 

of a professional, respectful association with students while attending the 

BOCES. Internet fraternization that is disruptive to classroom, school 

activities, or is inappropriate to the education process is prohibited. 

 

6. Nothing in this policy shall prohibit employees, faculty and staff from 

using educational websites since these sites are structured solely for 

educational purposes. 

 

 

E.    Parents 

 

1. Although students generally will be supervised when using the BOCES’ 

Digital Information System on school property, it is not practicable for the 

BOCES to monitor and enforce a wide range of social values in student 

use of the Internet. Parents are primarily responsible for transmitting their 

particular set of family values to their children, and discussing with their 

children what material is and is not acceptable for their children to access 

through the BOCES’ Digital Information Systems. 

 

2. Parents are exclusively responsible for monitoring their children's use of 

the Internet when the BOCES’ Digital Information Systems are accessed 

from home or a non-school location.  The BOCES may or may not employ 

its filtering systems to screen home access to the BOCES’ Digital 

Information Systems. 
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X. Violations of this Policy 

 

A. BOCES reserves the right to terminate any user’s access to BOCES’ Digital 

Information Systems, including access to BOCES e-mail at any time. 

 

B. Each Department Administrator shall have the first level of responsibility to train 

staff on this technology and safety policy and review and report alleged 

infractions and to determine appropriate action.  The District Superintendent shall 

receive a report on any incident and the results of the Administrators’ 

investigation.  The District Superintendent shall make the final determination as 

to any action to be taken. 

 

C. Employee violations of this policy will be handled by appropriate discipline. 

Employees who engage in unacceptable use may lose access to these resources 

and may be subject to further discipline under the law and in accordance with 

applicable collective bargaining agreements. Legal action may be initiated against 

a staff member who willfully, maliciously or unlawfully damages or destroys 

property of BOCES  

 

E. All users must promptly disclose to their supervisor, principal or manager any 

information they receive that is inappropriate or makes them feel uncomfortable.  

 

XI. Limitation of Liability 

 

BOCES makes no guarantees about the quality of the services provided and is not 

responsible for any claims, losses, damages, costs, or other obligations arising from use of the 

network or accounts. Any additional charges a user accrues due to the use of the BOCES’s 

network are to be borne by the user. BOCES also denies any responsibility for the accuracy or 

quality of the information obtained through user access. Any statement, accessible on the 

computer network or the Internet, is understood to be the author's individual point of view and 

not that of the BOCES, its affiliates, or employees. 

 

Jefferson-Lewis-Hamilton-Herkimer-Oneida Board of Cooperative Educational Services 

Legal Ref: Children’s Internet Protection Act (CIPA). 

 

Adopted: 06/21/17 

 


