
EXHIBIT 

DATA PRIVACY AND SECURITY TERMS AND CONDITIONS 
. . for the Master Agreement between 

Depew Union Free School District ("District") and YouScience, LLC ("Vendor") (collectively the 
"Parties") 

WHEREAS, the District and Vendor are parties to a contract or other written agreement for 
purposes of providing cjertain products or services to the District ("Master Agreement"); and 

WHEREAS, Ed~cation law §2-d and Part 121 of the Regulations of the Commissioner of 
Education (collectively Ireferred to as "Section 2-d") require the Parties to have certain terms and 
conditions go)lerning the privacy and security of certain data the Vendor will receive pursuant to the 
Master Agreernent; and 

• I 

WHEREAS, the Parties are desirous to set forth such terms and conditions in this Exhibit to the 
Master Agreement: 

NOW l"HEREFORE, in consideration of the mutual promises set forth in the Master Agreement, 
the Parties agree to thd following terms and conditions . 

• 
A. Dl:FINl1't0NS 

1. "Stud~mt ipata" means personally identifiable information from the student records of the 
District that V~ndor receives pursuant to the Master Agreement. 

• 

2. 'fTeacheror Prindpal Data" means personally identifiable information from the records of 
the District relating to the annual professional performance reviews of classroom teachers or principals 
that Is confide.ntiai and pol subject to release under Education law§§ 3012-c and 3012-d that Vendor 
receives pursvant to th$ Master Agreement. 

• 
3. ''Protecteq Data" means Student Data and/or Teacher or Principal Data, as defined 

above. 

B. PURPOSE 
\ 

1. f ursuant Ito the Master Agreement, the Vendor will receive Protected Data from the 
District for purposes of providing certain products or services to the District. 

'! 

2. To the extent that any terms contained in the Master Agreement. or any terms contained 
in any other Exhibit{s) attached to and made a part of the Master Agreement, conflict with these Terms 
and Condition~. these T"rms and Conditions will apply and be given effect. In addition, in the event that 
Vendor has C>nline or ~ritten Privacy Policies or Terms of. Service (conectively, "TOS") that would 
otherwise. be applicabletto its customers or users of the products or services that are the subject of. the 
Master Agreement between the District and Vendor, these Terms and Conditions shall supersede any 
conflicting terrhs of the TOS 

C, DATA SHARING AND QONl"IO!':NilAUTY 

1. vendor Adlmowledgrnents 
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i. Vepdor acknowledges that the Protected Data it receive1, pursuant to the Master 
Agreement origi~ates from the District ani:J that this Protected Data belongs to and is owned by 
the Dl$trict. ' 

ii. Ver,dor will maintain the confidentiality of the Protected Data it receives in 
accordance with federal and state law (including but not limited to Section 2-d) and will comply 
with the District's policy on data privacy and security. The District will provide Vendor with a copy 
of its policy cm di,ta privacy and security upon request 

2. Vendor's pata Privacy and Security Plan 

L Vendor will implement all state, federal, and local data privacy and security 
requir~ments, a~d requirements contained within the Master Agreement and these Terms and 
Conditions including but not limited to the requirements in the Parents' Bill of Rights and the 
Supplemental information set forth below, consistent with the District's data privacy and security 
policy. 

ii. Vefldor will have specific administrative, operational and technical safeguards and 
practices in placli, to protect Protected Data that i! receives from the District under the Master 
Agreement · 

iii. Vendor has provided or will provide training on the federal and state laws 
governing confiqentiality of Protected Data for any of its officers or employees or assignees, if 
applicable, who will have access to Protected Data, prior to receiving access. 

ill. If "endor uses any subcontraclor(s), Vendor will require such subcontractor(s) or 
other authorized[persons or entities !o whom it may disclose Protected Data to execute written 
agreements ack~owledging that the data protection obligations imposed on Vendor by state and 
federal law, the: Master Agreement, and these Terms and Conditions shall apply to the 
subcontractor. , 

i 
v. Vei;idor will follow certain procedures for the return, transition, deletion, and/or 

destruction of Protected Data upon termination, expiration or assignment (to the extent 
authorized) of th~ Master Agreement as set forth in detail in the Supplemental Information below. 

vL Vendor will manage data privacy and security incidents that implicate Protected 
Data and will d~velop and implement plans to identify breaches and unauthorized releases. 
Vendor. will provide prompt notification to the District of any breaches or unauthorized releases 
ofProtected Oatai in accordance wlth the provisions of Section 3 herein. 

3. !Notification of Breach or Unauthorized Release 

With respect to ~ny breach or unauthorized release of Protected Data, including any breach or 
unauthorized • release 'of Protected Data by Vendor's assignees or subcontractors, Vendor 
acknowledges and agr~es to the following: 

! 
L' Verndor will promptly notify the District of any breach or unauthorized release of 

Protect~d Data, )n the most expedient way possible and without unreasonable delay, but no 
more than seveni(7) calendar days after Vendor has discovered or been informed of the breach 
or unauthorized release. 

it Ve~dor will provide such notification to the District by contacting !he Director of IT 
directly by email at BRichards@depewschools.org or by calling 716-686-5066 

. '. ! 

iii. • Ve~dor will cooperate with the District and provide as much information as possible 
diracUy to the Dir!'lctor of IT or his/her designee about the incident, including but not limited to a 
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description of the incident, the date of the incident, the date Vendor discovered or was informed 
of the iricident, ~ description of the types of Protected Data involved, an estimate of the number 
of recdrds affect~d, the schools within the District affected, what the Vendor has done or plans 
to do to investig~te the incident, stop the breach and mitigate any further unauthorized access 
or release of Protected Data, and contact information for Vendor representatives who can assist 
affected individUf!!S that may have additional questions. 

iv. Verdor .acknowledges that upon initial notification from Vendor, the District has an 
obligation underi Section 2-d to in tum notify the Chief Privacy Officer in the New York State 
Education Department ("CPO"). Vendor agrees not to provide such notification to the CPO 
directly unless rbquested by the District or otherwise required by law. In the event the CPO 
.contacts Vendoridlreo!ly or requests more information from Vendor regarding the incident after 
having been initially informed of the incident by the District, Vendor will promptly inform the 
Director of IT or his/her designee. 

v. Vendor will cooperate with the District and law enforcement to protect the integrity 
of investigations 'into the breach or unauthorized release of Protected Data. 

vi.. Vendor will pay for or promptly reimburse the District for the full cost of notification, 
in the event th~ District is required under Section 2-d to notify affected parents, students, 
teachers or prin~pa!s ofa breach or unauthorized release of Protected Data attributed to Vendor, 
its subcontractor~ or assignees. 

4. Additional.Statutory and Regulatory Obligations 

Vendor acknowl~dges additional obligations under Section 2·d and that any failure to fulfill one 
or more of these statutqry or regulatory obligations will be deemed a breach of the Master Agreement 
and these Terms and Cpnditions. Vendor acknowledges and agrees to the following: 

i. To: limit internal access to Protected Data to only those employees or 
subcontractors. that need access to the Protected Data in order to assist Vendor in fulfilling one 
or more of its obligations to the District under the Master Agreement 

ii. To not use Protected Data for any purposes not explicitly authorized in the Master 
Agreement orth~se Terms and Conditions. 

iii.• To tnot disclose any Protected Data to any other party, except for authorized 
employ\';es, subcontractors, or assignees of Vendor using the information to carry out Vendor's 
obligations to the! Districtand in compliance with state and federal law, regulations and !he terms 
of the Master Ag~eement, unless: 

a. l the parent or eligible student provided prior written consent; or 

b. the disclosure is required by statute or court order and notice of the 
disclosure. is provided to the District no later than the lime of disclosure, unless such 
notice f:;; ekpressly prohibited by the statute or court order. 

iv, . To imaintain reasonable administrative. technical, and physical safeguards to 
protect the security, confidentiality, and integrity of Protected Data in its custody. 

' 
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v. To, use encryption to protect Protected Data in its custody while in motion or at 
rest, using a teGhnology or methodology specified or permitted by the Secretary of the U.S. 
Department of Health and Human Services in guidance issued under Section t3402(H}(2) of 
Public Law 111-5. 

i 

vi. To adopt technologies, safeguards and practices that align with the U.S. 
Department of Commerce National Institute for Standards and Technology Framework for 
Improving Criti_c~! Infrastructure Cybersecurity, "NIST Cybersecurity Framework" (Version 1. 1). 

vii. Tcrnot sell Protected Data nor use or disclose it for any marketing or commercial 
purpose or facilitate its use or disclosure by any other party for any marketing or commercial 
purpose or permit another party to do so. 

0. PARENTS' a1LL OF R.IGHTS Al\10 SUPPLEMENTAL INFORMATlON 
' 

1. Parents' !$ill of Rights 

Vendor acknowledges and agrees that the District's Parents' Bill of Rights as set forth herein 
and as postec.f on the District's website is incorporated into these Terms and Conditions. 

Parent's Bill of Rights: http:/!5itco/ba8 

2.. S.YQPlemantal information 

L._ Thlfl exclusive purpose for which Protected Data will be is to create a student 
account accessible. by student initiated password]. Vendor will not use the Protected Data for 
any other purpo~es not explicitly authorized herein or within the Master Agreement. 

ii. In \he event that Vendor engages subcontractors or other authorized persons or 
entities ("Subcortractors") to perform one or more of its obligations under the Master Agreement 
(including hostin~ of the Protected Data), Vendor will require Subcontractors to execute legally 
binding agreem€';nts acknowledging and agreeing to comply with all applicable data protection, 
privacy and security requirements required of Vendor under the Master Agreement, these Terms 
and Conditions, and applicable state and federal law and regulations. 

iii. The M,:ister Agreement commences on 7/1/2020 and expires on 6/30/2021. Upon 
expiratton of th_e Master Agreement without renewal, or upon termination of the Master 
Agreellllent prior Jo its expiration, Vendor will (select all that apply): 

J( Securely delete or otherwise destroy all Protected Data remaining in the 
possession of Vendor or any of its Subcontractors. 

□ \Assist the District in exporting and returning all Protected Data previously 
recf:!i11ed to the District in such formats as may be requested by the District 

Contact the District lo request instruction for the deletion or return of all 
Prcttecied Data. 

In the ev~nt the Master Agreement is assigned to a successor Vendor (to the extent 
authori:pad by !h~ Master Agreement), the Vendor will cooperate with the District as necessary 
to transitk,in Prot<jlcted Data to the successor Vendor prior to deletion. 

Neither Vl:!ndor nor any Subcontractors will retain any Protected Dela, copies, summaries 
or extracts of the Protected Data, or any de-identified Protected Data, on any storage medium 
whatsoever Up~n request, Vendor and/or Subcontractors will provide the District with a 
certification from an appropriate officer that these requirements have been satisfied in full, 
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Please see Dire!j:tives for Disposition of Data between YouScience, LLC and Depew Union Fre.e 
School District ( ~ttached}. 

fv. Patents or eligible students can challenge the accuracy of any Protected Data in 
accordance withithe District's procedures for requesting amendment of education records under 
the Family Educational Rights and Privacy Act (FERPA). Teachers or principals may request to 
challen.ge the ac~uracy.of APPR data provided to Vendor by following the appeal process in the 
District's applicaple APPR Plan. 

v. Anbf Protected Data will be stored on systems maintained by Vendor, or 
Subcontractor(s} under the direct control of Vendor, in a secure data center facility. The 
measures that Vendor (and, if applicable, Subcontractor(s)) will take to protect Protected Data 
include adoption of technologies, safeguards and practices that with !he U.S. Department 
of Commerce National Institute for Standards and Technology Framework for Improving Critical 
lnfrasbiucture C:,bersecurity, "NIST Cybersecurity Framework" (Version 1.1) and safeguards 
associated with: industry standards and best practices Including, but not limited to, disk 
encryption, file eincryption, firewalls, and password protection. 

vi. Vendor (and, if applicable, Subcontractor(s)) will use encryption to protect 
Protected Data in its custody while in motion or at rest, using a technology or methodology 
specified or permitted by !he Secretary of the U.S. Department of Health and Human Services 
in guidanceissu~d under Section 13402(H)(2) of Public Law 111-5. 

3, Posting I 

In accordance pvilh Sectk:m 2-d, the District will publish the Parents' Bill of Rights and 
Supplemental Information from these Terms and Conditions on its website. The District may redact the 
Parents' Bill of Rights 9nd Supplemental Information to the extent necessary to safeguard the privacy 
and/or security of the District's data and/or technology infrastructure. 

IN WllNESS WHEREQIF, the Parties have indicated thelr acceptance of these Terms and Conditions 
includinq the <Parents' ~ill of Rights and Supplemental Information by their signatures below on the 
dates indicated, 

BY THIE VENOOl't: BY THE DISTRICT: 

Aud'fj;/ At~elseo ---'we:6?EX ffi.)1t\1 Ri. h. 

Signature ~ i · 

HJ?.. a, Bccrt~nfl DJ Speclq,Usf-
ritre . , 

• ; r ,Date · 
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Directive for Disposition of Data between 
Y ouScience, LLC and Depew Union Free School District 

YouScience Servi\;es are meant to provide the District and students the benefit of an independent 
record t)f achievelnent and a lifelong credential of value that provides program improvement 
information and,, also, provides benefit to the student earning a certification or taking a 
talent/interest assdssmcnL Students may retain possession and control of their student0 generated 
content by creatiqm of a personal account for the purpose of accessing lifelong certification 
validation. Once tJ1e contractor has completed its service to the district, records containing student 
PII will.be moved io student-owned accounts. Vendor agrees that it will destroy/delete/de-identify 
such information tl1at has not transferred to a student's personal account when directed to do so by 
the district 

YouScii:,nce, LLd 

By: Audrey Nielsbn 

Title: HR & Accoiunti11g Specialist 

Signature: {lud.,t,4:::1~ 
Date: ll)/26/2020 l 

Depew Union Free School District 

By:~;;;H-1!\ 'p. 

Signa""·QS.,.~~~::;::;:c:r------
1 

Date: --'--''---=-l-"-.r_.,(d0.,...,,_________ 


