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@ATA pﬁ IVACY AND SECURITY TERMS AND CONDITIONS

% for the Master Agreement hetween
Depew Uman Free School District ("District”) and YouSeience, LLC (“Vendor™ (coliectively the.
] ‘Parties”)

WH&IR%A& t?xe District and Vendor are partiss to a contract or other written agreement for
purposes of. ymwmﬁg c;ertam products or services to the District (*Master Agreement™; and

WHER‘EAS Education Law §2-d and Part 121 of the Reguiations of the Commissioner of
Education (G@ lectively:referrad o as "Section 2-d”) require the Parties to have certain terms and
conditions governing the privacy and security of certain data the Vendor will receive pursuant to the
Master Agreement; and

 WHEREAS, the Parties are desirous to set forth such terms and conditions in this Exhibit to the
Master Agresment;

NOW T HERE?QRﬁ in consideration of the mutual promises set forth in the Master Agreement,
the Parties agme o tha roifawmq {orms and conditions,

A. BEF%?&WE@?%S

L “’Smdent Eﬁam” maans personally identifigble information from the studant records of the
Digtrict that V@eﬁdar rec@ ves pursuani to the Master Agresment.

2. “Teacher or Principal Data” means personally identifiable information from the records of
thie District refating 1o ihﬁ annual professional performance reviews of clagsroom teachers or principals
that is confidential-and hot subject to release under Education Lew §§ 3012-¢ and 3012-d that Vendar
raceives: g;&umigant (2] ‘ii’}% Master Agreemaent.

3. :‘?Pmt@c?t@{% Data” means Student Daia andfor Teacher or Principal Data, as defined
‘above. f
B. PURPOSE 1

1. i?urauartt ia the Master Agreement, the Vendor will receive Protected Data from the

Distriot for purposes of providing centain products or services to the District,

2. Tothe ex{em that any terms contained in the Master Agreement, or any terms contained
in-any other Exhibit(s) atéacheei to and made a pant of the Master Agreement, conflict with these Terms
and Conditions, these Téz'ms and Conditions will apply and be given effect. In addition, in the event that
Vendor has online of \iwséten Privacy Policies or Terms of Service (cof%ectweiy “TOS8" that would
otherwise be applicable toits customets or users of the products or services that are the: subject of the
Master Agreement | bem}een the District and Vendor, these Terms and Conditions shall supersede any

conflicting terms of the T@S

©. DIATA SHARING AND CONFIDENTIALITY

1.

Vendor Ac%kr_-s wiedgments
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i \/’eﬂdm acknowledges that the Protected Data if receives pursuant te the Master
Agr&emem ﬁsngmaﬁes from the District and that this Protected Data belongs to.and is owned by
the Dfstrtci

ii.. Vendor will maintain the confidentiality of the Protected Data it receives in
accmrdaﬁca with federal and state law {including but not limited to Section 2-d} and will comply
with the District's pol icy on data privacy and security. The District will provide Vendor with a copy
of its policy on daia privacy and security upoh request.

2. Vendm“’s Data Privacy and Secutity Plan

i,; \ieﬁdaz‘ will implement all state, federal, and local data privacy and security
mqu%remaﬁts and requirements contained within the Master Agresment and these Terms and
Conditions inciuding but not fimited to the requirements in the Parents’ Bill of Rights and the
Supp! emental iﬁfermamrg sat forth below, consistent with the District's data privacy and security
policy. .

'ii.é \f&hﬁm‘ will have specific administrative, operational and technical saféguards and
practices in p?at:e {o protect Protectad Data that it réceives from the District under the Master
Agreem@m

i

ii&.’ Vehdor has provided or will provide training on the federal and stafe laws
governing csnfre&en?za ity of Protected Data for any of its officers or employees or assignees, if
a;apimab @, Who v Wi have sccess to Protected Data, prior to receiving access,

-Ev,i' if \X&ﬁﬁar uses any subcontractor(s), Vendor will require such subcontractor(s) or
other auth@ﬁz&ﬁ persong or entities to whom i may disclose Protected Data to execute written
agreements ack%}(;wiedgmq that the data protection obligations imposed on Vendor by state and
federal law, the Master Agreement, and these Terms and Conditions shall apply to the
subcaﬁtracior

v.-" Vendcf will follow certain procedures for the retum, transition, deletion, and/or
destrugtion of Fmﬁe&cﬁe&i Data upon termination, expiration or assignment (fo the extent
aut%’mr;zed) ofthe Master Agreement as set forth in detall in the Supplemental Infarmation below.

vi-‘i V’eM@r will manage data privacy and sacurity incidents that implicate Protected
Data and will dava op and implement plans to identify breaches and unauthorized releases.
\!endm will: prc}wz’i&z prompt notification to the District of any breaches or unauthorized releases
of: Protez:‘ced E}ata in accordance with the provisions of Sectiont 3 herein.

3. i\-iatrf“ catl ﬁn of Breach or Unauthorized Release

With reg;a@ct to any braach or unauthorized release of Protected Data, including any breach or
unauthorized release of Protected Data by Vendor's assignees of subcontracters, Vendor

-Boknowl ecﬁges and &graes {o the following:

il Vemd@r will promptly notify the District of any breach or unauthotized release of
!’-”mtacmd Data, in the most expedient way possibie and without unreasonable delay, but no
more than saven: {?} calendar days after Vendor has discoverad or been informed of the breach

of unauthorized re!eas&

i Veridm will provide such notification to the District by contacting the Dirsctor of IT
directly by email at BRicharde@depewschosis.org or by calling 716-686-5066.

Hi V@Qdmr will cooperate with the District and provide as much information as possibie
directly to the Direclor of IT or hisfher designes about the incident, including but not limited to: &
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-descrs;gisaﬁ of th@ incident, the date of the incitent, the date Vendor discovered or was informed
of the incident, a description of the types of Protected Data involved, an estimate of the number
of tecards. aﬁecﬁﬁd the sehodls within the District affected, what the Vendor has done or plans
to doto mv@stzgate the incident, stop the breach and mitigate any further unauthorized access
or releas& of Protected Data, and contact information for Vendor representatives whe can assist
affected 'md'%védu‘a s that may have additional questions.

v ‘zfendm acknowledges that upon initial notificatfon from Vendor, the District has an
obligation under Section 2-d fo In turn notify the Chief Privacy Officer in the New York State
Education E}emﬁmﬁm {("CPO"). Vendor agrees not to provide such notification to the CPG
directly unless réqu@sied by the District or otherwise required by law. In the event the CPO.
contacts Vendor directly or requests more information from Vendor regarding the incident after
having been in tially infarmed of the incident by the District, Vendor will promptly inform the
Director of IT or hssih@r desighee,

v : ‘J&nd&r will cooperate with the District and law enforcement o protect the integrity
of mvestzgatmns into the breach or unautherized release of Protected Daia.

-'v.i-.} \fenda}r will pay for or promptly reimburse the District for the full cost of notification,
in the event the District is required under Section 2-d to notify affected parents, students,
teachers or g:;rmci;:«a s of a brsach or unauthorized rélease of Protected Data attributed to Vendaor,
its subtontractorg or sesignees,

4. Addiﬁcma‘sf Statutaw and Regulatory Obligations

\s’endm acknowladges additional obligations under Section 2-d and that any failure to fulfill one
or moré of these statutory or regulatory obligations will be deemed a breach of the Master Agreement
and these "i’erms and Conditions. Vendor acknowledges and agreas to the following:

i, | To limit .internal access to Protected Data to only those employees or
subconirac:tcrs tha’i need access to the Protected Data in order to assist Vendor in fulfiling one
or mc}re of its ﬁbiiga’imﬁa to the District under the Master Agreament,

ii. f To ;mt use Protecied Data for any purposes not explicitly authorized in the Master
._Agfeemen{ or the% Terms and Conditions.

iii. Ta ;n@t disclose any Protected Data to any other party, except for authorized
@mpébyi&e& subcontractors, or assignees of Vendor using the information to carry out Vendor's
-obligations to thal District and in compliance with state and federal faw, regulations and the terms
of the Master Agreement, unless:

a. the parent or gligible student provided prior writtery consent; or

b. the disclosure is required by statute or court order and notice of the
dssaiasure is provided to the District no later than the time of disclosure, unless such
notice ig expressiy prohibited by the statute or court order.

;v.; To maimam regsonable administrative, technical, and physics! safeguards to
protect the gecmgﬁy confidentiality, and integrity of Protected Data in its custody.
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vﬁ To use encryption to protect Protected Data in it custody while in motion or at
rest, using a iechnek}gy or methodology specified or permitted by the Secretary of the U.S.
Depattment of Health and Human Services in guidance issued under Section 13402(H)(2) of
Public Law 111 5

vi.f To adopt technologies, safeguards and practices that align with the U.S.
Department of Cammes‘@& Mational Instituis for Standards and Technology Framework for
improvang Grttu::& infrastructure Cybersecurity, "NIST Cybersecurity Framewerk” (Vetsion 1.1),

Vil T@ n@% seli Protacted Data nor uss or disciose it for any marketing or commercial
purp@se or facil f:atm its use or disclosurs by any other parly for any marketing or commercial
' 'purpese or ;:zermfi another party to do so.

l PARENTS Eiu_ OF ﬁiﬁ?ﬁ“ﬁ“% AND SUPBLEMENTAL INEORMATIO

Vendor acknow) éﬁ:ﬁgé& and agrees that the District's Parents’ Bill of Righis as set forth herein
and as pasted on the District's website is incorporated into these Terms and Conditions.

Parent's Bill of Rights: htip://5il.co/bas
2. Sugg aﬁta information

i "f“he exslusive purpose for which Protected Data will be used is to create a student
" account acoessible. by stucﬁem initiated password]. Vendor will not use the Protected Data for
any other gurpaaea not explicitly authorized herein or within the Master Agreement.

i in i;he event that Vendor engages subgoniraciors or other authorized persans or
entities (‘Subcontractors”) to perform one or more of its @bitgatsons under the Master Agreament
(including hosting of the Profected Data), Vendor will require Subcontractors to execute legally
binding agreemefni;s acknowledging and agresing to comply with all applicatle data protection,
privacy and security requirements required of Vendor under the Master Agreement, these Terrms
and Conditions, aﬁd applicable state and federal law and regulations.

iii.. Thaa Master Agreement commences on 771/2020 and axpires on 6/30/2021. Upen
expiration of the Master Agreement without renewal, or upon termination of the Master
Agreemem prics za} its expiration, Vendor will (select all that apply).

b1 S@cureiy delste or otherwise destroy all Protected Data remaining in the
p@ssass ion of Vendor ¢r any of its Subconiractors.

. Ass; st the District in exporting and returning ali Protected Data previously
's*ecewencﬁ tothe District in such formats as may ba requested by the District,

E Car‘zmzﬁ the District to request instruction for the deletion or return of all
?fﬁt@fﬁ@d Data.

%n the evéﬁ‘? the Master Agreement is assigned to a successor Vendor (to the extent
authorized by the Master Agreement), the Vendor wili cooperate with the District as necaessary
1o transition F‘i"mt@cﬁeé Data to the successor Vendor prior to deletion.

Netiheﬂ!eﬁém ricr &ny Subcontractors will retain any Protected Data, copies, summaries
o extracts of the Protected Data, or any de-identified Protected Dats, on any storage medium
whatsoever. E.}p@n raquest, Vendor and/or Subcontrectors will provide the District with a
certification from an appropriate officer that these requiremenis have been satisfied in full,
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Please see Dirsgtives for Dispesition of Data between YouScience, LLC and Depew Union Free
‘School District (attached),

iv. Parents or eligible students can challenge the accuracy of any Protected Data in
accordance w?thﬁhe District's procedures for requesting amendment of education records under
the Family Educational Rights and Privacy Act (FERPA). Teachers or principals may request to
chailenge the accuracy of APPR data provided to Vendor by following the appea! process inthe:
District's applicable APPR Plan,

v. Any Protected Data will be siored on systems maintained by Vendor, of
Subcontractor(s) under the direct control of Vendor, in a secure data center facility. The
measures that Vendor (and, if applicable, Subcontractor(s)) will take to protect Protected Data
imiucﬁ&--amg}té‘m of technologies, safeguards and practices that al ign with the U.8. Department
of Commerce National Instituts for Standards and Technology Framework for improving Critical
Infrastiucture Cybersecurity, "NIST Cybersecurity Framework” (Version 1.1} and safeguards
asgociated with industry standards and best practices including, but rot limited to, disk
encryption, file encryption, firewalls, and password protection.

Vi Vehdar {(and, iIf applicable, Subcontractor(s)) will use encryption o protect
Frotected Data in its custody while In motion or at rest, using a techneclogy or methodology
specified or permitted by the Secretary of the U.S. Department of Health and Human Services
i guidance issued under Section 13402(H)(2) of Public Law 111-5.

3. Posting |

In accordance with Section 2-d, the District wil publish the Parents’ Bill of Rights and
Supplemental Information from these Terme and Conditions on its website. The District may redact the
Parents’ Bill of Rights and Supplemantal Information to the extent nacessary o safeguard the privac
andfor secuf‘iziéy of the District's data andfor technsiogy infrastructure.

IN WITNESS WHEREDF the Parties have indicated thair acceptance of these Terms and Conditions
including the Parents’ Bili of Rights and Supplemental Infarmation by their signatures below on the:
dates indicated.

A

BY THE VENDOR: BY THE DISTRICT:
Audcew Wielsen sy Ragey Eh D,
Name (Priny Neme (Prift) .2

Lo ' g LAL
A

Signature

Signaturs

Title | Title
_lojag/avad ulsloo
Date : Bate
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Directive for Diisposition of Data between
Youbcience, LLC and Depew Union Free Scheol District

YouScience Servibes are meant to provide the District and students the benefit of an independent
record of achievement and g lifelong credential of value that provides program improvement
information and, also. provides bencfit to the student earning a certification or taking a
talent/inerest as%c:ﬁsmm% Stadents may retain possession and contrel of their student-generated
content! by cmau@n af a personal account & the purpma of accessing lifelong certification
vahdaimn Onee the contractor has completed its service to the district, records containing student
T will be moved to student-owned accounts. Vendor agrees that it will destroy/delete/de-identify
such information that hag not transterred to a student's nersonal account when divected to doso by
the district.

YﬁuS_cifenc‘eq LLif
By: Au%df;e’y?ﬁiﬁis%en
Title: HR & Accounting Specialist

Signature: {5

Date: 10/26/2020

Depew {Jman kret:«: School District
By \XE-FF&E\ _ Ee PJND._

Title:_ ..\

Signat
Date: I'/J'!Jv




